DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETITIVE REVIEW BOARD (NCRB) APPLICATION

Complete this cover form and the Non-Competitive Procurement Application Worksheet in detail. Refer to the page entitled
“Instructions for Non-Competitive Procurement Application” for completing this application in accordance with its policy regarding
NCRB. Complete “other” subject area if additional information is needed. Subject areas must be fully completed and responses merely
referencing attachments will not be accepted and will be immediately rejected.
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DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETITIVE REVIEW BOARD (NCRB) APPLICATION
JUSTIFICATION FOR NON-COMPETITIVE PROCUREMENT WORKSHEET

All applicable information on this worksheet must be addressed using each question found on the “Instructions for Non-
Competitive Procurement Application” in this application.

Justification for Non-Competitive Procurement Worksheet

X] PROCUREMENT HISTORY

1. The Department of Family and Support Services (DFSS) first entered into a contract with Nulinx International in
2004 under PO 6780 (Attachment 1) in order to correct the final area of non-compliance for the City of Chicago's
Head Start program. The initial Nulinx International contract was procured as an emergency contract when it was
realized that reconfiguring the tracking database in use at the time (the Head Start Eligibility Verification database)
was taking longer than anticipated. Nulinx was identified with the assistance of the Department of Business
Information Systems (now known as the Department of Innovation and Technology (DOIT) as the only source which
would meet all of our tracking needs for family and child data in additional to eligibility and enroliment; functions that
directly inform DFSS’s ability to reimburse its delegate agency services providers accurately and in a timely manner.
These functions were and are still managed by Nulinx’s Child Outcome Planning and Assessment (COPA) program.

Subsequently, it was also determined that Nulinx was the most cost efficient vendor to produce customized reports
mandated by Head Start's grantor, the United States Department of Health and Human Services (HHS). Later, DFSS
was able to also add to its COPA system allowing us to better manage our lllinois Department of Human Services
(IDHS) Child Care grant's attendance tracking and billing functions. Over time, even more functions and features have
been incorporated into the COPA platform, leading to the creation of a truly one of a kind data management tool! that
has become an integral part of DFSS’s management of its Head Start and Child Care grants.

DFSS’s current highly customized version of COPA is vital and unique because of the size of our Head Start grant
and the complexity created by managing two separate child care programs in one database. The City of Chicago’s
Head Start program is one of the largest single operating Head Start grants in the country and our IDHS Childcare
program serves and additional 1,400 children. As such, we track over 20,000 children and associated case files using
the COPA system on a daily basis. There are only two other Head Start grants of similar size currently operating in
the country, New York City and Los Angeles. Neither New York nor Los Angeles’s COPA-like tracking systems
currently are capable of providing the depth of reporting and data management that Chicago currently has with COPA.
Neither of those systems currently have the capacity to manage federal and state child care dollars on one platform.

Given the longevity of DFSS's relationship with COPA and our collaborative work, it has been noted by staff that
Chicago’s system as provided by COPA is far more sophisticated and able to run more reports, providing more usable
data to administrative and front line staff. This becomes even more relevant in light of the City’'s upcoming Head Start
triennial review where the information managed by the COPA system will determine our compliance and success in
several key areas - both those relating to program operations (such as attendance, health and disability checks) as
well as more administrative functions such as staff professional developrrient (please refer to the Attachment 5 for a
full list). As a result of findings from their most recent triennial reviews, both Los Angeles and New York’s Head Start
grants were put up for re-competition rather than a receiving a direct renewal to those city’s municipal governments.
DFSS is seeking to avoid a similar outcome.

2. This request is the continuation of previous procurement from the same source. We are requesting an amendment
of a current contract. DFSS is requesting a Vendor Limit Increase that additional time and money be added to the
existing Nulinx International contract which will expire on March 9, 2014.

In 2009, DFSS requested a sole source contract for Nulinx International which was awarded for a term of three years
with the option to amend (PO 19846, Attachment 2). Please refer to Attachment 3 to see DFSS's first sole source
request for greater information.

While not amending this contract is certainly possible, we understand that the only other known possible vendor would
not be able to reference or demonstrate prior competency in the development and management of a system as
complex as what DFSS currently has with COPA. Additionally, recreating DFSS’s COPA system anew would
ultimately require DFSS to operate without any system performing COPA’s current functions for up to six months. This
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DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETITIVE REVIEW BOARD (NCRB) APPLICATION
JUSTIFICATION FOR NON-COMPETITIVE PROCUREMENT WORKSHEET

would seriously jeopardize our ability to maintain compliance with the Head Start and Child Care grants as well as
create significant lags in voucher reimbursement for both grants, thus impeding DFSS'’s ability to spend down the
grants according to schedule.

3. For reasons outlined in question 1, there has been no attempt to ever competitively bid this contract.

4. As discussed above, the COPA system as currently operating with DFSS is quite unique. While all Head Start
delegates are required to fulfill the same reporting requirements tracked by COPA, few to none have experience
operating a system on the scale required by the size of our Head Start grant. None have the experience of
incorporating an additiona! program and funding stream into their Head Start tracking programs.

There are only two other Head Start grants of similar size currently operating in the country, New York City and Los
Angeles. Neither New York nor Los Angeles's COPA-like tracking systems currently are capable of providing the
depth of reporting and data management that Chicago currently has with COPA. Neither of those systems currently
have the capacity to manage federal and state child care dollars on one platform. Los Angeles and New York both
contract with a Child Plus (another provider of services). However, neither city currently operates a system that tracks
two funding streams or provides the depth of reporting that the COPA system does for DFSS. We have been unable
to find other potential providers of COPA-like services who have experience building and operating similar systems on
a large scale our Head Start grant would require.

5. After both amendment options have been executed, we will work with DPS and DOIT to idenitfy the most
appropriate process of procurement to ensure our program's continuity and needs.

6. This request for an amendment is being made in-line with the option to renew (please refer to the information in
Questions 1 and 2 in this section). The Department will look to exercise the additional option as well.

ESTIMATED COST

1. DFSS is requesting a Vendor Limit Increase for a one year amendment of $579,600. This is the amount requested
in the itemized price quote prepared by Nulinx in consultation with DFSS porgam and IT staff for the next year of
service (see Attachment 5). This will be paid out of DFSS’s Head Start and IDHS's Child Care grant money as the
computer system operated by Nulinx (COPA) has the primary purpose of managing Head Start information. During
this time, Nulinx will continue to provide date tracking and reporting functions for Head Start and Child Care funded
clientele including the tracking of enroliment, eligibility, attendance, assessment and assessment outcomes, health,
disability goals, visits, Child and Family Service provision, federal, state and local reporting, Head Start Program
Information Reporting and more. COPA also will continue to provide Human Resource professional development,
calendar, e-mail reminders and other resource management features. Please refer to Attachment 4 for a full
description of the proposed scope.

2. The estimated cost for the fiscal year is also $579,600.

3. Nulinx prepared the submitted budget for this request based on the scope that was determined by key DFSS staff
in order to be in compliance with applicable Federal and State grant requirements.

4. It would be cost prohibitive to replicate the COPA system. While initially purchased as an off —the —shelf system
over time, the City has invested significant amounts of time and money in the customization of COPA. These
customizations allow DFSS to maintain compliance with both its Head Start and Child Care grants and effectively
manage the extensive caseloads, reporting requirements and tracking of clients required. Not proceeding with this
amendment could result in non-compliance with both grants jeopardizing the likelihood of continued funding by these
sources. This in turn, would negatively impact the programs, neighborhoods and delegate agencies currently
supported by these programs.

5. No negotiation of costs occurred. Cost estimates were based on requested scope and are in line with prior costs for
similar work for COPA as operated by Nulinx International.

SCHEDULE REQUIREMENTS

1. COPA’s schedule was developed by DFSS Head Start staff and reflects our need to comply with HHS and IDHS
enrollment and eligibility requirements.
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DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETITIVE REVIEW BOARD (NCRB) APPLICATION
JUSTIFICATION FOR NON-COMPETITIVE PROCUREMENT WORKSHEET

2. This request does not require drawings or specifications.

3. Our current contract with Nulinx will expire March 9, 2014. We would like to be able to extend this contract to avoid
any disruptions in service.

4. We are requesting this extension at this time in order to allow time for the development of an RFP with DPS should
competitive bidding determined to be necessary. Operating Head Start and Child Care programs without access to
COPA would be severely detrimental to DFSS, impacting our ability to efficiently and effectively operate our Head
Start and Child Care grants and will impede our ability to process vouchers for service to those delegate agency
providers. As mentioned in prior sections, bringing COPA offline this spring when the current contract expires would
also jeopardize the City's Head Start grant overall as we are in the process of preparing for Chicago’s HHS triennial
review of the Head Start program. The Head Start grant represents $119,000,000 and the IDHS Child Care grant
represents $26,000,000 in revenue for the City overall.

EXCLUSIVE OR UNIQUE CAPABILITY
1. N/A

2. Nulinx International is the developer, sole owner and operator of the COPA system. As such, their personnel is
predominant and unique to the degree that they are operators of a unique system.

3. Nulinx International is the developer, sole owner and operator of the COPA system. There are no other providers of
COPA. While there are other providers who address the same scope of services (as determined by Head Start
regulations), none provide them via the COPA system itself. Additionally, Nulinx International is the only organization
in the country providing combined Head Start and Child Care tracking and reporting in combination with site
monitoring, work flow process, linking to billing and reimbursement functions under one platform. This alone makes it
a unique system that matches the City of Chicago’s needs.

4. N/A

5. As the only provider of the COPA system Nulinx (and COPA) are considered unique and predominant for the
purposes of this application because they provide a uniquely customized database to DFSS that is capable of
managing a large volume of information for over 20,000 individual case files and providing significant administrative
reporting on the entered data. We have been unable to find another system currently in use that is able to both
manage the high volume of data while providing the same level depth of reporting. As the developers and managers
of this unique software, it would follow that Nulinx personnel possess predominance in the field. DFSS’s experience
with Nulinx and Nulinx personne! has only been positive.

6. N/A

7. Competition is precluded due to software license agreements. Please refer to Attachment 6 which outlines the
restrictions of use by others of the COPA system.

8. N/A

OTHER
MBE/WBE Compliance Plan

Nulinx has submitted a request for MBE/WBE Compliance waiver to DFSS. This is included in this submission. Please
refer to Attachment 6 for further discussion.

Please refer to the folllowing attached documents as reference
1. Original Nulinx contract

2. Second Nulinx contract

3. 2009 Sole Source Application

4. Nulinx proposed scope of services
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JUSTIFICATION FOR NON-COMPETITIVE PROCUREMENT WORKSHEET

5. 2014 proposed budget for COPA software

6. Letters explaining COPA'’s proprietary software agreement, MBE/WBE Compliance Waiver request and statement
of liability, and ITGB Project Review Form.

7. Insurance Certificate

8. Proof of EDS

9. List of DFSS personnel participating in the NCRB meeting
10. Applicable Grant Agreements
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DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETITIVE REVIEW BOARD (NCRB) APPLICATION
INSTRUCTIONS FOR NON-COMPETITIVE PROCUREMENT APPLICATION

INSTRUCTIONS FOR PREPARATION OF NON-COMPETITIVE PROCUREMENT APPLICATION

if a City Department has determined that the purchase of supplies, equipment, work and/or services cannot be done on a competitive basis, a justification must be prepared on this
“Justification for Non-Competitive Procurement Application” in which procurement is requested on a or non-competitive basis in accordance with 65 ILCS 5/8-104 of the llinois Compiled
Statutes. Using this instruction sheet, ail applicable information must be addressed on the worksheet. The information provided must be complete and in sufficient detail to allow for a decision
to be made by the Non-Competitive Procurement Review Board. For Amendments, Modifications, describe in detail the change in terms of dollars, time period, scope of services, efc., its
relationship to the original contract and the specific reasons for the change. Indicate both the original and the adjusted contract amount and/or expiration date with this change.

Attach a DPS Checklist and any other required documentation; the Board will not consider justification with incomplete information documentation or omissions.
PROCUREMENT HISTORY

1. Describe the requirement and how it evolved from initial planning to its present status.

2. s this a first time requirement or a continuation of previous procurement from the same source? If so, explain the procurement history.
3. Explain attempts made to compefitively bid the requirement (attach copy of sources contacted).
4

Describe in detail all research done to find other sources; list other cities, companies in the industry, professional organizations contacted. List periodicals and other publications used
as references.

5. Explain future procurement objectives. Is this a one-time request or will future requests be made for doing business with the same source?
6. Explain whether or not future competitive bidding is possible. If not, explain in detail.
ESTIMATED COST

What is the estimated cost for this requirement or for each contract, if multiple awards are contemplated? What is the funding source?
What is the estimated cost by fiscal year?

3. Explain the basis for estimating the cost and what assumptions were made and/or data used (i.e., budgeted amount, previous contract price, current catalog or cost proposal from firms
solicited, engineering or in-house estimate, etc.)

4. Explain whether the proposed Contractor or the City has a substantial dollar investment in original design, tooling or other factors which would be dupiicated at City expense if another
source was considered. Describe cost savings or other measurable benefits to the City which may be achieved.

5. Explain what negotiation of price has occurred or will occur. Detail why the estimated cost is deemed reasonable.
SCHEDULE REQUIREMENTS

1. Explain how the schedule was developed and at what point the specific dates were known.

2. s lack of drawings and/or specifications a constraining factor to competitive bidding? If so, why is the proposed Contractor the only person or firm able to perform under these
circumstances? Why are the drawings and specifications lacking? What is the lead time required to get drawings and specifications suitable for competition? If lack of drawings and
specifications is not a constraining factor to competitive bidding, explain why only one person or firm can meet the required schedule.

3. Outline the required schedule by delivery or completion dates and explain the reasons why the schedule is critical.

4. Describe in detail what impact delays for competitive bidding would have on City operations, programs, costs and budgeted funds.

EXCLUSIVE OR UNIQUE CAPABILITY

1. If contemplating hiring a person or firm as a Professional Service Consultant, explain in detail what professional skills, expertise, qualifications, and/or other factors make this person or
firm exclusively or uniquely qualified for the project. Attach a copy of the cost proposal, scope of services, and Temporary Consulting Services Form.

Does the proposed firm have personnel considered unquestionably predominant in the particular field?

What prior experiences of a highly specialized nature does the person or firm exclusively possess that is vital to the job, project or program?

What technical facilities or test equipment does the person or firm exclusively possess of a highly specialized nature which is vital to the job?

What other capabilities and/or capacity does the proposed firm possess which is necessary for the specific job, project or program which makes them the only source who can perform
the work within the required time schedule without unreasonable costs to the City?

6. If procuring products or equipment, describe the intended use and explain any exclusive or unique capabilities, features and/or functions the items have which no other brands or
models, possess. Is compatibility with existing equipment critical from an operational standpoint? if so, provide detailed explanation?

7. s compefition precluded because of the existence of patent rights, copyrights, trade secrets, technical data, or other proprietary data (attach documentation verifying such)?

8.  If procuring replacement parts and/or maintenance services, explain whether or not replacement parts and/or services can be obtained from any other sources? If not, is the proposed
firm the only authorized or exclusive dealer/distributor and/or service center? If so, attach letter from manufacturer on company letterhead.

MBE/WBE COMPLIANCE PLAN
N All submissions must contain detailed information about how the proposed firm will comply with the requirements of the City's Minority and Women Owned Business program. All

submissions must include a completed C-1 and D-1 form, which is available on the Procurement Services page on the City's intranet site. The City Department must submit a
Compliance Plan, including details about direct and indirect compliance.

OTHER
1. Explain other related considerations and attach all applicable supporting documents, i.e., an approved “/TGB Form” or “Request For Individual Hire Form”.
REVIEW AND APPROVAL

This application must be signed by both Originator of the request and signed by the Department Head. After review and final disposition from the Board, this application will be
signed by the Board Chairman. After review and final disposition from the Board, this form will be presented to the Chief Procurement Officer recommending approval,

o W
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Department of Procurement Services
Project Checklist

Attach required forms for each procurement type and detailed scope of services andlor specifications and forward original documents to City Hall, Room
806, Attention: Chief Procurement Officer.

For blanket agreements, original or lead department must consult with other potential departments who may want to participate on the blanket agreement. If grant funded, attach copy of
the approved grant application and other terms and conditions of the funding source. Note: 1) Funding: Attach information if multiple funding lines; 2) Individual Contract Services:
Include approval form signed by Department Head and OBM; 3) ITGB: T project valued at $100,000.00 or more, attach approval transmittal sheet.

) Eyq_e_nt I;)'ate: January 17, 2014 - ; Estimated Contract _/-_\wa;g Eate: o N -
Department Name: | Contract Lialson: Project Manager:
Family and Support Services | Julia Talbot Julia Talbot
Requisition No: Specification No: : Telephone: Telephone:
88873 73053 l 312-743-1679 312-743-1679
PO No: Modificatlon No: , Email: Emall:
19846 | l Julia. Talbot@cityofchicago.org Julia. Talbot@cityofchicago.org
- |” Contract Liajson Signatur -
e

Project Description: Vendor Limit Increase and Time Extension Request For Subscription Services For Nulinx COPA System

Funding:

O Corporate__ - {1 [ Bond :—__ _I:D:EEterEﬂ_se__ _?@aj" ____ o | [® other: and vari.p._llls_fu;&s__
_OmooTrnst  |JIDOTHigway  [OOFHWA — [OFTA _OFaa B
LINE FY FUND DEPT ORGN APPR ACTV PROJECT  |RPTG ESTIMATED

$ DOLLAR AMOUNT
| 013 L _053“90 | 5_0 S 200§_ | 2140_ 1 ] P0502910205£ L %_5,_79@0'00_ o
Check One:
[] New Contract Request [W Modification or Amendment
Purchase Order Information:
Contract Term (No. of Years): — K Th { MBE/WBE/DBE Analysis: -
Estimated Spend/Value: $ [ Full Compliance [ Contract Specific Goals
*Grant Commitment / Explration Date: [ No Stated Goals [ waiver Request
Pre-Bld/Submittal Conference: Attach MBE/WBE or DBE Goal Setting Memo
O Yes O Mandatory
No O site Visit ™ 33 -
Purchase Order Type: Contract Type: Modification/Amendment Type:
[8] Blanket/Purchase Order (DUR) - [ Architect Engineering ¥ [5] Time Extension
] Master Consultant Agreement (Task Order) [0 Commodity [5] Vendor Limit Increase
[0 Standard/One-Time Purchase [ Construction [J JOC O Scope Change/Price increase/Additional Line Item(s)
[E Professional Services [0 Requisition Encumbrance Adjustment
Procurement Method: [0 Revenue Generating [0 Other (specify):
Oed O RFP O RrRFQ [ RFI - ] Vehicie & Heavy Equipment
O Small Order O Work Service Vendor Info:
Speclal Apb_r&éls Requlred: - [ Joint Procurement Name: Nulinx International Inc.
[0 Emergency [ Reference Contract | E-mail: info@mycopa.com
) Non-Competitive Re.v.iew Board (I\TCRB_) . | Address: 18425 Burbank Bivd. #614
[ Request for individual Contract Services Tarzana, CA 91356
O Information Technology Governance Board (ITGB) | Contact Person: Hamid Kelishadi
O GSA/US Communities ) _ Phone: (818) 304-0110
Innovatlve Procurement:
[0 Piiot Test
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City of Chicago

June 20, 2011

Section I: General Contract Information

Department Name

Department of Family and Support Services

Department Contact Name

Julia Talbot

Department Contact Number

312-743-1679

Department Contact Email

Julia,talbot@cityofchicago.org

Contract Number

19846

Contract Subject Name

Nulinx International

Contract [nitiation Date

March 10, 2011

Original Contract Amount

$1,607,144.50

Original Contract Expiration Date

March 9, 2014

Budgeted amount for current year

$579,600

Years to date expenditure

$1,458,169.67

Arefunds __ Operating Capital

TIF  _X Grant

What is the funding strip?

013-0890-50-2005-0140-P05020102052

If contract modification or task request
is approved, will department have
enough funds to cover new
expenditure?

Yes.

If no, what is the plan to address the
short fall?

Not applicable

E

~ Section Ii: Contract Modifications

Complete this section if you are modifying the value of an existing contract.

Contract Value Increase

$579,600

New total contract amount

$2,186,744.50

New contract expiration date

March 9, 2015

Goods/services provided by this
contract

COPA database subscription for Head Start and lllinois Department of

Human Services Child Care grants.

Justification of need to modify this

We are currently requesting a one-year amendment for this contract

Department of Procurement Services

Page 1




City of Chicago June 20, 2011

contract from the NCRB to continue to receive the services provided to us by
Nulinx. Nulinx is the sole proprietor and provider of the COPA database
which we use to manage our Head Start and Illinois Department of
Human Services Child Care programs. Specifically this program is used
to manage our timely reimbursement of vouchers submitted by the
delegate agency program providers.

Impact of denial If we are unable to renew this contract, it will be difficult if not
impossible for us to reimburse in a timely manner or track attendance
and other critical operations for these two grant funded programs. This
inability could negatively affect our ability to remain in good standing
with these two grant-funded programs. Currently these programs
comprise $145,000,00 of DFSS’s budget.

Section lil. Issue a Request for Services to a Master Consulting Agreement

Complete this section if you want to issue a request for services to a Master Consulting Agreement

Value of planned task order request S

Expiration date of planned task order
request

Scope of services

Justification of need to issue request for
services

Impact of denial

Section IV: Assessment of Office of Budget and Management Analyst -

Approve/Deny Reason

OBM Analyst Initials

OBM Analyst Name/number

_________________________________________________________________ ]
Department of Procurement Services Page 2




DEPARTMENT OF FAMILY AND SUPPORT SERVICES
CITY OF CHICAGO

To: Jamie Rhee
Chief Procurement Officer
Department of Procurement Services

Attn: Rich Butler
1* Deputy Procurement Officer

Depa f Procurement Services
From:

Evelyn Diad_J
Commissioner
Department of Family and Support Services

Subject: Non-Competitive Procurement Review Board for Nulinx International Submission - Revised
Date: February 21, 2014

The Chicago Department of Family and Support Services (DFSS) is requesting permission for a
time extension of one additional year as well as a vendor limit increase in the amount of
$579,000 for Nulinx International. These modifications are needed in order to support the
work of the contract through throughout the complete term (including extension options) of
the contract.

To date Nulinx via its Child Outcome Planning and Assessment (COPA) system provides DFSS
with the ability manage, track and report out on the following functions related to its Head
Start, Early Head Start, and Child Care Assistance Programs: tracking of enrollment, eligibility,
attendance, assessment and assessment outcomes, health, disability goals, visits, Child and
Family Service provision, federal, state and local reporting, Head Start Program Information
Reporting and more. COPA also provides Human Resource professional development, calendar,
e-mail reminders and other resource management features. Information stored in and
managed via COPA allows DFSS and its delegate agencies the ability to track individual
children’s attendance which informs us in the review of vouchers for reimbursement for our
Early Head Start, Head Start and Illinois Department Human Services (IDHS) Child Care funded
agencies. All of which allows DFSS to maintain in good standing/compliance with our federal
and state funders (in this case the United States Department of Health and Human Services
(HHS) and lllinois Department of Human Services), as well as facilitating the expenditure of the
grant funds both correctly and efficiently and reimbursing our delegate agency provides in a
more timely manner.

1615 WEST CHICAGO AVENUE, CHICAGO, ILLINOIS 60622



We are requesting a continuation of the Nulinx International contract per Section 4.3 of the
Agreement Extension Option which allows the Chief Procurement Officer to extend the
contract an additional 12 months.

Additionally, continuing our relationship with Nulinx International and our use of the COPA
System will allow us to further enhance COPA’s functionality. These new add-ins will allow us
to use COPA more effectively, providing for even more accuracy in assisting both front line and
administrative staff to make sure that Head Start and Child Care eligible families are guided to
the services necessary to ensure that their children enter school ready to learn.

The Department is currently in the process of preparing for its triennial review with HHS. The
triennial review is a comprehensive review of the City’s Head Start contract. COPA will be
integral to validating Head Start and Early Head Start program accomplishments and processes
and in demonstrating our compliance and excellence in delivering Head Start and Early Head
Start services. Operating without the COPA system during this review could possibly jeopardize
DFSS’s ability to maintain its Early Hear Start and Head Start grants without going through a
federal re-competition process due to findings in part created through the absence of or lack of
access to the current COPA system. Specifically, lack of access to the COPA system during this
time would negatively affect the department’s ability to demonstrate programmatic success or
compliance in a number of different evaluative categories including the provision of health
services, the tracking of attendance, and the provision of services to Head Start families as a
whole. It would also negatively affect our ability to quickly and accurately determine the correct
reimbursement rates for our Early Head Start, Head Start and IDHS Child Care funded agencies.

DFSS’s Early Head Start, Head Start and Child Care grants provide $145 million dollar of vitally
needed support and programming for some of Chicago’s neediest families and communities. It
is of great importance that the COPA system, which provides so much behind the scenes
assistance in the successful execution of these programs continue to function without a gap in
services that could adversely affect the children, families, communities and delegate agencies it
currently supports. Please feel free to contact David Wells at 312-743-0155 if you have any
further questions.



Data Protection Requirements for Contractors, Vendors and
Third-Parties

FINAL (4/2/13)

“Breach” means the acquisition, access, use, or disclosure of Protected Information that compromises the security or
privacy of the Protected Information.

"Contractor" means an entity that receives or encounters Protected Information. Contractor includes, without
limitation, entities that store Protected Information, or host applications that process Protected Information. The
provisions of this Data Policy includes not only the entity that is a signatory to this Policy but all subcontractors, of
whatever tier, of that entity; the signatory must inform and obtain the agreement of such subcontractors to the terms
of this Data Policy.

“Protected Information” means all data provided by City to Contractor or encountered by Contractor in the
performance of the services to the City, including, without limitation, all data sent to Contractor by City andfor stored
by Contractor on its servers. Protected Information includes, but is not limited to, employment records, medical and
health records, personal financial records (or other personally identifiable information), research data, and classified
government information. To the extent there is any uncertainty as to whether any data constitutes Protected
Information, the data in question shall be treated as Protected Information.

1. Information Security. Contractor agrees to the following:

1.1. General. Notwithstanding any other obligation of Contractor under this policy, Contractor agrees that it will
not lose, alter, or delete, either intentionally or unintentionally, any Protected Information, and that it is
responsible for the safe-keeping of all such information, except to the extent that the City directs the
Contractor in writing to do so.

1.2. Access to Data. In addition to the records to be stored / maintained by Contractor, all records that are
possessed by Contractor in its service to the City of Chicago to perform a governmental function are public
records of the City of Chicago pursuant to the Hlinois Freedom of Information Act (FOIA), unless the records
are exempt under the Act. FOIA requires that the City produce records in a very short period of time. If the
Contractor receives a request from the City to produce records, the Contractor shall do so within 72 hours
of the notice.

1.3. Minimum Standard for Data at Rest and Data in Motion. Contractor must, at a minimum, comply, in its
treatment of Protected Information, with National Institute of Standards and Technology (NIST) Special
Publication 800-53 Moderate Level Control. Notwithstanding this requirement, Contractor acknowledges
that it must fully comply with each additional obligation contained in this policy. If data is protected health
information or efectronic protected health information, as defined in the Health Insurance Portability and
Accountability Act and Health Information Technology for Economic and Clinical Health Act
(HIPAA/HITECH) and regulations implementing these Acts (see 45 CFR Parts 160 and 164), it must be
secured in accordance with “Guidance Specifying the Technologies and Methodologies that Render
Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals,”
available on the United States Department of Health and Human Services (HHS) website
(http:/iwww_hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.htmi), or at Volume 74 of
the Federal Register, beginning at page 42742. That guidance from the HHS states that valid encryption
processes for protected health information data at rest (e.g., protected health information resting on a
server), must be consistent with the NIST Special Publication 800-111, Guide for Storage Encryption
Technologies for End User Devices. Valid encryption processes for protected health information data in
motion (e.g., transmitted through a network) are those which comply with NIST Special Publications 800-
52, Guidelines for the Selection and Use of Transport Layer Security Implementation: 800-77, Guide to
IPsec VPNs; or 800-113, Guide to SSL VPNs, or others which are Federal Information Processing
Standards (FIPS) 140-2 validated.
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1.4.

1.5.

1.6.

1.7.

1.8.

1.9.

Where Data is to be Stored. All data must be stored only on computer systems located in the continental
United States.

Requirement to Maintain Security Program. Contractor acknowledges that the City has implemented an
information security program to protect the City's information assets, which Program is available on the City
website at http://www.cityofchicago.org/city/en/depts/doit/supp_info/initiatives -_informationsecurity. html
(“City Program”). Contractor shall be responsible for establishing and maintaining an information security
program that is designed to: (i) ensure the security and confidentiality of Protected Information; (ii) protect
against any anticipated threats or hazards to the security or integrity of Protected Information; (jii) protect
against unauthorized access to or use of Protected Information; (iv) ensure the proper disposal of Protected
Information; and, (v) ensure that all subcontractors of Contractor, if any, comply with all of the foregoing.

Undertaking by Contractor. Without limiting Contractor's obligation of confidentiality as further described
herein, in no case shall the safeguards of Contractor's information security program be less stringent than
the information security safeguards used by the City Program.

Right of Audit by the City of Chicago. The City of Chicago shall have the right to review Contractor's
information security program prior to the commencement of Services and from time to time during the term
of this Agreement. During the performance of the Services, from time to time and without notice, the City of
Chicago, at its own expense, shall be entitled to perform, or to have performed, an on-site audit of
Contractor’s information security program. In lieu of an on-site audit, upon request by the City of Chicago,
Contractor agrees to complete, within forty-five (45 days) of receipt, an audit questionnaire provided by the
City of Chicago or the City of Chicago’s designee regarding Contractor’s information security program.

Audit by Contractor. No less than annually, Contractor shall conduct an independent third-party audit of its
information security program and provide such audit findings to the City of Chicago, all at the Contractor's
sole expense.

Audit Findings. Contractor shall implement at its sole expense any remedial actions as identified by the City
as a result of the audit.

1.10. Demonstrate Compliance - PCI. No less than annually, as defined by the City of Chicago and where

1.12.

1.13.

applicable, the Contractor agrees to demonstrate compliance with PCI DSS (Payment Card Industry Data
Security Standard). Upon City’s request, Contractor must be prepared to demonstrate compliance of any
system or component used to process, store, or transmit cardholder data that is operated by the Contractor
as part of its service. Similarly, upon City’s request, Contractor must demonstrate the compliance of any
third party it has sub-contracted as part of the service offering. As evidence of compliance, the Contractor
shall provide upon request a current attestation of compliance signed by a PCl QSA (Qualified Security
Assessor).

. Demonstrate Compliance — HIPAA / HITECH. If the Protected Information includes protected health

information or electronic protected health information covered under HIPAA/HITECH, Contractor must
execute, and be governed by, the provisions in its contract with the City regarding HIPAA/HITECH, the
regulations implementing those Acts, and the Business Associate Agreement in its contract with the City.
As specified in 1.3, protected health information must be secured in accordance with the “Guidance
Specifying the Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals.”

Data Confidentiality. Contractor shall implement appropriate measures designed to ensure the
confidentiality and security of Protected Information, protect against any anticipated hazards or threats to
the integrity or security of such information, protect against unauthorized access or disclosure of
information, and prevent any other action that could result in substantial harm to the City of Chicago or an
individual identif