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DEPARTMENT OF PROCUREMENT SERVICES
NON.COMPETITTVE REVIEW BOARD (NCRB) APPL|CATTON

JUSTIFICATION FOR NON.COMPETITIVE PROCUREMENT WORKSHEET

All applicable information on this worksheet must be addressed using each question found on the "lnstructions for Non-
Gompetitive Procurement Application" in this application.

Justification for Non-Gompet¡t¡ve Procurement Worksheet

n PROCUREMENT HTSTORY

1. The City Comptroller's Office - Enterprise Funds invoices and collects approximately $ZSO million per year for the
Chicago Airport System. Revenues are primarily comprised of Landing Fees, Terminal Rents, Fuel Farm Fees,
Concession revenues, and Passanger Facility Charges.

Department of Finance and Department of lnnovation and Technology determined the requirements and identified the
MetraNet Application suitable to fulfill the needs. ln Oct 2006, DPS approved sole source request to contract with
MetraTech Corporation.

The City of Chicago has implemented MetraNet as billing and relationship monetization for aviation billing. Currently,
the MetraNet software is hosted and operated by MetraTech and support for the City's aviation billing operations is
provided by MetraTech's billing operations team.The system interfaces with Oracle Financials.

ln October 2014,Metratech was aquired by Ericsson lnc. and allmaterials included in this package reference
Ericsson (e.9., Scope proposal, C-1, D1, etc.)

2. This is a continuation of a previous procurement from the same source.

It was stated in the original sole source request that it was the intention of the City to continue using this software for
Aviation billing and to roll it out to satisfy other billing needs. This has not taken place and there is no plan at this time
to extend functionality beyond CDA.

Subsequently, the City's analysis identified additional application systems that could satisfy busienss requirements
(both from CDA and DOF) at lower cost (see #4 below for details).

This request for an extension of current application is intended to provide DOF, CDA, and DolT with the needed time
to finalize the contract and implement an alternative solution.

3. No attempts were made to competitively bid the software requirement. At the time (2006), there were no other
sources that could provide defined requirements and the research performed was deemed sufficient.

4. ln 2013, the City engaged KPMG in an audiUanalysis of aviation billing systems. On March 20,2013, KPMG
performed a review of the metraTech Contract Review and System Assessment. Their findings outlined that the
MetraNet capabilities are not unique. Additionally, the independent benchmarking analysis pointed out that 7 out of
the 12 airports surveyed were using PropWorks including Houston, Los Angeles, Miami, Philadelphia, and
Washington.

The City of Chicago intends to do a reference contract on Los Angeles contract as is most similar in scope including
interfacing with Oracle financials.

5. The City has utilized MetraNet for a number of years and capabilities still provide needed functionality for the City of
Chicago.

Considering the findings and significant cost reductions, the City of Chicago intends to replace MetraNet with
PropWorks.

6. Yes. Future competitive bidding is possible.

LI ESTIMATED COST

1. Annual Software Maintenance License Fees: $420,000/year ($35,000/month).

Hosting Services: $180,000/year ($15,000/month) 1 year + year extension option

The funding source is 0740: O'Hare Airport Enterprise Funds
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DEPARTMENT OF PROCUREMENT SERVICES
NON.CoMPETITTVE REVTEW BOARD (NCRB) APPLTCATTON

JUSTIFICATION FOR NON.COMPETITIVE PROCUREMENT WORKSHEET

2. The annualcost is $600,000 ($420,000 software maintenace license fees and $180,000 hosting sevices)

3. he cost estimate was based on the professional services costs listed in contract # 14298 for the optional period and
annual license fees associated with MetraNet. This is also outlined in Ericsson's service proposal noting that costs will
be maintained at the same rates.

4. The City has made a substantial investment in the system totalling $7,853,918 to date.

- Original implemenation cost of $3,653,918 and $600,000 per year 2008-2014.

5. The annual Software License Maintenance fees are typically around 22% of the original software cost. The annual
fee for 2015 were maintained at reduced cost of 19%.

LI SCHEDULE REQUIREMENTS

1. The one year contract will be needed until the new payment and billing system is in place.

2. The contract is for the software license and maintenance. There are no drawings or specifications constraints.

3. The contract needs to be in place for at one year before the new system is implementated in order to ensure no
lapse in service. Without the hosting services in place, the City will not have access to the billing software and will be
unable to provide monthly invoices to the airlines.

4. The City is currently drafting reference contract for relacement solution. City requires continuous billing of the
airlines functionality while the contract is finalized and implementation of replacement solution is complete.

LI EXCLUSIVE OR UNIQUE CAPABILITY

1. The contract request for the period of time needed to implement an alternative and more cost effective solution.

2. There will be no staffing associated with this contract; This is a software/hosting services purchase.

3. The MetraNet software is proprietary to Ericsson lnc.

4. The vendor has the facilities to host the software and has hosted the software for the City for the past several
years.

5. Ericsson lnc. also provides hosting services for MetraTech.

6. There is no equipment in the scope of this contract.

7. Competition is precluded because MetraNet software and licenses are proprietary to Ericsson.

8. No replacement parts or any equipment are included in the scope.

fl orHen
1. lt is the City's intension to replace the MetraNet solution by 2016. lmplementation of the new solutions is targeted to
begin in Q3 2015 and completed in Q22016.
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DEPARTMENT OF PROCUREMENT SERVICES
NON.COMPETTTTVE REVTEW BOARD (NCRB) APPLTCATTON

INSTRUCTIONS FOR NON.COMPETITIVE PROCUREMENT APPLICATION

INSTRUCTIONS FOR PREPARATION OF NON-COMPETITIVE PROCUREMENT APPLICATION

Attach a DPS Checklist and any other required documentation; the Board will not consider justification with incomplete informat¡on documentation or omissions.

PROCUREMENT HISTORY

'1. Describe the requirement and how it evolved from initial planning to its present status.

2. ls this a fìrst time requirement or a continuation of previous procurement from the same source? lf so, explain the procurement history.

3, Explain attempts made to competitively bid the requirement (attach copy of sources contacted).

as references.

5. Explain future procurement objectives. ls this a oneìime request or will futu¡e requests be made for doing business with the same source?

6. Explain whether or not future competitive bidding is possible. lf not, explain in detail.

ESTIMATED COST

1. What is the estimated cost for this requirement or for each contract, if multiple awards are contemplated? What is the funding source?

2. What is the estimated cost by fiscal yeat?

solicited, engineering or in-house estimate, etc.)

source was considered. Describe cost savings or other measurable benefìts to the City which may be achieved.

5. Explain what negotiation of price has occurred or will occur. Detail why the estimated cost is deemed reasonable,

SCHEDULE REQUIREMENTS

'l. Explain how the schedule was developed and at what point the specific dates were known.

specifications is not a constraining factor to competitive bidding, explain why only one person or firm can meet the required schedule.

3. Outline the required schedule by delivery or completion dates and explain the reasons why the schedule is critical.

4. Describe in detail what impact delays for competitive bidding would have on City operations, programs, costs and budgeted funds.

EXCLUSIVE OR UNIQUE CAPABILITY

firm exclusively or uniquely qualified for the project, Attach a copy of the cost proposal, scope of services, and Temporary Consultinq Seruices Form.

2. Does the proposed firm have penonnel considered unquestionably predominant in the particular field?

3. What prior experiences of a highly specialized nature does the person or firm exclusively possess that is vital to the job, project or program?

4. What technical facilities or test equipment does the person or firm exclusively possess of a highly specialized nature which is vital to the job?

the work within the required time schedule without unreasonable costs to the City?

models, possess. ls compatibilig with existing equipment critical from an operational standpoint? lf so, provide detailed explanation?

firm the only authorized or exclusive dealer/distributor and/or service centet? lf so, attach letter from manufacturer on company letterhead.

MBE/WBE COMPLIANCE PI.AN

* All submissions must contain detailed information about how the proposed firm will comply with the requirements of the City's Minority and Women Owned Business program, All

submissions must include a completed C-1 and D-1 form, which is available on the Procurement Services page on the City's intranet site. The City Depaftment must submit a

Compliance Plan, including details about direct and indirect complianæ.

OTHER

1. Explain other related considerations and attach all applicable supporting documents, i.e., an aoproved "ITGB Form" or "Request For lndividual Hire Form".

REVIEW AND APPROVAL

This application must be signed by both Originator of the request and signed by the Department Head. After review and final disposition from the Board, this application will be
signed by the Board Chairman. Aftet ¡eview and final disposition from the Board, this form will be presented to the Chief Ptocurement Officer ¡ecommending approval.
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DppanrMENT op INNovATToN AND TncHNor,ocy
CITY OF CHICAGO

MEMORANDUM

Jamie L. Rhee

Chief Procurement Officer
TO

RE

FROM:

DATE: April23,2015

Sole Source Request
AUTOMATED BILUNG & PAYMENT SYSTEM- tMPLEMENTAT|ON, SOFTWARE LICENSE,

MAINTENANCE & SUPPORT

Ericsson lnc. (FKA MetraNet, lnc.)
Specification No. 131678
RX 98767

The Department of lnnovation and Technology (DolT) is requesting a one year blanket professional

service agreement with one year extension option between Ericsson lnc. (previously MetraNet) and the
City of Chicago for the provision of annual software license maintenance and hosting fees required for
the Departments of Finance and Aviation. These services are for the support of the Dept. of Aviation's

billing and payment system. The previous agreement with MetraNet (PO 14298) was initially approved

bythe NCRB in 2006 and expired on March 3I,2013. Since March 3L,2OI3, the City has utilized the
MetraNet payment and billing system through direct voucher.

The City's intention is to finalize a new contract for a replacement solution and complete its

implementation in 2016. A total of 5600,OOO for the user license and the support and hosting fees will
enable us to maintain MetraNet's functionality while the implementation of the new system is in
progress.

Attached are the sole source justification package, a Project Checklist, Statement of Work, EDS and

MBE/WBE compliance plan. Ericsson has committed to a 25% MBE and a 5% WBE utilization goal.

Carmen Sandu, Managing Deputy ClO, DolT and Judith Mims, DolT Contract Coordinator will be the
primary representatives at the NCRB meeting.

NCRB

J, o'Brien/DPs

M Jimenez/DPs

J chan/DPs

c sandu/DolT

J lvlims/DolT

5O WES'f WASHINGTON, SUITE 2700, CHICAGO, ILLINOIS 60602



DnpenrMENT op INNovATToN AND TpcHNoLoGy
CITY OF CHICAGO

City of Chicago MetraNetAnnual Maintenance and Managed Services Scope

The following services are included in Ericsson's Managed Services offering:

Managed Services - ln this offering, Ericsson provides the servers, network infrastructure and

all other software, hardware, and operational resources required to run the MetraNet solution.

Managed Infrastructure Services - This is defined as the setver, network, other hardware and

software required to operate the MetraNet solution. This environment includes operational and

database administration tasks listed in the Managed lnfrastructure services activities section,
below.

Managed Billing Services - This refers to the outsourced day-to-day management of the
MetraNet solution. ln this service Ericsson operations team assumes responsibility for providing
a defined set of services as listed in the Managed Billing services activities below.

a

a

a

Managed lnfrastructure Services

The infrastructure is housed in a dedicated and segmented network infrastructure, Ericsson already set-
up the managed environment including UAT, development, mock, and production. The following items
are included:

L. Managed lnfrastructure Data Center Network Security

Ericsson's operations team has secured remote access to the Managed Environment. Ericsson has

secured all remote access to production seryers and network infrastructure devices that reside at the
data center for the non-console administrative access. A secure, encrypted connection (VpN) has been
configured prior to commencement of services. Access via the VPN requires a two-factor authentication
Remote access is restricted to appropriate, authorized personnel; each user has unique account for
auditing purposes.

Ericsson restricts access to externally visible devices to lP ranges of the customer depending on
individual client application requirements. lf the restriction is requested, customers provide specific lp
addresses to Ericsson that will be configured on the edge firewalls and only allow customer access to
their servers via secured HTTP. Customers' dedicated database and payment servers are only accessible

MetraNet Annual Maintenance and Managed Services Scope

5O WEST WASHINGTON, SUITE 27OO, CIjICAGO, ILLINOIS 60602
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to their dedicated application seruers on specific ports. By default, the firewalls disallow any access

which is not specifically allowed.

MetraNet's external connectivity is primarily HTTPS for communication over lP-based networks using

Simple Object Access Protocol (SOAP) for remote procedure call and request-response dialogues. For

security, SSL and 256-bit encryption has been implemented.

The network topology is structured with two sets of redundant firewalls. The first set of firewalls
protects the front line application servers. The second set of firewalls secures the data stored in the

database and payment servers. The firewall layer has been established to provide an additional layer of
protection for secured data that is stored in the database and payment seruer.

2. lntrusion Detection

Ericsson has deployed an intrusion detection system and intrusion prevention system to monitor and

detect all network traffic and alert personnel to suspected compromises. Alerts are monitored by

appropriate personnel in their lnformation Technology Group. Any suspicious activities are further
investigated.

lntrusion Detection system (lDS) sensors are positioned to analyze traffic on various network segments;

details are forwarded for correlation and analysis. ln the PC|-ready configuration, IDS sensors are

integrated into Cisco devices. Log correlation devices forward IDS alerts to appropriate lT personnel for
follow-up. IDS signatures are updated weekly.

File integrity monitoring software has been deployed to alert personnel to unauthorized modification or

critical system or content files.

Ericsson has deployed a Web Application Firewall (WAF) that examines the Application Layer (layer 7)

for common attacks such as Cross-site Scripting (XSS) and SQL lnjection.

3. Security

The Managed Environment is collocated in a world-class lnternet Data Center (lDC)with a high levelof
physicalsecurity. Logicalaccess to network resources is restricted to current Ericsson users with relevant
job responsibilities. Ericsson requires that each user be assigned a unique user name and password. The

network password is required to gain access to network resources; network passwords are different

from application passwords. Critical applications require a separate password to gain access and rights

are limited depending on the employee's job duties.

Basic network access is governed by the password mechanism inherent in Microsoft Active Directory

Domain or, for servers not participating in the domain, a security mechanism local to the respective

server.

Password policies enforce password restrictions as follows

MetraNet Annual Maintenance and Managed Services Scope Page2



1. Passwords for new users are set to a unique value and changed after first use;

2. Password expires every 90 days;

3. Passwords must be at least 7 characters in length;

4. Passwords must be composed of both alphabetic and numeric characters;

5. Password recycling is limited.

Allof the products in MetraNet are supported on the Microsoft Windows Server platform. MetraNet has

been designed to incorporate application security, including:

7. Role-Based and Capability-Base Security: Role base and capability based access control is

used, providing business-based security by specific user and/or capability; for example,

subscribers cannot access the customer service representative's domain.

2. Encryption of Sensitive Data in Transit: Secure Socket Layer (SSL) is used for encryption of
application information transmitted across public networks. lndustry standard encryption is

also used for VPN traffic.

3. Encryption of Sensitive Data in Storage: lndustry standard encryption and associated key

management is used to effectively secure stored information.

Severalgeneralsystem controls are in place to prevent, detect, and mitigate risks posed by

unauthorized users, unauthorized devices, malware, and system vulnerabilities.

Anti-virus software is installed on all production workstations and servers in the data center

environment. Client installation and virus definition files are managed from a central management

console, which is installed on a management VLAN. Since the production servers in the Managed

lnfrastructure cannot access the lnternet, the implementation os a central management console is

required. Virus definition files are updated every 4 hours and program updates are performed every 24

hours. Scans are scheduled to run once per week.

Ericsson has implemented a process for patch management to ensure that patches and updates are

installed in a timely manner.

4. Tape Backup

Backup and recovery processes and procedures have been implemented to ensure that systems and

data can be restored in a timely manner.

For data centers, full backups of production database servers are performed weekly, with daily,

incremental backups performed throughout the remainder of the week. A full system backup of all

production servers is performed weekly. The MetraNet application and system log files are backed up

weekly. All backup jobs are configured for encryption using EMC Networker. Production data is backed

up using two types of storage.

MetraNet Annual Maintenance and Managed Services Scope Page 3



A "near line" storage array is used for scheduled backups and the tape subsystem copies and removes

older versions when the storage array is over 75%o capacity. Before backup tapes are introduced to the

tape library system, bar code stickers are attached to uniquely identify each tape.

Tapes are rotated from the tape drive system at the production data center to the Ericsson corporate

office once each week. The tapes are stored securely, with access limited to authorized personnel.

5. Network Monitoring

Ericsson uses multiple network monitoring systems for proactive monitoring. Notifications are

automatically sent to the Operations Team on a 24x7 basis and the escalation processes are followed to

ensure timely resolution of critical events.

An enterprise Network Management System (NMS) is deployed for monitoring and control of networked

devices that can be managed using SNMP (Simple Network Management Protocol).

NetlQ is another tool deployed to monitor logs and alert on correlated system and application events.

Ericsson has established a process to ensure audit trails are enabled and active. Access to log data is

restricted to authorized personnel. Log data is collected, correlated, and reported for Windows event

logs from all servers, llS logs, syslog repository seruices, and significant events from SQL databases (such

as table creation, drops, transaction activity, logon/logoff, etc.). MetraNet provides full logging

capabilities for identification and troubleshooting of errors in files, which are in turn monitored by

operations tools. lf requested, logging for various product modules can be configured in separate log

files. Third party tools are used to monitor processes and log files and provide alerts to operators in case

of errors.

An internal primary time source provides time synchronization to all internal devices. The internal

primary time server synchronizes its time with an external NTP pool.

Ericsson has implemented controls to manage and mitigate technical vulnerabilities as follows:

7. External penetration testing is performed on an annual basis;

2. External vulnerability scanning is performed on a quarterly basis;

3. lnternal vulnerability scanning is performed continuously;

4. Prior to the deployment of web application changes to production, a web application

security testing tool is used to test for common web application vulnerabilities, including

SQL injection and cross-site scripting.

6. Availability Features

As a policy, Ericsson maintains Virtualized servers using VMware ESX vSphere 4.1:

MetraNet Annual Maintenance and Managed Services Scope Page 4



L Management Cluster (configured with 2 redundant VMware servers) CPU and memory

resources are distributed between VM hosts; enough resources are available to handle a

single VM host server failure.

2. Hosted Client Cluster (configured with redundant VMware servers) CPU and memory

resources are distributed between VM hosts; enough resources are available to handle a

single VM Host seruer failure.

7. Managed lnfrastructure Activities

The following are the specific services provided as Managed lnfrastructure Services. They are performed

by network Operations and Database Administrator (DBA) Operations. This listing represents the

services typically required to reasonably support the dedicated and shared server, database, and

network infrastructure.

Network Operations - Server file system backups

- Security patch application

- Diagnosing and replacing failed

hardware elements

- Server monitoring and

management

- Network infrastructure

monitoring, diagnostics, and

repair

- Firewall management

- Management of high-end storage

systems

- Diagnosing Customer network

issues

- Upgrading or adding dedicated

hardware

DBA Operations - Daily updates of statistics

- Archiving data

- Data backup

- Optimizing query plans for
normal data distribution

- Quarterly de-fragmenting indexes

- Applying DBMS hot fixes

- Repairing database in case of
failure

- Optimizing query plans for
abnormal data distribution or

"hockey stick" data

- De-archiving data

Knowledge Transfer and

Training

- Specific and scheduled

workshops (via conference call)

to cover key Operations functions

with the aim of accelerating

knowledge transfer to the

Customer team

- One hour sessions on topics

including: Bill Groups; Soft Close;

Failed Transaction Management,

etc.

- Questions or requests for
assistance on tasks within the

MetraNet Annual Maintenance and Managed Services Scope Page 5



customer's control, but where

further assistance is needed.

- Setting up a complex new

services

- Analyzing applied rates or

discounts and explaining.

Managed Billing Services Activities

The Managed BillingServices provided as partof the allocation of hours permonth are provided by

Ericsson's experienced billing operations team and include the following:

Data Remediation Using data in MetraNet database - Updating, deleting, and

reprocessing usage data

- lnterval mapping

- Simple data table updates

- Bulk re-rating of data

Soft Close (SC) lnitial step of the bill close process - Generate invoices

- Undoing and re-running Billing

Process Adapters

Hard Close (HC) Final steps to complete bill run Managing the bill close process

Undoing and re-running Business

Process Adapters

Managing credit card processing

Managing AR uploads

Knowledge Transfer and

Training

Specific and scheduled workshops

(via conference call)to cover key

Operational functions with the aim

of accelerating knowledge transfer

to Customer team

- One hour sessions on topics

including: Bill Groups; Soft Close;

Failed transaction Management;

etc.

- Questions or requests for
assistance on tasks within the

customer's control, but where

further assistance is needed.

- Setting up a complex new

services

- Analyzing applied rates or

MetraNet Annual Maintenance and Managed Services Scope Page 6



discounts and explaining

Usage Metering Monitored Metered Data - Analyzing metering failures on

Customer side

lnvoice Generation Rendering the subscriber's printed

or electronic (e.9., PDF) invoice

- Ad-hoc address correction

- Ad-hoc language change

Data Export Export data to external systems - Customer's systems (AR, GL, data

warehouse, etc.)

- End-customer's systems (e.g.,

internal chargeback)

Reconciliation The act of verifying usage data to
prevent leakage

- Compare MetraNet data with

mediations systems

Third Party Vendors Managing issues with third party

vendors (This does not include

vendors used by the MetraNet

Software as delivered via

company's standard release)

- Taxation vendors

- Payment processors

Daily adapters Monitor daily adapter processing - Review adapter processing

- Review/resolve any issues

Scheduled jobs Monitor scheduled tasks/jobs - Review results of scheduled jobs

- Resolve any issues

Application monitoring Maintain specified application

a le rts

- Define application alerts

- Monitor and address alerts

- Manage defined alerts and adjust

as needed

Pre-close checks Validate applicatîon specific items

prior to EOP

- Review reports for any

discrepancies

- Check usage metering completing

Application updates Deploy updates to application - New feature request requires

code update deployment

- Change to functionality

deployment

MetraNet Annual Maintenance and Managed Services Scope PageT



- Configuration updates

o9/tY l6
Carmen Sandu

Managing Deputy CIO

lnnovation & Technology

City of Chicago

MetraNet Annual Maintenance and Managed Services Scope Page B
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April23,2015

Brenna Berman
Commissioner and Chief lnformation Officer
Depaftment of lnnovation and Technology
50 W. Washington
Chicago, lL 60602

Regarding: Exclusivity of software and services supply: Department of Aviation Automated
Billing project (Current Contract #14298 and Specification # 51872, expired March 31, 2015),
under the direction of the Department of Finance and the Department of lT.

Commissioner Berman,

Ericsson lnc. provides the following sole source justification for hosting, support and
maintenance of the Ericsson MetraNet proprietary products currently used by City of Chicago

This letter sets out the underlying circumstances which create the requirement for MetraTech
Corp, now part of Ericsson lnc. to be considered the sole supplier of the software and
associated software maintenance and operations support services for the MetraNet billing
software currently in use by the City of Chicago for the Automated Billing of the Department of
Aviation services and fees, under the auspices of the Department of Finance. There are two
aspects of Exclusivity to be considered:

l. Software Maintenance and Support

By the very nature of software applications, the Software Maintenance and
Support is performed by the software application developer. Changes to the core
software code cannot be made by other parties without breaching lntellectual
Property Ownership legal protections.

This is the case with MetraTech, now part of Ericsson lnc. as it is with other
suppliers to the City including Oracle, Microsoft and Computer Associates among
others.

The MetraNet billing application is the lntellectual Property of MetraTech Corp.,
now part of Ericsson lnc. This award winning software is used by many of the
largest and most innovative corporations in the world, including Microsoft, Cisco,
the Depository Trust and Clearing Corporation, Bell Canada among many others

Ericsson

6300 Legacy Drive

Plano, TX 75024

Tel: 972-583-5000

a

a

a



a

a

to billfor complex agreements-based fees that are not easily handled by

traditional billing systems.

The investment in ongoing research and development of the MetraNet
application is significant to continuously add to the base of unique MetraNet
features and functionality. The investment in R&D ensures that the platform

remains current while continuously increasing its capacity and performance

characteristics.

The on-going investments in the MetraNet application and the resulting new
releases of the application are funded in part by the Annual Software
Maintenance and Support fees paid by each licensee. This fee is usually 20-
22o/o of the license fee for the software itself. This is the case for most software
suppliers, including other suppliers to the City, for example Oracle, Microsoft and

Computer Associates. Payment of this fee also entitles the City to new releases
of the software with no additional software license fee.

ln order to take full advantage of the new releases; direct support from our
Engineering team; and the management of software patches and fixes
necessitated by changes to the Microsoft Windows and SQL operating systems,
the City of Chicago has such an Annual Software Maintenance and Support
Agreement in place with MetraTech, now Ericsson lnc.

For the initial 5 year contract period, the Annual Software Maintenance and

Support fee was set at 21o/o. ln year 6, we reduced the fee lo 19o/o of the license
fee. We are pleased to keep the fee at 19o/o for the extension period.

2. Billing Operations Support

This set of services provides the City with expert support from Ericsson's Customer Care
department. Services provided include Back Out and Rerun (when the City determines
that changes must be made to the originally applied fees or other conditions that require
invoices to be re-calculated); End of Period Bill Closing processing; and assistance with
infrequent processes or where errors have occurred requiring expeft assistance to clear.

These support services to the City could be tendered to competitive bid, however it must
be noted that:

O

o

a

o Currently in North America, there are no systems integrators or cloud services
providers running MetraNet in a hosted environment (as we do for the City of
Chicago). That means that currently there is no other supplier with firsthand
experience operating MetraNet (as we do for more than a dozen of our
customers).



o ln Europe, we have one business partner who hosts MetraNet and uses
MetraNet to bill for a variety of services. This company has chosen to invest in

training its staff to gain the necessary level of expertise to operate the billing

system efficiently.

o Should a North American company choose to make the same investments in

establishing an operating environment and training its staff to achieve a certified level of
MetraNet competency, it would be entirely possible for such a supplier to migrate the
City's MetraNet environment to its own facility. Once in place, they could then offer the
monthly Billing Operations support currently supplied by MetraTech, now Ericsson lnc.

Since there is currently no other supplier with the necessary data center environment
and MetraNet expertise, this one-year extension of the licensing period of Exclusivity of
Billing Operations Support services is required to keep the City's MetraNet system
operating.

o

a Supply of the physical computing environment in a world class secure facility with full
power and network redundancy; the third party software applications also required
(Windows, SQL, NetlQ, Crystal Reports, etc) and the operation of the complete system
and 70 hours of Billing Operations expert support per quarter are provided to the City for
$180,000.00 per year. This offer is valid for the one year extension, plus optionally
available for another two 1 year extensions.

ln summary, the Annual Software Maintenance and Support Agreement provides the City with
the access to technical engineering expertise, new releases and management of hot fixes and
patches as required to keep the MetraNet software running smoothly. This is an exclusive
capability of the software application proprietary owner, in this case Ericsson lnc.

Ericsson is the copyright owner for these software products and as such, Ericsson is the only
vendor that has the unrestricted ability to provide licenses, access, and modification of such
software products in order to provide bug-fixes, updates, and upgrades to you as part of support
and maintenance.

The Hosting Services and Billing Operations Support provides the City with the physical
computing environment, and all third party software and network services required to operate
MetraNet, as well as billing operations support services provided by expert users of MetraNet.
These services are exclusively available from Ericsson lnc. at this time. These services could
be provided by another supplier if that supplier (or suppliers) invested in becoming MetraNet
experts. This may become a viable business proposition for another supplier to the City to
undertake should the City decide to expand the use of MetraNet to billfor a broad array of
services and fees, since developing a sufficiently robust and expert MetraNet practice would
require significant investment not easily recouped at the current $180,000.00 per year level.
We offer the following additional information about our Pricing Strategy and our offers to the City
of Chicago for your consideration as part of your Exclusivity analysis:



a MetraNet pricing is set on tiers that reflect each customer's Revenues processed on

MetraNet or the volume of Transactions processed on MetraNet; whichever best aligns
with your business models. Pricing tiers enable us to offer MetraNet to smaller
organizations as well as to scale to very large organizations. For the City of Chicago,
currently processing approximately $18 in revenues each year, our standard perpetual

license fee is $6.85M. While we do offer discounts of typically 15o/o lo 25o/o, wê worked
with the City on very special pricing of $2.2M. This special discounting takes several
factors into consideration, including: 1) We understand that funding in governmental

organizations is very tight and that unlike private corporations, your ability to increase
profits is limited, 2) We look forward to the opportunity to help the City monetize the
variety of complex fees and agreements, which we think is uniquely done through
MetraNet, with Aviation as the first logical application of MetraNet's strengths.

We highly value our relationship with the City of Chicago and look forward to continuing to
provide world class services and support. Should you have any questions or require further
information, please let me know.

With Best Regards,

hA^
John Barney
VP, Sales
972-583-2465
john. barney@ericsson. com
Ericsson lnc.

cc: Jamie Rhee - CPO



The City of Ghicago Enterprise Funds Division ERTCSSON ,

MetraNet Annual Maintenance and Managed Services Fees

Proposal prepared by:

Prepâred for:

Quote Date:

Quote Expirat¡on Date:

Jay Wright
The C¡ty of Ch¡cago Enterprise Fund

Apnl 23,2015

June'18,2015

Cuant¡tv Resource Tvpe Descriotion Unit Price

$ 420,000 00

$ 180,00000

Sub-total

Ext Net Price

HOS-1

MAt-01

MetraNet annual maintenance fees

MetraNet Menaged Seruices fees

$

$

420,000 00

180,000.00

$ 600.000.00

Grand Total $ 600,000.00

Prlclng Notos and Aasumptlons:

'1 Reference: Specification No: 51872; Contract No: 14298; Vendor No:50377021-A

2. This offer exp¡res ¡n 45 days unless purchasere aæeptence ¡s rece¡ved by Ericsson prior to that date

3 The steted quote does not include sales taxes The sales tax, which ¡s based upon each tax jurisd¡ction, w¡ll be included on each invoice as appl¡cable Tax

exemption ært¡fcates will be honored as appliceble

4 This quote is for the annual maìntenance and managed seruices fees associated with the use of the MetraNet automated payment and

billing system used by O'Here A¡rport The term of the feês is from April 'l , 2015 to ¡¡arch 31 , 2016.

5 Fees âre payable annually ¡n advance

6 Other tems of the existing Agreement shall govem

Ericsson Confidential 412312015 Page 1



DnprRtmnNT oF Pnocunnpreut S¡RvrcBs

CITY OF CI{ICAGO

JAN I 5 2014

Rajinder Duggal
Sofbang, LLC.
145 Tower Drive, #l
Burr Ridge, lL 60527

Dear Mr. Duggal:

We are pleased to_inform you that Sofbang, LLC. has been recertified as a Minority Business
Enterprise ('MBE") by the City of Chicago ("City"). This MBE certification ié valid until
01l01l201g; however your firm's certification must be revalidated annually. ln the past the City
has provided you with an annual letter confirming your certification; such letters will no longer
be issued. As a consequence, we require you to be even more diligent in filing your annúal
No-Ghange Affidavit 60 days before your annual anniversary date.

It is now your responsibility to check the City's certification directory and veriff your certification
status. As a condition of continued certification during the five year period stâted above, you
must file an annual No-Change Affidavit. Your firm's annual No-Ghange Affidavit is due by
0110112015, 0110112016, 01/,01//2017, and 0l/0f 12018. Please remèmber, you have añ
affirmative duty to file your No-Change Affidavlt 60 days prior to the date of expiration.
Failure to file your annual No-Change Affidavit may result in the suspension or rescission of
your certÍfication.

Your firm's five year certification will expire on O1lÛ1l20lg. You have an affirmative duty to file
for recertification 6-0 dqyg prior to the date of the five year anniversary date. Therefoie, you
must file for recertification by 11t01t2018.

It is important to note that you also have an ongoing affirmative duty to notiff the City of any
changes in ownersh-ip or control of your firm, or any other fact affecting your fiim's elig¡bility for
certification within l0 days of such change. These changes may includ-e but are not l¡m¡téd to
a change of address, change of business structure, change in ownership or ownership
structure, change of business operations, gross receipts and or personal net worth that exceed
the program threshold. Failure to provide the Gity with timely notice of such changes may
result in the suspension or rescission of your certification. ln addition, you may be l¡able for civil
penalties underchapter 1-22,"False claims", of the Municipalcode of chicago.

Please note - you shall be deemed to have had your certification lapse and will be ineligible to
participate as a MBE if you fail to:

I2I NORTH LASALLE STREET, ROOM 806, CHTCAGO, ILLINOIS 60602



Sofbang, LLC. Page 2 of 2

¡ File your annual No-Change Affidavit within the required time period;
. Provide financial or other records requested pursuant to an audit within the required

time period;
. Notiff the City of any changes affecting your firm's certification within 10 days of such

change; or
o File your recertification within the required time period.

Please be reminded of your contractual obligation to cooperate with the City with respect to any
reviews, audits or investigation of its contracts and affirmative action programs. We strongly
encourage you to assist us in maintaining the integrity of our programs by reporting instances
or suspicions of fraud or abuse to the City's lnspector General at
ch icagoins pectorgenera l.org, or 8661G-TlPLl N E (866.f4S4254).

Be advised that if you or your firm is found to be involved in certification, bidding and/or
contractual fraud or abuse, the City will pursue decertification and debarment. In addition to
any other penalty imposed by law, any person who knowingly obtains, or knowingly assists
another in obtaining a contract with the City by falsely representing the individual or entity, or
the individual or entity assisted is guilty of a misdemeanor, punishable by incarceration in the
county jail for a period not to exceed six months, or a fine of not less than $5,000 and not more
than $10,000 or both.

Your firm's name will be listed in the City's Directory of Minority and Women-Owned Business
Enterprises in the specialty area(s) of:

NAICS Gode(s):
511210 - Sofürare Publishers
518210 - Data Processing, Hosting, and Related Services
il1511- Custom Computer Programming Services
541512 - Gomputer Systems Design Services
541519 - Other Gomputer Related Services
541690 - Other Scientific and Technical Gonsulting Services

Your firm's participation on City contracts will be credited only toward Minority Business
Enterprise goals in your area(s) specialty. While your participation on City contracts is not
limited to your area of specialty, credit toward goals will be given only for work that is setf-
performed and providing a commercially useful function that is done in the approved specialty
category.

Thank you for your interest in the City's MinoriÇ and Women-Owned Business Enterprise
(MBE^ /BE) Program.

Sincerely,

ie L. Rhee
Chief

JLRI/ha

ù*



SCHEDULE D-1
Compliance Plan Regarding MBEMßE Utilization

Affidavit of Prime Contractor

FOR
NON.CONSTRUCT¡ON

PROJECTS ONLY

MUST BE SUBMÍTTED WITH THE BID. FAILURE TO SUBMIT THE SCHEDULE D-1 WILL CAUSE THE
BID TO BE REJECTED. DUPLICATE AS NEEDED.

Project Na Billing Software for Aviation

Specification No. 114458

ln connection with the above captioned contract, t HEREBY DECLARE AND AFFIRM thât I am a duly authorized
fepfeSentatlVeOf El€ronlnc.(Forth€p€rlodotAprll ll,2015toMarch31.)Note: Erlcasonacquiredl4et-aTechCorp.onSspt. 15,2014.

(Name of Prime Consultant/Contractor)

and that I have personally reviewed the material and facts set forth herein describing our proposed plan to achieve the
MBEÂIVBE goals of this contract-

All MBEAffBE firms included in this plan have been certified as such by the City of Chicago and/or Cook County,
lllinois (Letters of Certification Attached).

l. D¡rect Participation of MBE/WBE Firms:

NOTE: The bidder/proposer shall, ín determining the manner of MBË/WBE participation, first consider involvement with
MBEM/BE firms as joint venture partners, subcontractors, and suppliers of goods and services directly related to the
perforrnance of this contract.

A. lf bidder/proposor is a joint venture and one or more joint venture paftners are certified MBEs or WBEs, attach
copies of Letters of Certification, Schedule B form and a copy of Joint Venture Agreement clearly describing the role
of each MBEM/BE firm(s) and ¡ts ownershlp lnterest in the Joint venture.

B. Complete this section for each MBE^^/BE Subcontractor/Supplier/Consultant participating on this contract:

1. Name of MBEM/BE:

Contact

Phone N

Dollar Value of Participat¡on !Ì

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Çlaimed:1 _o/o
Total Pañicipation %

2. Name of MBEA/VB E.

Contact

1 The Prime Contractor may claim an addit¡onal 0.333 percent participation credit (up to a maximum of five (5) percent) for
every one (1) percent of the value of the contract performed by the MBE/WBE protégé firm.

ogt201s Page 1 of 5



Schedule D-l: Prime Contractor Affldavlt-MBE/WBE Gompliance Plan

Phone N

Dollar Value of Participation

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Cla¡med: 

-o/oTotal Pañicipation o/o

3. NameofMBEMBE:

Contact

Phone Num

Dollar Value of Participation

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claìmed: 

-%Total PaÉlc¡patlon %

4. Name of MBEM/B

Contact

Phone

Dollar Value of Particioation $

Percentage of Participation o/o

Mentor Protégé Agreement (attach executed copy): (

Total Partlclpatlon o/o

5. Attach Add¡t¡onal Sheets as Needed

ll. Indirect Participation of MBEIWBE Flrms

) Yes ( ) No Add'l Percentage Claimed: 

-Yo

NOTE: This sect¡on need not be completed ¡f the MBEIV\/BE goals have been met through the direct participalion
outlined in Section l. lf the MBE^ /BE goals have not been met through direct participation, Contractor will be
expected to demonstrate that the proposed MBEM/BE dirêct partlclpation represents the maximum achievable under
the circumstances. Only after such a demonstrat¡on will indirect participation be considered.

MBE^ /BE Subcontrâctors/Suppllers/Consultants proposed 1o perform work or supply goods or services where such
performance does not directly relate to the performance of this contract;

1, Name of MBEM/B Jansco, lnc

19 North Park Blvd, Jansco lnc., Glen Ellyn, lL 60137

0812013

Contact P Jackie Jackson

Pãge 2 of 5



Schedule D-î: Prlme contractor Affldavit-MBEfWBE Compliance Plan

Phone 630-790-0004

Dollar Value of Participation .15,000.00

Percentage of Participation % 2.5%

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimed: _o/o
Total Paftlclpation % 2'5,"/'-

2. Name of MBEMBE: Go Promotions, lnc.

1510 Old Deedield Rd, Suite 229, Highland Park lL 60035

contact person: Linda Kroloff

Phone Num 847-579-1700

Dollar Value of Participation 15,000.00

Percentage of Participation o/o 2.50/o

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimed: _!o
Totar PaÉrcrpat¡on % 2'5o/o

3. NAMEOf MBE/WBE:SOfbANg' LLC

145 Tower Drive, #1, Burr Ridge, lL6O527-1543

Allen PomerantzContact

Phone 630-789-3659

Dollar Value of Participation î $100,000

Percentage of Participation o/o 16.7

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimed: _Yo
Total Participatlon % 16'7-.

4. Name of MBE^ rB -. Birkdesign lnc.

Address:2012 W Augusta Blvd., Chicago, IL 60622

Contâct Person JinJa Birkenbeuel

Phone 312-316-5539

Dollar Value of Participation n$50,000

Percentage of Participation % 8.33o/o

Mentor Protégé Agreement (attach executed copy); ( ) Yes ( ) No Add'l Percentage Claimed: _%
Totat Parlicipation % .9'330/o

5. Attach Additional Sheets as Needed

osl201g Pâge 3 of 5



Schedule D-l: Prime Gontractor Affidavit-MBE/WBE Gompllance Plan

llf, Summary of MBE/WBE Proposal

A. MBE Proposal (Dlrect & lndlrect)

1. MBE Direct Participation

2. MBE lndirect Participation

B. WBE Proposal (Direct E lndlrect)

1, WBE Direct Pailicípation

2, WBE hdirecl Participation

MBE Firm Name
Dollar Amount

Participation ($)
Percent Amount
Participation (%l

Total Direct MBE Part¡c¡pat¡on

MBE Firm Name Dollar Amount
Partlclpatlon ($)

Percent Amount
Participation (%)

Sofbang, LLC $100,000 16.67o/o

Birkdesign, lnc $50,000 8.33o/o

Total lnd¡rect MBE Partic¡pation $150,000 25.0%

WBE Firm Name
Doller Amount

Particioation ($)
Percent Amourit
Particioatlon (%ì

Total Direct WBE Participatlon

WBE Firm Name
Dollar Amount

Pärt¡c¡Dation ($)
Percent Amount
ParticipatÍon (%l

Jansco, lnc $15,000 2.5%

Go Promotions, lnc. $15,000 2.50/o

Total lndirect WBE Participation $30, 000 5.0o/o
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Schedule D-l: Prlme Contractor Affidavit-MBEIWBE Compliance Plan

The Prime Contractor designates the following person as lts MBEM/BË Liaison Officer:

Anisha Jackson 913-253-5575
(Name- Please Pr¡nt or Type) (Phone)

I DO SOLEMNLY DECLARE AND AFFIRM UNDER PENALTIES OF PERJURY THAT THE CONTENTS OF THE
FOREGOING DOCUMENT ARE TRUE AND CORRECT, THAT NO MATERIAL FACTS HAVE BËEN OMITTED, AND
THAT I AM AUTHORIZED ON BEHALF OF THE PRIME CONTRACTOR TO MAKE THIS AFFIDAVIT.

Ericsson lnc
Texas

(Name of Prime Conlraclor - Print or Type) State

,¿-'h, /7-,,u*o, County of:
Collin

(Sisfature) '- " /
John Barney , VP Business Strategy
(NameÆitle of Affiant - Print or Type)

zî'

ot4þlL,zo-./f, tn" above sisned orricer
John Barney

(Name of Affiant)

personally appeared end, known by me to be the person described in the foregoing Affidavit, acknowledged that (s)he

executed the same in the capacity staled therein and for the purposes therein contained.

lN WITNESS WHEREOF, I hereunto set my hand Þnd

(Notary Public Sþnelure)

SEAL:

Commissíon o

08/201 3 Page 5 of 5



SCHEDULE C-1

Specification No.

FOH
r-.! û N -L' O ñ STt t t, C T I O t',t

PRí-UÊCTS CNLY

the City of Chicago

Project s

lt) I ù t'tI vr¿
(Name MBE^/yBE

C 4tov\ ,.L L
of Pr¡me Contractor)

The undersigned is prepared to perform lhe following services
space is required to fully describe the MBE

in connection with the above named projecUcontract. lf more
or WBE proposed scope ofwork and/or payment schedule, including a

?

T

The MBE or wBE status 
-of the undersigned is .confirmed by the attached city of chicago or cook county, l¡inoisCertifcation Letter' 100%.l,4BE or-WBE participation ¡s credited for thJuse of a MBE or WBE,,manufacturer." 60yoparticipat¡on is credited for the use of a MBE or W'ee .regular dealer.'

d of co funclion being performed Attach additional sheets as

is offered for the price and terms of

SUB.SUBCONTRACTING LEVELS
A zero (0) must bãìñowñlñEiñ-6Gnk if the MBE or wBE will not be subcontracting any of the work tisted or attached tothis schedule.

% of the dollar value of the MBE or WBE subcontract that will be subcontracted to non MBE^IVBE contraclors.

% of the dollar value of the MBE or wBE subcontract that will be subcontracted to MBE or wBE contractors.

ttjOTICE: THIS AND ATT REQUIRE ORIGINAL SIGNATURES.

l'loTlcE: lf any of the MBE o.r WBE scope of work wlll be subcontracted, llst the name of the vendor and attach abrlef explanatlon, descrlptlon and pay ltem number of the work that wlll be subcontracted. MBE/!ì/BEcredlt wlll not be glven for work subcontracted to Non-MBE/ur/BE contractor", "i*¡ ro, as allowed ln thespeclal condltlons Regardlng Mlnorlty Buslness Enterprlse commltment and'Womén Buslness EnterprlseCommltment.

The undersigned will enter into a formal written agreement for the above work with you as a prime contractor, conditionedupon your execution of a contract with the city of Chicago, within three (3) business áays ot your re""pt ot. signed contractfrom the City of Chicago.

The undersigned has entered into a formal written mentor protégé agreement as a subcontractor/protégé with you as aPrimeContractor/mentor: ( )yes ( )No

II ()

o8t2013

( lv10 0

Page 1 of 1
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Deplnrnnoxt or Pnocunemorvr SnRvtcns

CITY OF CHICAGO
þtAR 0 4 2015

Linda Kroloff
Go Promotlons, lnc.
1510 Old Deerfiold Road, Suite 229
Highland Park, lL 60035-3068

Dear Linda Kroloff:

We are pleased to inform you that Go Promotions, lnc. has been recertified as
a Women Business Enterprlse ('WBE") by the City of Chicago ('C¡tyT. This
WBË certification is valid until 11,10112016; however your firm's certification must
be revalidatod annually. ln the past the City has provlded you with an annual
letter confirming your oertification; such letters will no longer be issued. As a
consequence, We require you to be even more dilþent in filing your annual No-
Ghange Affidavlt 60 days before your annualanniversary date.

It is now your rosponslblllty to check the City's certification directory and verify
your certification status. As a condition of continued certification during the five
year period stated above, you must file an annual No'Change Affidavit. Your
firm's annual No€hange Affldavlt is due by 11101/,2O15. Please remember,
you have an affirmative duty to file your No-Change Affldavlt 60 days prior to
the date of expiration. Failure to file your annual No-Change Affidavit may result
in the suspension or rescission of your certification.

Your firm's five year certification will expire on 1110112016. You have an
affirmative duty to file for recertification 60 days prior to the date of the five year
anniversary date. Therefore, you must file for recertification by 09/01/2016.

It is important to note that you also have an ongoing affirmative duty to notifo the
City of any changes in ownership or control of your flrm, or any other fact
affecting your firm's eligibility for certification withln l0 days of such change.
These changes may include but are not limited to a change of address, change
of business structure, change in ownership or ownership structure, change of
buslness operatlons, gross receipts and or personal net worth that exceed the
program threshold, Failure to provide the City with timely notice of such changes
may result in the suspension or resclssion of your certification. ln addition, you
may be liable for civil penalties under Chapter 1-22, "False Claims", of the
Municipal Code of Chicago.

Please note - you shall be deemed to have had your ceñlfication lapse and will
be inellgible to participate as a WBE ¡f you fail to:

12I NORI'H LASALLE STREET, ROOM EOó, CHICAGO, ILLINOIS 60ó02
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Go Promotions, lnc Page 2 of 2

. File your annual No-Change Affidavit within the required time period;
¡ Provide financial or other records requested pursuant to an audit within

the required time period;
r Notify the City of any changes affecting your firm's certification within l0

days ofsuoh change; or
o File your recertification within the required time period

Please be rerninded of your contraotual obligation to cooperate with the City with
respect to any reviews, audits or investigation of its contracts and affirmative
action programs. We strongly encourage you to assist us in maintaining the
íntegrity of our programs by reporting instances or suspioions of fraud or abuse lo
the Clty's lnspector General at chicagoinspectorgeneral.org, or 866.1G-
TTPLTNE (866.4484754).

Be advised that lf you or your firm is found to be involved in certiflcatlon, bidding
and/or contrâctual fraud or abuse, the Clty wlll pursue deceftlficatlon and
debarment. In addition to any other penalty imposed by law, any person who
knowingly obtains, or knowingly assists another in obtaining a contract with the
City by falsely representing the individual or entity, or the individual or entity
asslsted is guilty of a misdemeanor, punlshable by incarceration in the county jail
for a period not to exceed six months, or e flnê of not less than $5,000 and not
more than $10,000 or both.

Your firm's name will be listed in the City's Directory of Minority and Women-
Owned Business Enterprises in the speclalty area(s) of:

NAICS Code(s):
541890 - Other Services Related to Advertising

Your firm's participation on City contracts will be credited only toward Women
Buslness Fnterprlse goals in your area(s) specialty. While your participation on
City contracts is not limited to your area of specialty, credit toward goals will be
given only for work that is self-performed and providing a commercially useful
function that is done in the approved specialty category.

Thank you for your interest in the City's Minority and Women-Owned Business
Enterprise (MBE 

^/BE) 
Program.

Sincerely,

L. Rhee

J

Officer



SCHEDULE C-1

FOR
NON.CONSTRUCTION

PROJECTS ONLY

Project

From:

Billing Sottware for AviaÌion specification No : 114458
Birkdesign lnc.

(Nâme of MBE/WBE Firm)

To: Ericsson lnc.
(Name of Contractor)

the City of Chicago.

The undersigned is prepared to perform the following seryices in connection with the above named proþcVcontract lf morespace is requíred to fully describe the MBE orWBE proposed scope of work and/or payment schedule,

The MBE or wBE status 
-of 

the undersigned is confirmed by the attached city of chicago or cook county, lll¡no¡scertification Letter. 100%.I\4BE or_wBF óarticipation is credit'ed ror t-Àãuse of a MBE or wBE.manufacturer." 60%participation is credited for the use of a MBE or wgE 'regurar dearer

ofthe including auseful function being Attach additional sheets as necessary:

The for

EDULE AND ATTAC HMENTS REQUIRE ORIGINAL SIGNATURES,

n and

nk if the MBE or \^/BE w¡ll not be subconhacfirp any of the work l¡stecl or attached to

0 % of the dollar value of the MBE or wBE subcontract that w¡ll be subcontracted to non MBEM/BE contractors
0 % of the dollar value of the MBE or wBE subcontract that will be subcontracted to MBE or wBE contractors.

NOTICE: lf any of the MBE or WBE scope of work wiil
brief explanation, description and pay item a

credit will not be given for work suOlãntracte E

Special Conditioni Regarding MinoriÇ Business e

Commitrnent. e

The undersigned will enter into a formal written agreement fur the above work with you as a prime contractor, conditionedupon your execution of a contrac't with the city of chicago, within three (3) business ã"y. or youiråLipi of a signed crntractfrom the City of Chicago.

The undersigned has entered into a formal wrfüen mentor protégé agreement as a subcontractor/protégé with you as aPrimeContractor/mentor: ( )yes ( x)No

Dec 30, 2014

President

08t2013

jinjab@ / 312-316-5539

Page I of 1
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CTTY OF CHIOAGO

NOV I û ally

JinJa Birkenbeul
Birkdesign lnc.
2012 W. Augusta Blvd. 1't Fl.
Chicago, 1L60622

Dear JinJan Birkenbeul:

We are pleased to inform you that Birkdosign lnc has been recertified as a Minority-
Orned Business Enterprise ("MBE") end Women-Owned Business Enúerprise
("l,llBE") by the City of Chicago (.City'). This MBEIìltlBE certification is valid until
1111ô//2019; however your firm's certification must be revalldated annually. In the past

the Clty has provided you with an annual letter confirming your certification; such letters
will no longer be issued. As a consequence, we require you to be even more diligent in

filing your annual ilo-Change Affidavit 60 days before your annual anniversary date.

It is now your responsibility to check the City's certification directory and verify yoúr
certification status. As a condition of continued certification during the ftve year period
stated above, you must file an annual No-Change Affidavit, Your flrm's annual No-
Change Affidavit is due by 1111512015, 1111512016, '11l,1612017, and 1111512018.

Please remember, you have an affirmative dug to file your No-Change Affidavlt 60
dayr prior to the date of expiration. Failure to file your annual No-Ghange Affidavit may
result ln the suspension or rescission of your certification.

Your firm's five year certification will expire on lltl5/2019. You have an affirmative
duty to file for recertification 60 days prior to the date of the five year anniversery dete.
Therefore, you must file for recertification by 9/15t2019,

It ls important to note that you afso have an ongoing affirmative duty to notify the City of
any changes in ownership or control of your firm, or any other fact affecting your firm's
eligibility for certification within l0 daye of suoh change. These c-hanges may include
but are not limited to a change of address, change of business structure, change in
ownership or ownership structure, change of business operations, gross receipts and or
personal net worth that exceed the program threshold. Failure to provlde the Cl$ wlth
timety notice of such changes rnay result in the suspension or rescission of your
certification. ln addition, you may be liable for civil penalties under Chapter 1-22, "False
Claims", of the Municipal Code of Chicago.

121 NORTH IASALLE STREET, ROOM 806, CHTCACO TLLINOTS 60€02
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Nol/ 10 u0t4

Please note - you shall be deemed to have had your certification lapse and will be
ineligible to particípate as a MBE/WBE if you failto:

o File your annual No4hange Affidavit within the required tlme period;
¡ Provide financial or other records requested pursuant to an audit within the

required time perlod;
r Notlff the City of any changes affecting your firm's certificatíon within 10 daye of

such change; or
. File your recertification within the required time period.

Please be reminded of your contractual obligation to cooperate with the City with
respect to any reviews, audits or investigation of its contracts and affinnative action
programs. We strongly encourage you to assist us in maintaining the integrity of our
programs by reporting instances or suspicions of fraud or abuse to the Clty's lnspector
General at chi cagoinspectorgeneral.org, or 886 -lG-TlPLl N E (8664484754).

Be advised that if you or your firm is found to be involved in certification, bidding and/or
contrac'tual fraud or abuse, the City will pursue decertif¡cation and debarment. ln
addition to any other penalty imposed by law, any person who knowingly obtains, or
knowingly assists another in obtaining a contract with the City by falsely representing
the individual or entity, or the individual or entity assisted is guilty of a rnisdemeanor,
punishable by lncarceration in the coun$ jail for a period not to exceed six months, or a
fine of not less than $5,000 and not more than $10,000 or both.

Your firn's name will be listed in the City's Directory of MlnorÍty and Women-Owned
Business Enterprises in the specialty area(s) of:

NAICS Gode(s):
5l2ll0 - Commercials, television, production
512110 - Insbuctional video production
ö12110 - llilusic vídeo producüon and distributlon
5l2ll0 - Vldeo production and distributlon
612230 . iluslc Publlshers
519130 . lnternet Publishlng and Broadcaetlng and Web Seerch Portals
5f 9{30 - lnternet book publlsherc
519130 - Book publisherc, exclucively on lnúernet
54f430 - Graphlc llesign Services
841430 - Graphic art and related design gervices
54l5ll - Applicationg softwarc pnogrâmming eervices, custom computer
541611 - Web (i.e., lnbrnetl page design ser.tlices ouetom
õ415{{ - Computer program or software development, cugtom
54l5ll - Computer softwarc analysis and dee lgn services, custom
5415{1 - Computersofüilaro programming sewiceg, custom
541511 - Computersofü/vare supportservicee, cusúom
641511 - Programmlng sewlces, custom computer
54f 511 - Software analysls and deeign eerylces, custom computer
il1511 - Software programrning servicee, cuotom computer
S4f 6'12 - Computer Syetems Design Servicee
541õ19 - Other Computer Related Serulces
541611 - Admlnlstratlve management consultlng serulces
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54t6fl
54î6ll
54t61 I
5416{ I
54t613
641613
541810
541810
54',1820
54r820
541820
541830
541850
541850
54r850
ö4{860
54t870
õ41890
541921
541922
611420
611420
711130
7l l510
711510
7fl5l0
f11610

Buginess manegement consultlng services
Buslnosg start-up consulting eeruices
General management consulting services
Strategic planning consulting serylceg
G ustomer service management consultl ng services
ilarketing manegomont con¡ulti ng seruices
Advertising agency consulting se¡vicos
Advertising agencies
Public relations agencles
Public relations consultlng serulcee
Public rclatlons oerylces
iledla buylng serulces
Transit adve rtising servicee
Outdoor Advortising
Advertlslng seruices, indoor or outdoor dleplay
Direct lUlail Advertising
Advertislng Material Dietribution Serulces
Other Servicea Related to Advertising
Ph otography studios, portrait
Photography studios, commercial
Computer programmlng schools
Com puter operator tral nlng
Mugical Groupa and Arüst
lndependent Artlsts, Writers, and Performers
Wrlteru of edvertieing copy, independent
Scrlpt writee, independent
Song wrlterc, independent

Your firm's participation on City contracts will be credited only toward illlnority0wned
Businese Enterprise and Women.Owned Businesg Enterprise goals in your area(s)
epeclalty. Whlle your participation on Glty contracts is not limited to your area of
specialty, credit toward goals will be given only for work that is self-performed and
providing a commercially usefulfunction that is done in the approved specialty category.

Thank you for your interest in the City's Minorlty and Women-Owned Business
Enterprise (MBEM/BE) Program.

Sincerely,

L. Rhee (?
Chief Procurement Off icer
JLR/mm

,.(



SCHEDULE C-I
MBEMBE Letter of lntent to Perfgrm as a

Subcontractor. Supolier. or Consultant

FOR
NON.CONSTRUCTION

PROJECTS ONLY

Projecttl"r"'ßitli^o 5 of-lw-fc Çu, /¡uto flrt
J

From:
(Name of

To: (c o L the Cíty of Chicago.
(Name of Prime Contractor)

The undersigned is prepared to perform the following services in connection wilh the above named projeclcontract. lf more
space is required to fully describe the MBE or WBE proposed scope of work and/or payment schedule, including a

e

The MBE or WBE status of the undersigned is confirmed by the attiached City of Chicago or Cook County, lllinois
Certification Letter. 100% MBE or WBE participation is crediied for the use of a MBE or WBE "manufacturer.' 60%
participation is credited for the use of a MBE or WBE 'regular dealer.,

of the I function being Attach additional sheets necessary:
n tvtô J

above described rformance is offered for the following price described terms ofoôô

SUB.SUBCONTRACTING LEVELS
A zero (0) must be shown in each blank if the MBE or WBE will not be subcontracting any of the work listed or attached to
this schedule.

O % of the dollar value of the MBE or WBE subcontract that will be subcontracted to non MBE /yBE contractors.

0 % of the dollar value of the MBE or WBE subcontract that will be subcontracted to MBE or WBE contractors.

î'jc1 1 lí; ! lf any of the MBE or WBE scope of work wlll be subcontracted, list the name of the vendor and attach a
brief explanation, description and pay item number of the work that will be subcontracted. MBE/WBE
credit will not be given for work subcontracted to Non-MBE/Vì/BE contractors, except for as allowed ln the
Special Conditions Regardlng Minorlty Business Enterprise Commitment and Women Buslness Enterprise
Gommitment,

The undersigned will enter into a formal written agreement for the above work with you as a Prime Contractor, conditioned
upon your execution of a contract with the City of Chicago, within three (3) business days of your rece¡pt of a signed contract
from the City of Chicago.

Ïhe undersigned has entergljnto a formal written mentor protégé agreement as a subcontractor/protégé with you as a
PrimeContractor/mentor: ( ØYes ( )No

THIS LE AND ATTACHMENTS REQUIRE ORTGINAL SIGNATURES.

F

f

l¿ e_

lL-zq-lt4

Jo-5q5-ö75

ON

08/20 1 3

acl(ie a An c o

Page 1 of 1
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Cll'Y OF CI{ìC¡\GO

lIlAR l? 20t5

Jacqueline Ann Jackson
Jansco, lnc.
19 North Park Boulevard
Glen Ëllyn, lL 60137

Dear Jacqueline Ann Jackson:

We are pleased to inform you that Jansco, lnc. has been recertified as a Women-
Owned Business Enterprise ("WBE") by the City of Chicago ("City"), This WBE
certification is valid until 3/1 512020; however your firm's certification must be revalidated
annually. ln the past the City has provided you with an annual letter confirming your
certification; such letters will no longer be issued, As a consequence, we require you to
be even more diligent in filing your annual No-Change Affidavit 60 days before your
annual anniversary date.

It is now your responsibility to check the City's certification directory and verify your
certification status. As a condition of continued certification during the fìve year period
stated above, you must file an annual No-Change Affidavit, Your firm's annual No-
Change Affidavit is due by 311512016,311512017,311512018, and 311512019, Please
remember, you have an afürmative duty to file your No-Change Affidavit 60 days prior
to the date of expiration. Failure to file your annual No-Change Affidavit may result in
the suspension or rescission of your certificatlon,

Your firm's five year certification wíll expire on 3/15/,2020. You have an affirmative duty
to file for recertification 60 days prior to the date of the five year anniversary date,
Therefore, you must file for recertification by 1116/,2020.

It is important to note that you also have an ongoing affirmative duty to notify the City of
any changes in ownership or control of your firm, or any other fact affecting your firm's
eligibility for certification within 10 days of such change. These changes may include
but are not limited to a change of address, change of business structure, change in
ownership or ownership structure, change of business operations, gross receipts and or
personal net worth that exceed the program threshold. Failure to provide the City with
timely notice of such changes may result in the suspension or rescission of your
certification. ln addition, you may be liable for civil penalties under Chapter 1-22,"False
Claims", of the Municipal Code of Chicago.

I2l NORTH I,ASALLE STREET, ROOM 806, CHICACO ILLTNOIS 60602
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Please note - you shall be deemed to have had your cedífication lapse and will be
ineligible to participate as a WBE if you fail to:

. File your annual No-Change Affidavit within the required time period;
r Provide financial or other records requested pursuant to an audit within the

required time period;
. Notify the City of any changes affecting your firm's certification within l0 days of

such change; or
. Ëile your receÉification within the required time period.

Please be reminded of your contractual obligation to cooperate with the City with
respect to any reviews, audits or investigation of its contracts and affirmative action
programs, We strongly encourage you to assist us in maintaining the integrity of our
programs by reporting instances or suspicions of fraud or abuse to the City's lnspector
General at chicagoinspectorgeneral.org, or 866-IG-TIPLINE (866-448-4754).

Be advised that if you or your firm is found to be involved in certification, bidding and/or
contractual fraud or abuse, the City will pursue decertification and debarment. ln
addition to any other penalty imposed by law, any person who knowingly obtains, or
knowingly assists another in obtaining a contract with the City by falsely representing
the individual or entity, or the individual or entity assisted is guilty of a misdemeanor,
punishable by incarceration in the county jail for a period not to exceed six months, or a
fine of not less than $5,000 and not more than $10,000 or both.

Your firm's name will be listed in the City's Directory of Minority and Women-Owned
Business Enterprises in the specialty area(s) of:

NAICS Code(s):
541850 - Advertising services, indoor or outdoor display
541870 - Advertising Material Distribution Services
541890 - Advertising specialty (e.9., keychain, magnet, pen) distribution

services

Your fírm's particlpation on City contracts will be credited only toward Women-Owned
Business Enterprise goals in your area(s) specialty. Whíle your participation on City
contrac'ts is not lirnited to your area of spocialty, credit toward goals will be given only
for work that is selËperformed and providing a commercially usefulfunction that is done
in the approved specialty category.

Thank you for your interest in the City's Minority and Women-Owned Business
Enterprise (MBEA/VBE) Program.

Sincerely,

L. Rhee
Procurement Officer

I

JLR/gd



COVERAGES

CERTIFICATE OF LIABILITY INSURANCE

CERTIFICATE NUMBER: 04-002344283-04 REVISION NUMBER:16

DATE (MM'DD/YYYY)

04t23nu5

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: lf the certificate holder ls an ADDITIONAL INSURED, the policy(ies) must be endorsed. lf SUBROGATION lS WAIVED, subiect to
the terms and conditions of the policy, certain pollcles may require an endorsement. A statêment on this certificate does not confer r¡ghts to the
certificate holder ln lleu of such endorsement(s).

PRODUCER
l\4arsh USA, lnc,
4400 Comerica Bank Tower
1717 Main Street
Dallas, TX 75201-7357

Attn: dallas.certs@marsh,com 212-948-0519/8ô6-966-4664

06925 --NET -15-16

PHONE
tÁte N^ FYfl.

INSURERISI AFFORDING COVERAGE NAIC #

tNsTJRER A : ACE American Insurance Company 22667

INSURED
Ericsson lnc, etal

Attn: Sandra Fontenot
ô300 Legacy Dr.

Plano, TX 75024

tNsuRER B : ACE Property & Casualty lnsurance Company 20699

tNsuRER c : Agri General Insurance Company 42757

'NSTJRER 
D: ACE Fire Unden¡vriters Co 20702

INSURER E :

INSURER F :

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TYPE OF INSURANCE
\UUL

POLICY NIIMEER LIMITS

A GENERAL LIABILITY

X

GEN'L Lt¡/ltT PER:

X

HDO G27392908 05/01f 5 05/01/16 EACH OCCURRENCE s 1,000,000

s 300,000

l\rED EXP (Anv one person) $ 5,000

PERSONAL & ADV INJURY $ 1,000,000

GENERAL AGGREGATE $ 2,000,000

PRODUCTS - COMP/OP AGG $ 2,000,000

$

A AI,JTOMOBILE LIABILITY

X ANY AUTO
ALL O\A/TIED
AUTOS

HIRED AUTOS

SCHEDULED
AUTOS
NON-OWNED
AUTOS

tsA H088566s5 05/01/15 05/01f 6 g 1,000,000

BODILY INJURY (Per pêrson) $

BODILY INJURY (Per ac¡ident) $

$

$

B X UMBRELLA LIAB

EXCESS LIAB

X OCCUR

CLAIMS-IVADE

G27637875 05/01/1 5 05/01/1 6 EACH OCCURRENCE $ 9,000,000

AGGREGATE $ 9,000,000

nFf) PFTFNTI'ìN ß $

A

D

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEl\ilBER EXCLUDED?

Y/N

(Mandatory ln
lf ves. describe
DËscRtPTtoN

NH}
under
OF OPERATIONS below

N/A

wLR C48149236 (AOS)

wLR C48149248 (TN)

scF c4814925A (WD

05/01f5

05/01f5

05/01/15

u5/u1/1ö

0s/01fô

05/01f6

^ 
I WriutAtu-
l T^Þv I tiilTQ

u I t't-
tÞ

E L EACH ACCIDENT 1,000,000
$

E,L. DISEASE - EA EMPLOYEE $ 1,000,000

E L DISEASE - POLICY LIIUIT 1,UU0,00{J

DESCRIPION OF OPERATIONS / LOCATIONS / VEHICLES (Attåch ACORD I 01, Addltlonal Remarks Schedule, lf more space ls requlred)

TE HOLDER

@ 1988-2010 ACORD CORPORATION. All rights reserved.
ACORD 25 (2010/05) lssued By: WEB USEFf¡e ACORD name and logo are reg¡stered marks of AGORD

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORÊ
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANGE WITH THE POLICY PROVISIONS.

City of Chicago

Department of Procuremenl Services

121 N. La Salle Street

Room 403

Chicago, lL 60602 AUTHORIZED REPRESENTAÎVE
of Marsh USA lnc.

-þ(-A1¡r¡or*r $f¡¡¿_ì\¿^ð4Manashi Mukherjee



CERTiFICATE OF FILING FOR

S

EDS Number:63640
Certificate Printed on 12/3012014

Disclosing Party: Ericsson Inc.
Filed by: Mr. John Barney

Matter: Exclusivity of software and services
supply: Department of Aviation Automated
Billing project
Applicant: Ericsson lnc.
Specification #: 57872
Contract #:14298

Date of This Filing: tZ/3012014 04:20 pM
Original Filing Date:12/3012014 04:20 pM

Title:VP, Business Strategy

The Economic Disclosu¡e Statement referenced above has been electronically filed with
the City. Please provide a copy of this Certificate of Filing to your city contact with other
required documents pertaining to the Matter. For additional guidance as to when to provide this
Certificate and other required documents, please follow instructions provided to you about the
Matter or consult with your City contact.

A copy of the EDS may be viewed and printed by visiting
https://webappsl.cityofchicago.org/EDSWeb and entering the EDS number into the EDS
Search. Prior to contract award, the filing is accessible online only to the disclosing parfy and
the City, but is still subject to the Illinois Freedom of Information Act, The filing is uisi6te
online to the public after contract award.



Ericsson lnc.

Managed
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For the City of Chicago
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Ëricsson, lnc. Managed MetraNet Services

The followíng infrastructure and billing services are included in Ericsson's Managed Services offering.
Within this document we include the key terms and describe the task provided in this service.

1 Managed Serulces key Terms

Managed Services is defined as managed infrastructure services and billing operations
services provided by Ericsson. ln this offering Ericsson provides the servers, network
infrastructure and all other software, hardware and operational resources required to run the
MetraNet solution.

Managed lnfrastructure Services is defined as the server, network, other hardware and
software required to operate the MetraNet solution. This environment includes operational and
database administration tasks listed Managed lnfrastructure Services activíties below.

Managed Billing Services is defined as the outsourced day-to-day management of the
MetraNet solution. ln this service Ericsson operations team assumes responsibility for providing
a defined set of services as listed in the Managed Billing Services below.

2 Managed lnfrastructure services

Segmented, Network lnfrastructure; Setup. The infrastructure is housed in a dedicated and
segmented, network infrastructure. Ericsson shall perform the following tasks in connection with the
setup of the managed environment: (i) Transport and install the third-paily hardware described
below (normally for UAT, Development, Mock, and Production); (ii) install the third-party software
including the operating system, database, reporting infrastructure and other related software
products described below; (iii) install the Software and product extensions; (iv) assure the
acquisition our customer of the first year's maintenance and support for third-party hardware and
software as purchased; (v) acquire (if applicable) and install the required security certificates; (vi)
apply security lockdown procedures; (vii) Create and configure virtual servers, single server
instance or multiple server environment according to build out instructions and Customer's fit
requirements; (viii) configure load-balancers, firewalfs, switches, network monitoring and other
network related equipment and software to accommodate the servers; and (ix) perform final
configuration testing. Ericsson will use certified network engineers and billing operations experts to
carry out the work described above. These items are included in the setup fee.

2.1 Managed lnfrastructure Data Center Network Security

Ericsson's Operations Team has secure remote access to the Managed Environment.
Ericsson has secured all remote access to production setvers and network infrastructure

2 - Confidential Servíces Description for the City of Chicago



Ericsson, Inc. Managed MetraNet Services

devices that reside at the data center for non-console administrative access. A secure,
encrypted connection (VPN) shall have been configured prior to commencement of the
Services hereunder. Access via the VPN requires two-factor authentication. Remote access
is restricted to appropriate, authorized personnel; each user has a unique account for
auditing purposes.

Ericsson restricts access to externally visible devices to lP ranges of the customer
depending on individual client application requirements. lf this restriction is requested,
customers provide specific lP addresses to Ericsson that will be configured on the edge
firewalls and only allow customer access to their servers via secured HTTP. Customers'
dedicated database and payment servers are only accessible to their dedicated application
servers on specific ports. By default, the firewalls disallow any access which is not
specifically allowed,

MetraNet's external connectivity is primarily HTTP/HTTPS for communication over lP-based
networks, using Simple Object Access Protocol (SOAP) for remote procedure call and
request-response dialogues. For security, SSL and 256-b¡t encryption has been
implemented. FTP is also used to transfer large data files to and from external systems.

The network topology is structured with two sets of redundant firewalls. The first set of
firewalls protects the front line application servers. The second set of firewalls secures the
data stored in the database and payment servers. This firewall layer has been established
to provide an additional layer of protection for secured data that is stored in the database
and payment server.

2.2 lntrusion Detection

Ericsson has deployed an intrusion detection system and intrusion prevention system to
monitor and detect all network traffic and alert personnel to suspected compromises. Alerts
are monitored by appropriate personnel in the lnformation Technology Group. Any
suspicious activities are further investigated.

lntrusion Detection System ("lDS') sensors are positioned to analyze traffic on various
network segments; details are forwarded for correlation and analysis. ln the PCI-ready

3 - Confidential Services Descriptíon for the City of Chicago
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configuration, IDS sensors are integrated into Cisco devices. Log correlation devices fon¡rard
IDS alerts to appropriate lT personnel for follow-up. IDS signatures are updated weekly.

File integrity monitoring software has been deployed to alert personnel to unauthorized
modification of critical system or content files.

Ericsson has deployed a Web Application Firewall (WAF) that examínes the Application
Layer (layer 7)for common attacks such as Cross-site Scripting (XSS) and SQL lnjection.

2.3 Security

The Managed Environment will be co-located in a world-class lnternet Data Center ("lDC")
with a high-level of physical security. Logical access to network resources is restricted to
current Ericsson users with relevant job responsibilitíes. Ericsson requires that each user be
assigned a unique user name and password. The network password is required to gain
access to network resources; network passwords are different from application passwords.
Critical applications require a separate password to gain access and rights are limited
depending on the employee's job duties.

Basic network access is governed by the password mechanism inherent in the Microsoft
Active Directory Domain or, for servers not participating in the domain, a security mechanism
localto the respective server.

Password policies enforce password restrictions as follows:
(l) Passwords for new users are set to a unique value and changed after first use.
(ii) Passwords expire every 90 days.
(iii) Passwords must be at least 7 characters.
(iv) Password must be composed of both alphabetic and numeric characters.
(v) Password recycling is limited.

All of the products in MetraNet are supported on the Microsoft Windows Server platform
MetraNet has been designed to incorporate application security, including:

(i) Role-Based and Capability-Based Security
Role-based and capabilities-based access control is used, providing business-based
security by specific user and/or capability; for example, subscribers cannot access the
customer service representative's domain.
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(ii) Encryption of Sensitive Data in Transit
Secure Socket Layer (SSL) is used for encryption of application information transmitted
across public networks. lndustry standard encryption is also used for VPN traffic.

(iii) Encryption of Sensitive Data in Storage
lndustry standard encryption and associated key management is used to effectively
secure stored information.

Several general system controls are in place to prevent, detect, and mitigate risks posed by
unauthorized users, unauthorized devices, malware, and system vulnerabilities.

Anti-virus software is installed on all production workstations and servers in the data center
environment. Client installation and virus definition files are managed from a central
management console, which is installed on a management VLAN. Since the production
servers in the Managed lnfrastructure cannot access the lnternet, the implementation of a
central management console is required. Vírus definition files are updated every 4 hours and
program updates are performed every 24 hours. Scans are scheduled to run once per week.

Ericsson has implemented a process for patch management to ensure that patches and
updates are installed in a timely manner.
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2.1 Tape Backup

Backup and recovery processes and procedures have been implemented to ensure that
systems and data can be restored in a timely manner.

For data centers, full backups of production database servers are performed weekly, with
daily, incremental backups per-formed throughout the remainder of the week. A full system
backup of all production servers is performed weekly. The MetraNet application and system
log files are backed up weekly. All backup jobs are configured for encryption using EMC
Networker. Production data is backed up using two types of storage.

A "near line" storage array is used for scheduled backups and the tape subsystem copies
and removes older versions when the storage array is overTSo/o capacity. Before backup
tapes are introduced to the tape library system, bar code stickers are attached to uniquely
identify each tape.

Tapes are rotated from the tape drive system at the production data center to the Ericsson
corporate office once each week. The tapes are stored securely, with access limited to
authorized personnel.

2.5 Network Monitoring

Ericsson uses multiple network monitoring systems for proactive monitoring. Notifications
are automatically sent to the Operations Team on a 24 x 7 basis and the escalation
processes are followed to ensure a timely resolution of critical events.

An enterprise Network Management System ("NMS,') is deployed for monitoring and control
of networked devices that can be managed using (Simple Network Management
Protocol)

NetlQ is another tool deployed to monitor logs and alert on correlated system and
application events.

Ericsson has established a process to ensure audit trails are enabled and active. Access to
log data is restricted to authorized personnel. Log data is collected, correlated, and reported
for Windows event logs from all servers, llS logs, syslog repository services, and significant
events from SQL databases (such as table creation, drops, transaction activity, logon/logoff,
etc.). MetraNet provides full logging capabilities for identification and troubleshooting of
errors in fog files, which are in turn monitored by operations tools. lf requested, logging for
various product modules can be configured in separate log files. Third-party tools are used
to monitor processes and log files and provide alerts to operators in case of errors.
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An internal primary time source provides time synchronization to all internal devices. The
internal primary time server synchronizes it's time with an external NTP pool.

Ericsson has implemented controls to manage and mitigate technical vulnerabilities as
follows:

(i) External penetration testing is peÍormed on an annual basis.
(ii) Externalvulnerability scanning is performed on a quarterly basis.
(iii) lnternal vulnerability scanníng ís performed continuously.
(iv) Prior to the deployment of web application changes to production, a web application
security testing tool is used to test for common web application vulnerabilities, including
SQL injection and cross-site scripting.

2.6 Availability Features

As a policy Ericsson maintains Virtualized seÌvers using VMware ESX vSphere 4.1:

(i) Management Cluster (configured with 2 redundant VMware servers) CPU and memory
resources are distributed between VM hosts; enough resources are available to handle a
single VM host server failure.

(ii) Hosted Client Cluster (configured with redundant VMware servers) CPU and memory
resources are distributed between VM hosts; enough resources are available to handle a
single VM Host server failure.

Managed I nfrastructu re Activities
The following are the specific services provided as Managed lnfrastructure Services. They are
performed by Network Operations and Database Administrator (DBA) Operations. This listing
represents the services typically required to reasonably support the dedicated and shared server,
database and network infrastructure.

2.7
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Network Operations Server file system backups

Security patch application

Diagnosing and replacing
failed hardware elements

Server monitoring and
management

Network infrastructure
monitoring, diagnostics, and
reparr

Firewall management

a

a

. . Management of high-
end storage systems

Diagnosing Customer
network issues

Upgrading or adding
dedicated hardwarea

a

a

DBA Operations . Daily update of statistics

. Archiving data

o Database backup

. Optimizing query plans for
normal data distributions

. Quarterlyde-fragmenting
indexes

. Applying DBMS hot fixes

. Repairing database in case
of failure

Optimizing query plans

for abnormal data
distribution or "hockey
stick" data

De-archiving data

Knowledge Transfer
and Training

Specific and scheduled
workshops (via conference call)
to cover key Operational
functions with the aim of
accelerating knowledge transfer

; to the Customer team

. One hour sessions on

topics including: Bill

Groups; Soft Close;
Failed Transaction
Management, etc,

. Questions or requests
for assistance on tasks
within the customer's

' control, but where
further assistance is
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3

needed

: ¡ Setting up a complex
new serutce

Analyzing applied rates or
discounts & explaining

Managed Billing Services Activities
The Managed Billing Services provided as part of the allocation of hours per month are provided by
Ericsson's experienced billing operations team and include the followrng.

Data Remediation
Updating data in the MetraNet
database

. Updating, deleting and
reprocessing usage data

o lnterval mapping

. Simple data table updates

o Bulk re-rating of data

Soft Close (SC)

Hard Close (HC)

: lnitial step of the bill close
process

: o Generate invoices

. Undoing and re-running
Billing Process Adapters

Final steps to complete bill

run

. Managing the bill close
process

. Undoing and re-running
Business Process
Adapters

. Managing credit card
processing
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; . Managing AR uploads

Knowledge
Transfer and
Training

' Specific and scheduled
workshops (via conference
call) to cover key Operational
functions with the aim of
accelerating knowledge

, transfer to the Customer team

o One hour sessions on
topics including: Bill
Groups; Soft Close; Failed
Transaction Management,
etc.

. Questions or requests for
assistance on tasks within
the customer's control, but
where further assistance
is needed.

. Setting up a complex new
service

. Analyzing applied rates or
discounts & explaining

Usage Metering , Monitor Metered Data
o Analyzing metering

failures on Customer side

I Rendering the subscriber's
lnvoíce Generation ' printed or electronic (i.e.,

PDF) invoice

. Ad-hoc address correction

. Ad-hoc language change

Data Export
Exporting data to external
systems

. Customer's systems (AR,

GL, data warehouse, etc.)

. End-customer's systems
(i.e., internal chargeback)

. Compare MetraNet data
with mediation systems

Reconciliation
The act of verifying usage

, data to prevent leakage

Third-Party
Vendors

: Managing issues with third

' party vendors (This does not
include vendors used by the
MetraNet Software as
delivered via Company's
standard software release)

. Taxation vendors

. Payment processors
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Ericsson, lnc. Managed MetraNet Services

Daíly adapters
: Monitor daily adapter
processing

I . Review adapter
processrng

o Reviedresolve any
ISSUES

Scheduled jobs Monitor scheduled tasks/jobs

. Review results of
scheduled jobs

. Resolve any issues

;Application
; Monitoring

: Maintaín specified application
: alerts

:a Define application alerts

. Monitor and address
alerts

. Manage defined alerts
' and adjust as needed

Pre-close checks

Application updates

completing

. Review reports for any

Validate application specific discrepancies

' items prior to EoP , . check usage metering

o New feature request
requires code update
deployment

Deploy updates to application . Change to functionality
deployment

i ¡ Configuration updates

4 Conclusion

We look forward to continue support the City of Chicago, enhancing the performance and value of your
MetraNet solution.
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May 14,2015

Brenna Berman
Commissioner and Chief Information Officer
Department of lnnovation and Technology
50 W, Washington
Chicago, lL 60602

Commissioner Berman,

ln connection with the Economic Disclosure Statement and Affadavit ("EDS'), I hereby
acknowledge and attest that all certifications and statements contained in the original EDS that
Ericsson lnc. submitted on Dec 30, 2014 are and continue to be true, accurate and complete as
of the date of this letter.

þ{t^ fr*T
John Barney
VP, Sales
972-583-2465
john. barney@ericsson. com
Ericsson lnc.

cc: Jamie Rhee - CPO

Erlceson

6300 Legacy Drive

Plano, TX 75024

Tel: 972-583-5000
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SCHEDULE C.1
DBE Letter of lntent to Peform as a

Specification

FOR
NON-CONSTRUCTION

PROJECTS ONLY

Project Na Biil Software for Aviation

No.:14458

Sofbanq LLC
(Name of DBE Firm)

Ericsson Inc, the City of Chicago.
(Name of Contractor/Consulta nt)

The DBE status of the undelgl{.eg is confirmed by the attached City of Chicago or tltinois Uniform Certification program
Certification Letter dated : 1 I 1 51201 4

The undersigned is prepared to perform the followi ng services in connection with the above named project/contract. lf more
space is reguired to fully describe the DBE proposed scope of work and/or payment schedule, including a description of the'commercially useful function being performed Attach additional sheets as

The above described pedormance is offered for the following price and described terms of payment:
\/alr rc ß1

SUB.SUBCONTRACTI NG LEVELS
A zero (0) must be shown in each blank if the DBE will not be subcontracting any of the work listed or attached to this
schedule.

0 % of the dollar value of the DBE subcontract that will be subcontracted to non-DBE contractors.

100 . % of the dollar value of the DBE subcontract that will be subcontracted to DBE contractors.

NOTIGE: lf any of the DBE scope of work will be subcontracted, list the name of the vendor and attach a brief
explanation, description and pay item number of the work that will be subcontracted. DBE credit will not
be given for work subcontracted to Non-DBE contractors, except for as allowed in the Special Conditions
Regardlng Disadvantaged Business Enterprise Commitment.

The undersigned will enter into a formal written agreement for the above work with you as a Prime Contractor, conditioned
upon your execution of a contract with the City of Chicago, within three (3) business days of your receipt of a signed contract
from the City of Chicago,

NOTICE: THIS SCHEDULE AN MENTS REQUIRE ORIGINAL SIGNATURES.

12t31t2014
(Signature or Authorized Agent of DBE ) (Date)

Allen Pomerantz General Manaqer
(Name/Title-Please Print)

al. sofbanq,com.

0912012

(Email & Phone Number)

312.279.0430 x2001

Page '1 of 1



Certification: View

Generated by Allen Pomerantz, Sofbang, LLC on 111512014

Certification List Add Date Alert

Asian American

Male

P age 1 ol 2 (20069 47 I ooOT 4207 
-20 

1 401 1 s 1 624 1 S.pdt)

Business Nams

VsndorlD

Primary Ownerrs Name

Elhnlc Group

Vendor lnformation .l

Oertlficallon Type

Effeclive Dato

Renewal/Anniversary Dâle

Clty of Chloago

MBE - Minority Busíness Enterprise

1115t2014

11112015

'1t1t20,t9

Agency

Dato

Certification lnformation t?

630-789-38s9

888.630-9522

www,sofbang.comlntornot Web

Oompany Emall

Contact lnformation /?

145 TOWER DRIVE
#1
BURR RIDGE, IL 60527

I45 TOWER DRIVE
#1
BURR RIDGE, IL 60527

Maillng Addrosc

Addresses t?

NAICS 511210 Software publlehers
NAICS 518210 Data Processíng, Hosting, and Related Services
NAICS 541511 Custom Computer Programming Services
NAICS 541512 Computer Systems Desígn Services
NAICS 541519 Other Computer Related Services
NAICS 541690 Othe¡ Sclentific and Technlcal Consulting Services

NAICS 511210 Software publishers
NAICS 518210 Data Processing, Hoeting, and Related Services
NAICS 541511 Custom Computer Programming Servlces
NAICS 541512 Computer Systems Design Servíces
NAICS 541519 Other Computer Related Servlces
NAICS 541690 Other Scientific and Technical Consulting Services

NAICS 511210 Software publishers (!tets)
NA¡CS 541511 Custom Computer Programming Services (Ug¡g)
NAICS 541519 Other Computer Related Sêrvíces (Mor€)

NAICS 541690 Other Scientific and Technical Consulting S€rv¡ces (Uglq)

De$*iption of Capabllltíes/Producls

Commodlty Cödos

Busíness Capabilities t?

Owner Ethnicity and Gender r?

Group
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