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This RFP distributed by:

CITY OF CHICAGO
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Attendance is Non-Mandatory, but encouraged.
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[bookmark: _Toc365463257]Purpose of the Request for Proposal

The City of Chicago ("City"), acting through its Department of Innovation and Technology ("DoIT"), is pleased to invite the submission of proposals for the modernization of the City's Constituent Relationship Management ("CRM") system and processes to not only replace the City's current technology, but to provide a holistic, transformative solution to help the City of Chicago provide world-class resident relationship management services.  The City sees the new CRM solution as the platform for this vision.  However, this is strictly a tool.  The Selected Respondent must deliver a comprehensive solution that empowers the City to provide convenient, user-friendly access for residents to connect, communicate, and collaborate with the City and with each other. 

The Emanuel Administration has set high standards for open, participatory government that is accessible to all Chicagoans.  The City wants to fundamentally transform the manner in which it interacts with its residents and is seeking a long-term partner who shares and can help deliver on that vision.  Through this initiative, the City wants to redefine the resident experience with City government.  This transformation includes the following components:
· A best-in-class, consistent level of customer service
· Consistent access to City services through multiple communication channels
· A transparent approach to providing resident-centric data
· A high-touch, personalized interaction when communicating with the City 
· Continuous improvement of service delivery and responsiveness to residents through monitoring and measuring performance
· Web portal designed around a resident’s needs and perspective

The City is looking for software and consulting services that will:
· Transform the way residents experience government services
· Increase accountability for service fulfillment
· Enhance transparency into City operations
· Provide resident access to real-time data
· Fit both the new and old ways in which residents communicate and participate
· Create innovative bi-directional relationships with residents
· Foster collaboration between City departments and among residents
· Allow residents to participate in problem-solving and improved service delivery
· Facilitate data-driven decision making both by the City and its communities
· Identify opportunities for improvement of City services

By means of this solicitation, the City seeks a partner to help transform the way Chicagoans interact with their government and to improve each resident’s experience interacting with the City.  Vendors with proven CRM software and demonstrated experience designing public-facing programs and processes that leverage that technology are invited to respond to this RFP.  The City is interested in a software as a service (“SaaS”) deployment and is not interested in hosting the solution on premises.   

For the purposes of this RFP, Chief Procurement Officer ("CPO") means the Chief Procurement Officer of the City of Chicago.  Chief Information Officer ("CIO") means the Chief Information Officer of the City of Chicago.  The "Foundational Departments" are 311 City Services, Department of Buildings, Department of Family and Support Services, Department of Streets and Sanitation, Department of Transportation, and Department of Water Management.  "Respondent" means a company or individual that submits a proposal in response to this RFP.  "Selected Respondent" means the awardee of the contract.  The Scope of Services outlined in Section 2 of this RFP will be referred to as "Services."  The set of documents submitted by a Respondent will be referred to as a "Proposal." 

[bookmark: _Toc365463258]Description of Business Needs 

Overview

The current CRM technology was installed in January of 1999.  The City seeks to replace this system with a state-of-the-art technology solution and resident engagement strategies that will facilitate the City's commitment to collaboration and innovation and help Chicagoans better connect with all that the City has to offer.  There are several key drivers for this change, including:
· Increasing the profile for 311 initiatives
· Providing a comprehensive, centralized, user-friendly knowledge base
· Increasing residents’ use of self-service options and digital technologies
· Improving intake scripting to provide consistent messages
· Providing a consistent approach to address residents' service requests  
· Improving querying and reporting capabilities 
· Improving call-related measurement tools and  tracking of end-to-end call flows

Web Portal

The 311 web-portal is the public face for City services.  The City wants to use this initiative to build and leverage the City’s brand.  As part of this project, the City expects to develop a resident web portal that will rival best-in-class private sector offerings, such as Coca-Cola, Starbucks, and Amazon.com.  The need is for real-time or near real-time interactivity, integration with social media and mobility, and an intuitive, easy to navigate user interface.  It should be a tool to help City employees better serve our residents and to build loyalty and trust.  It must provide collaboration tools that allow residents to share ideas, solve problems, and empower our residents to help make decisions.  The focus must place a priority on making it convenient for the resident to communicate more openly with the City.

Multi-Channel Design

Forging improved relationships and actively engaging the residents of Chicago is a primary goal of this project.  In 2012, approximately 7% of all service requests were self-service requests from mobile devices, the City website, and other third party APIs.  As part of this project, the Selected Respondent will work with the City and residents to design applications and develop a public face for 311 that fits both the new and standard ways that Chicagoans communicate.  As the reliance on digital channels grows, the City needs to ensure consistent service delivery across all the channels.  Whether residents prefer using mobile, phone, text, tweet, or web self-service/email, they can submit their ideas, questions, requests, suggestions, and feedback through any channel and know that the city is listening.  To enable this objective, it is critical to integrate customer service processes and data, so that City staff work with the most comprehensive and updated resident view, regardless of which channel a resident uses.  The following table outlines the City of Chicago's 2012 service requests by intake channel and demonstrates the opportunity for improvement in self-service requests.



Securing resident buy-in with the City's proposed engagement model is a critical success factor. The City's long-term partner will work with the City to design strategies for:
· Educating and informing residents about the City's CRM initiative,
· Identifying bi-directional channels to collect and process feedback,
· Developing  tactics to utilize to build "common ground" with residents, and
· Encouraging adoption of and participation by the residents in all channels.

This multi-layered education and outreach design will be a collaboration between the City, Selected Respondent, civic groups, and residents to build awareness and excitement regarding resident engagement initiatives.  

Transparency and Accountability

Mayor Emanuel has pushed for open data and predictive analytics to make government services more efficient.  Chicago’s Data Portal posts more than 500 data sets that are available to the public to make their government more accessible to them.  The City envisions that the new CRM system will provide extensive data that will feed various other City systems to support advanced analytics.  The City has also forged collaborations with civic-minded technology organizations and individual developers to build applications that harness this data into relevant, accessible tools that improve the day to day life of City residents.  This initiative will provide an improved platform to continue these critical initiatives.

The City expects that the new CRM technology will provide the data to drive analytics that will foster collaboration between departments with the residents and facilitate data-driven decision making and process improvements in City departments.  The City’s new CRM solution will leverage existing call center resources, help standardize call-taking policies and procedures, and provide the Mayor’s Office, the City Council, and City management with detailed metrics on how efficiently calls for services are being handled.  It will give local elected officials the ability to monitor the delivery of services to their residents.  The solution will foster accountability and allow managers to spot trends, establish customer service goals, and analyze the work of their departments to facilitate informed decision-making regarding the allocation of resources and improvements in operations, thereby improving the provision of City services to residents.

[bookmark: _Toc365463259]Current State

311 City Services is part of the City's Office of Emergency Management and Communications.  As the City's centralized customer service agency, 311 City Services operates the 311 Call Center, that serves as the point of entry for residents, business owners, and visitors that need easy access to information regarding City programs, services, and events.  It is the also the intake point for all customer service requests (“CSRs”) for the City and serves as the back-up center for 911.  The 311 Call Center is a 24 by 7 by 365 operation with a staff of 74, including 69 call takers and several supervisors.  In 2012, the call center received approximately 3.4 million calls and tracked more than 1.7 million requests for 502 distinct service types which were routed to more than 30 City departments for fulfillment.  The following table outlines the City of Chicago's 2012 service request volume.





	2012 City of Chicago Service Request Volume

	Department
	# of Service Requests
	# of Type Codes

	Streets and Sanitation
	                674,739 
	72

	Transportation
	                345,435 
	106

	Water Management
	                216,546 
	81

	Family & Support Services
	                204,976 
	16

	Buildings
	                  70,645 
	20

	Animal Care and Control
	                  58,999 
	15

	Other Government Agencies
	                  58,783 
	39

	311 City Services
	                  37,411 
	4

	Business Affairs and Consumer Protection
	                  26,933 
	18

	Aviation
	                  24,683 
	5

	Zoning and Land Use Planning
	                  19,710 
	12

	Police
	                    6,824 
	6

	Mayor's Correspondence Group
	                    6,263 
	1

	Health
	                    6,170 
	28

	Alderman
	                    5,294 
	2

	Mayor's Office for People with Disabilities
	                    3,946 
	9

	Community Development
	                    3,011 
	10

	Outside Agencies
	                    2,580 
	4

	Revenue
	                    1,550 
	7

	Budget and Management
	                    1,324 
	8

	Mayor's Volunteer Network
	                    1,130 
	2

	Speaker's Bureau
	                       862 
	2

	Requests for CSR Assistance
	                       242 
	19

	Fire
	                       170 
	2

	Commission on Human Relations
	                       122 
	6

	Extreme Weather Notification
	                       119 
	1

	General Services
	                       105 
	2

	Innovation & Technology
	                        39 
	2

	Task Force
	                          2 
	1

	Law
	                          2 
	1

	Office of Emergency Management and Communications
	                          1 
	1

	Grand Total
	              1,778,616
	502

	
	
	

	Foundational Departments
	              1,549,752 
	299

	Percent of Total
	87%
	60%




The requirements in this RFP were developed through a thorough analysis of the needs of 311 City Services and the following five operational departments:  Buildings, Family and Support Services, Streets and Sanitation, Transportation, and Water Management (collectively, the “Foundational Departments”).  The Foundational Departments comprised 87% of the total service request volume in 2012 and represent the needs of both infrastructure and human services departments.

The City operates in a multi-platform technology environment described in detail in the City Hardware and Software Standards document available on the City’s website.  Respondents must familiarize themselves with this document and align their technical responses with the described standards where appropriate.

The Selected Respondent will be required to interface the new CRM solution with the City’s current telephony, work-order, GIS, and other City systems.  The Selected Respondent’s Proposal will be comprehensive and include all transformative strategic planning, business analysis, business process redesign, knowledge base design, hosting, configuration, integration, documentation, training, knowledge transfer, project management, and other implementation services necessary to create a modern, world-class 311 operation and improved platform for superior service delivery for not only today, but also the future.
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The CRM Modernization Project encompasses CRM software and implementation services to deliver a transformative resident relationship management solution for the City of Chicago.  This section details the scope of the project, including software and implementation services.  The specific submittal requirements to demonstrate the Respondent’s ability to meet these expectations are contained in Section 4 – Proposal Requirements.

As indicated in Section 1 of this RFP, the City wants the Selected Respondent to not only implement the CRM software, but more importantly to deliver a suite of comprehensive services that align with the Mayor’s vision to provide a truly innovative, transformative resident experience when they interact with the City.  The software requirements are detailed in Section 2.1 and the implementation related services are detailed in Section 2.2 below.

Section 1 –  
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Functional and Technical Requirements

The City has created a list of functional and technical requirements for the CRM solution in the following categories:
1.0	Service Request Management
2.0	Resident Self-Service
3.0	Workflow
4.0	Knowledge Base Management
5.0	Reporting
6.0	GIS
7.0	Mobile
8.0	General IT
9.0	Integration
10.0	Social Media
11.0	Security

The detailed requirements are included as Exhibit 1 – Functional and Technical Requirements to this RFP.  The City does not expect or require that a single solution meet all of the requirements; however, Respondent is required to indicate whether their solution meets the requirements “out of the box,” meets the requirements with configuration, will meet the requirements in a future release, or does not meet the requirements.

In addition, Respondent shall provide additional information on the functional and technical features of their CRM solution.  Exhibit 2 – Interrogatories provides a list of questions enumerating the required information.  Respondent must complete both the matrix of requirements in Exhibit 1 and answer the open-ended questions in Exhibit 2.

Software License Counts

The City seeks to procure the following number of licenses.  Please use these amounts in developing the Cost Proposal submission.

	User Type
	Named Users
	Concurrent Users

	311 Call Center Operators and Supervisors
	75
	75

	Full Entry Departmental Users
	830
	250

	Super Users
	45
	15

	IT/System Administrative users
	10
	5



Note:  The 75 licenses for 311 Call Center operators and supervisors need to be dedicated licenses.

If the Respondent would like to offer an alternative licensing model that they believe is financially beneficial to the City, they are welcome to submit that model in addition to the user licensing model requested above.

Interfaces and Integration

Software Integration

The software must be able to integrate with City systems, including but not limited to:
· Active Directory
· ESRI GIS
· Infor EAM
· Hansen
· Banner
· FileNet
· Field Force Manager
· Oracle Business Intelligence Enterprise Edition
· Adaptive Enterprise Solutions
· Socrata
· Outlook

Detail on each of these systems is provided in Section 2.2.3 – System Interfaces and Integration below.

Telephony

The City has no plans to replace the telephony in the 311 Center.  The CRM solution must work within the context of the current telecommunications technology.  The following is information regarding the existing telephony system:  
· Telecom system name - Vesta 
· Software version number - 3.0 (SP3) 
· Hardware version - M5316 
· Projected hardware and software version number - M5316,  Vesta 4.0 
· Vendor responsible for maintaining the system - AT&T

Maintenance and Support

The City is exclusively interested in implementing a SaaS solution. Maintenance and support shall be provided through the subscription agreement between the Selected Respondent and the City.  The maintenance agreement will not commence until the application has been placed in production and accepted by the City in writing.  The maintenance agreement must provide ongoing system support and maintenance, including upgrades, bug fixes, and patches, and other technical support necessary for City staff to operate the solution, including help desk support on general system use, configuration settings, reporting, etc.

Software/System Documentation

The Selected Respondent will provide detailed system and user documentation to City staff responsible for the operation and support of the system.  The Selected Respondent shall provide digital, searchable technical and user manuals to the City.  Additionally, the Selected Respondent will also provide the City with complete digital, searchable system implementation documentation concerning installation, configuration, testing, interfaces, and data conversion. The Selected Respondent shall also provide PDF copies of all documentation listed above and unlimited downloads to updated copies.

The Selected Respondent shall provide, in a timely manner, system documents that describe all software in sufficient technical and functional detail, so that this information can be used by City personnel to maintain the system and resolve identified problems.

Performance Standards

The system will be expected to meet performance standards that will be defined in the final contract.  Respondent should provide documentation of their standard Service Level Agreements (“SLAs”) as part of their response.

In the event the Selected Respondent does not meet the contractual performance requirements, the Selected Respondent will pay the City of Chicago damages.  The liquidated damages for failing to adhere to defined SLAs may be defined during contract negotiations.
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The City requests all necessary implementation services to provide a CRM system that meets the City’s needs.  Many of the required services the City wants go beyond what a “typical” CRM implementation involves.  The City will not be satisfied with a standard, out of the box CRM implementation.  The City needs to tap into the management consulting expertise of the Selected Respondent to deliver on the vision articulated in Section 1.  

This section outlines the City’s parameters and expectations around these implementation services and is in no way meant to delineate all of the tasks expected to complete the implementation.  Respondents should consider all factors when developing their approach, implementation plan, and cost proposal.  Specific detailed examples that include a coherent methodology for aligning these services with the CRM software deployment is a critical success factor.  The City places a value on the delivery of these services.

Phased Implementation

Due to the volume of service requests and types, the size of the City as an organization, and the complexity within the departments, the City believes a phased approach to implementation is most appropriate.  The City has identified the following three phases:  
· Phase 1 (Pilot) – 311 City Services and the Department of Water Management have been identified as the pilot departments.  In 2012, they had 253,957 service requests (approximately 15% of the annual volume) covering 85 service request type codes.  
· Phase 2 (Foundational Departments) – After the pilot is concluded, the following departments will have their service requests configured and will transition to the new system:
· Department of Buildings
· Department of Family and Support Services
· Department of Transportation
· Department of Streets & Sanitation
The call center and Foundational Departments represent, based on 2012 data, 87% of all incoming service requests and 60% of the service request type codes. 
· Phase 3 (Remaining Departments) – All service requests covering the remaining 25 departments will be transitioned in Phase 3.  Refer to Exhibit 7 – Service Request Volume for the list that includes the remaining departments.

The City’s goal is to minimize the amount of time that two systems are operating concurrently and ideally avoid this completely.

The City appreciates the Respondent’s experience with organizations of similar size and scope and is open to other recommended approaches.  The City is open to recommended alternatives based on Respondent’s experience and knowledge gained from past CRM implementations.

Strategic Planning, Business Analysis, and Related Services

Strategic Planning

The Selected Respondent will work with the City to develop a transformative strategy to stay ahead of the residents’ demands for technology, convenience, service expectations, and relationship building.  This strategy must break down the departmental silos that exist and create synergies with work order management tools that are being deployed.  In addition, the strategy must support the launch of an integrated social media and mobile platform that will accompany the CRM deployment.

The Selected Respondent will work with the City to identify bi-directional channels to collect and process feedback and to develop tactics to utilize to build “common ground” with residents.  Whether residents prefer using mobile, phone, text, tweet, or web self-service/email, they can submit their ideas, questions, requests, suggestions, and feedback through any channel and know that the City is listening and will respond.  As the reliance on digital channels grows, the City needs to ensure consistent service delivery across all communications channels and strive towards multi-channel service consistency. To enable this objective, it is critical for the Selected Respondent to integrate customer service processes and data, so that City staff work with the most comprehensive and updated resident view, regardless of which channel they use.

Education and Outreach
Another key component of the Mayor’s vision is developing the education and outreach strategy to drive adoption of this initiative.  The City values an innovative approach to educating their residents and requires the Selected Respondent to develop an education and outreach campaign and a method and means to measure the effectiveness of the education and outreach campaign.  This will include specific steps and tactics to collect, measure, and monitor resident satisfaction with the new CRM solution, and a plan to leverage this information to update, if applicable, the outreach strategy.

Ultimately, the City wants a 360-degree view of the resident while ensuring that all relevant privacy and security guidelines are followed.  The City believes that by understanding more about the unique needs of their residents, they will be able to provide an elevated level of service by anticipating resident needs instead of merely reacting to them.  

The City is receptive to trying new ideas as evidenced by City sponsorship of hackathons, crowdsourcing/crowdfunding, hosting an “unconference,” or coordinating “meet-ups.”  As the City desires using a multi-channel approach to process residents’ inquiries, they are interested in understanding Respondent’s approach to leveraging similar tools from an outreach perspective. 


Service Request Type Analysis

Over time, the City has added, modified, and deleted type codes.  There are more than 600 distinct type codes, 502 of which were used in 2012.  For more details on the City’s service request volume, see Exhibit 7 – Service Request Volume.  As the current system has evolved, there has not been a systematic analysis of type codes and business processes.  The Selected Respondent will engage all in-scope departments in a systemic review and rationalization of type codes to eliminate redundancy and improve operations.

All service request types will require analysis and some level of redesign of their business processes for intake, transferring, updating, and closing service requests.  Any place where an end user interfaces with the system should be analyzed and processes to track work updated, including scripted questions for each service type.

Service Request Fulfillment and City SLAs

Analysis and redesign of processes for fulfillment of these service requests is outside of the scope of this project.  This work will be accomplished as part of another initiative.  Analysis and redesign of the City’s SLAs for service types are outside of the scope of this project.

Duplicate Detection

Accurate duplicate detection and creating relationships among service requests is critical functionality for the City.  Different service types have different duplication variables.  The Selected Respondent will need to work with City subject matter experts to define the most appropriate duplication detection algorithms for high volume request types.  Respondent should estimate that there will be somewhere between 5 and 10 different duplicate detection algorithms. 

City GIS 

There are many GIS layers that the City has identified as being useful for identifying the appropriate service request type, pin-pointing the exact location for a service request, providing information for resident status reports, and providing useful information to work crews for more efficient fulfillment.  As a sample, the list of layers may include:
· Sister agency properties
· Electrical circuits/grids atlas
· Building parcel information
· Sewer atlas
· Water atlas
· ComEd outages
· Peoples Gas outages
· Permit locations and dates (to see where there are active CDOT, DWM, ComEd, Peoples Gas, permits are active)
· Block ID
· WindyGrid
· Active CDOT, Water, and Sewer construction projects
· Contractor’s maintenance
· Global Grid

Not every layer is appropriate or necessary for all service types.  The Selected Respondent will be expected to work with subject matter experts to determine what layers should be turned on and off for various service types and/inquiries in order to facilitate effective intake and fulfillment.

Knowledge Base Design, Organization, and Implementation

The City’s current CRM system does not include a knowledge base system.  The Selected Respondent will work with City subject matter experts to design, organize, and implement the solution’s knowledge base.

The City intends to develop two separate knowledge base views:  resident-facing and internal (City-use) only.  While the content may be substantially identical, it is critical that the two separate views of the knowledge base be developed and maintained.

The Selected Respondent will work with identified City staff to develop policies, procedures, and protocol for maintaining the knowledge base after implementation.

Scripting 

Currently the City’s 311 agents have very limited call scripting capabilities that are utilized when processing incoming resident requests.  The Selected Respondent will develop detailed call scripting to provide a consistent, uniform experience to callers as the 311 Call Center is the primary channel residents currently use to communicate with the City. 

Custom Reporting

The City anticipates the need for some level of custom reporting.  The City has invested in building a data warehouse to provide data through the City’s business intelligence solution—Oracle Business Intelligence Enterprise Edition (OBIEE).  The City has deployed data marts using custom star schemas and “off-the-shelf” data marts.  The selected respondents will be expected to provide a data mart solution to support custom reports not available within the application’s reporting system.  
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The Selected Respondent will be responsible for building integrations with the following incumbent City applications.  

	#
	Application
	Application Type
	Vendor
	Department
	Directionality

	1
	Esri ArcGIS
	Mapping
	ESRI
	City-Wide
	Into CRM only

	2
	Infor EAM (formerly Datastream)
	Work Order Management
	Infor
	DWM
	Bi-directional

	3
	Hansen
	Permitting and Work Order Management
	Infor
	DOB, CDOT, S&S
	Bi-directional

	4
	Banner
	Water Billing
	Ventex
	DWM
	Bi-directional

	5
	FileNet
	Enterprise Content Management
	IBM
	City-Wide
	Bi-directional

	6
	DWM GIS
	Mapping
	ESRI
	DWM, CDOT
	Into CRM only

	7
	Field Force Manager
	GPS
	Xora
	City-Wide
	Bi-directional

	8
	OBIEE
	Business Intelligence
	Oracle

	City-Wide
	Into OBIEE only

	9
	Adaptive Enterprise Solutions
	Enterprise Case Management
	Adsystech
	DFSS
	Bi-directional

	10
	Socrata Open Data Portal
	Data Portal
	Socrata
	City-Wide
	Into Socrata only

	11
	Outlook
	Email and Calendar
	Microsoft
	City-Wide
	Into Outlook only

	12
	Active Directory
	Directory Service
	Microsoft
	City-Wide
	Bi-directional



Currently service requests are sent to Infor EAM (formerly Datastream) and Hansen work order systems, locked during fulfillment, and then closed when the work is complete.  The Selected Respondent will work with subject matter experts to determine what data and at what points in the fulfillment process data should pass back into the CRM System in order to optimize resident satisfaction and operational efficiency.

Configuration, Testing, and Acceptance

The Respondent will be required to detail for the City the potential configuration options that are available to meet the requirements.

The Respondent will be required to produce a configuration document as a project deliverable prior to the system’s final configuration.

The Respondent will be required to configure all necessary proposed functionality for the City and is expected to work closely with the City’s functional experts to finalize the configurations and transfer knowledge.

The Respondent will be required to provide a testing strategy and plan (including scripts) as a project deliverable to the City.  The final testing plan will be signed off by the City prior to the execution of tests.

The Respondent should provide four system environments:  development/configuration, testing, training, and production.

The Selected Respondent will work with the City to ensure that at the time of cutover, the system is functioning with performance superior to that of the current CRM system.
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Training Plan

The Selected Respondent shall provide the City with a comprehensive training program that includes instructor-led training to facilitate successful implementation and knowledge transfer of the proposed CRM solution.  The City is interested in training services that use employee time efficiently and effectively transfers practical knowledge about the use of the new CRM solution.  The Respondent shall propose an approach that includes significant opportunity for knowledge transfer throughout implementation and enhanced system understanding by the use and development of “in-house trainers.”

Train-the-Trainer Training Plan

In addition to the instructor-led training program, please provide a comprehensive training program that leverages a train-the trainer methodology for comparative purposes.
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The Selected Respondent shall provide thorough training in each of the following areas for the designated number of people.  Respondent shall specify duration for each of these training sessions.

End-User Training (630 in the Foundational Departments, 75 call takers and supervisors in the 311 Call Center and 200 in other departments)

Each department or business unit will rely on end users to work directly with the system each day.  To ensure that end users are qualified to use the proposed solution, the Selected Respondent shall develop on-site training classes during which an instructor shall use software and training guides to teach end users how to use the solution, including, at a minimum:
· Creating, modifying, and canceling a service request
· Accepting and routing a service request to the appropriate personnel
· Resolving a service request
· Querying service request status
· Accessing the knowledge base
· Creating and modifying queries and reports

Super User Training (20 in Foundational Departments and 25 in other departments)

Each department or business unit will need staff capable of performing day-to-day administrative tasks.  These Super Users will not be called upon to perform enterprise-wide tasks, but will oversee many aspects of their department’s implementation and continuing support.  At a minimum, the Selected Respondent shall ensure that these Super Users are proficient in each of the following:
· Service request configuration
· Scripting and workflow configurations
· Report creation and dashboard configuration
· Knowledge base maintenance

SLAs, Reporting, and Analytics (up to 100 managerial staff City-wide)
The new system will offer opportunities for operational management and improvement previously not available to the City.  Management staff will need to understand how to effectively leverage this capacity.  Training should cover:
· How to set appropriate and effective SLAs in the solution;
· Measurement and monitoring adherence to SLAs
· Standard management reports
· Custom report creation in OBIEE
· Dashboard creation and maintenance

Knowledge Base Design and Implementation Training (up to 50 staff City-wide)

The City has not used a formal knowledge base system.  311 City Services and departmental staff will be responsible for designing and maintaining the knowledge base.  These staff will need an understanding of best-practice methodologies for knowledge base design and maintenance to ensure that the system is built and maintained effectively.

Functional System Administrator Training (up to 5)

Above the level of Super User, a group of individuals will be responsible for system administration, configuration, and security management for the enterprise as a whole.  In addition to proficiency at the Super User level, they will need to know:
· User and group management
· Permissions and security management
· Enterprise-wide configuration settings
· Data backups
· Method for copying configuration settings and data across environments (i.e., Production to Training)

Train-the-Trainer Training (up to 10 staff City-wide)

The City will be responsible for training new hires and new business units that adopt the CRM solution after the initial go-live.  The Selected Respondent shall conduct on-site training classes for in-house training staff who will lead, facilitate, and deliver the instructor-led portions of the training on the CRM system.  This training shall include the trainer’s role and responsibilities, the planning and teaching process, CRM system knowledge, and exams that will test learning.  This course will provide City personnel with all of the required tools, templates, etc. to deliver the training to their colleagues.  The City would consider using these trainers in tandem with Respondent trainers for the end-user training outlined above.  City trainers must be proficient by the end of the initial end-user training.

Customer Service Training (70 Call Center Operators (Optional))

The implementation of a new system provides a good opportunity for refresher training in customer service.  The Respondent will offer an advanced course in call center customer service for all call center operators.

Other Training Considerations

Training should be conducted in the City environment using City data, configuration settings, terminology, business processes, and scenarios.  This training should be provided on a just in time basis to minimize knowledge loss from the date of training until go live.  311 Call Center operators and some departmental field crews work 24/7.  The training plan must take into account shift work.

Supplemental training and help tools should include:
· Online content
· Video instruction
· Interactive classes

End-user training will be focused on functional positions and workflow processes.  All personnel comprising a specific functional position in a department will be trained on the system’s use specific to their needs.

The Respondent’s training shall include evaluation of trainees to ensure that they have learned the course content and can perform all necessary functions on the system.  The Respondent shall notify the City of any employees that fail this evaluation, and provide them additional training as required.  The Respondent shall repeat a training session at no additional cost to the City if a majority of the trainees have not attained the skills from the training session or fail the evaluation at the end of the training.

The Respondent shall provide trainees with workbooks, training aids, and online functional or technical system manuals prior to or during the training session at no additional cost.

The Respondent shall provide a detailed outline of each training session’s objectives and content at least 2 weeks prior to the training session for the City for review.

The Respondent shall provide trained and experienced instructor(s) and ensure that they do not perform other duties during the training period that will interfere with instruction.  Instructors will provide a survey to trainees to evaluate presentation and course materials for effective feedback to the City.

Data Migration

The City has more than fourteen years of historical CSR data.  As part of the City’s data warehouse initiative, the City will migrate all of the historical CSR data into the warehouse.  

At a minimum, all service requests created in the 12 months prior to cutover and all open service requests must be brought in and housed in the CRM solution for trending and reporting purposes.  The proposed solution must provide a process to migrate components of existing historical data from the current applications into the proposed solution.  The data will be provided to the Selected Respondent in the form of a CSV or XML file.

Call Center staff members rely heavily on a phone directory of outside agencies and City departments and staff to resolve information request calls.  For more than half of the general inquiry calls, the call taker either provides a phone number or transfers the call.  The City will need to import this directory into the new CRM knowledge base and potentially interface with the City directory application.

The phone directory will need to have two levels of access – one for public phone numbers and one for private phone numbers.

To enhance the customer experience and promote the use of mobile and web channels, the City would like to migrate customer profile information from the water billing and City sticker application databases.  This data would be used to populate preliminary CSR accounts for residents to facilitate account set up and promote resident adoption.

The migration shall include programmatic data cleansing and transformation to ensure accurate reporting from the new system.  The migration plan shall ensure a smooth and efficient transition from the City’s current system to the new CRM solution with minimal disruption to operations.

The sources of the data that need to be migrated into the selected CRM solution include, but are not limited to:

	Data Source
	Description of Data

	Motorola CSR System
	1 year and all open service requests

	In-House Custom Database
	Phone Directory

	Banner
	Customer Profiles

	City Sticker Application
	Customer Profiles



311 Web Portal Implementation

At the core of this CRM deployment will be the design of a state of the art resident web portal.  The CRM software will be an important tool in the development of the portal, but the City wants the portal to be more than an information and service request repository.  The portal must play a role in providing the residents with collaboration tools that allow them to not only interact with the City, but with each other.  The portal should act as a one-stop-shop for resident inquiries and to conduct transactions with the City.  The portal must also provide the City with data that supports the City’s open data initiatives.  As part of this effort, the City, working with the Smart Chicago Collaborative, will conduct focus groups with various groups of residents to collect their feedback.

The Respondent must incorporate the current City website design standards into the new web portal.  A copy of the City Hardware and Software Standards document is available on the City’s website.  

ADA Compliance

The 311 web portal must be compliant with Section 508 of the American with Disabilities Act.  The Respondent must submit a Voluntary Product Accessibility Template ("VPAT") for their product(s) as part of their response.  

The proposed software solution should be developed in line with W3C's Web Content Accessibility Guidelines, industry technical standards for web content and applications. 

For additional details on the components and functionality of this portal, please review Section 2.00 (Resident Self-Service) in Exhibit 1 – Functional and Technical Requirements.

Social Media Integration

The City would like the Selected Respondent to build applications for:
· CHI TEXT (the City’s existing 311 texting application)
· Facebook
· Twitter

The API for these items will be provided by the City.

Change Management

Employees have been using existing processes for many years.  The City understands the importance of change management services to the successful implementation of the CRM solution.  The City intends to select a vendor to deliver these services under a separate procurement.  While change management services are outside the scope of this procurement, the Selected Respondent will be required to work closely with the City’s change management vendor to ensure systemic adoption of the new solution.

[bookmark: _Toc365463263]General Information and Guidelines

Section 2 –  
[bookmark: _Clarity_Project_Descriptions][bookmark: _Toc365463264]Respondent Organization and Related Requirements

The Services contemplated are professional in nature.  The Selected Respondent, acting as an individual, partnership, corporation, or other legal entity, must be of professional status, licensed to perform in the State of Illinois, licensed for all applicable professional discipline(s) requiring licensing, and governed by professional ethics in its relationship to the City.  All reports, information, or data prepared or assembled by the Selected Respondent under a contract awarded pursuant to this RFP are confidential in nature and will not be made available to any individual or organization, except the City, without the prior written approval of the City.  Any contract resulting from this RFP document will contain a provision requiring confidentiality on the part of the Selected Respondent.

The Respondent must be financially solvent and each of its members if a joint venture and its employees, agents, and subcontractors of any tier must be competent to perform the Services required under this RFP document.

[bookmark: _Toc365463265]Communications between the City of Chicago and Respondents

Submission of Questions or Request for Clarifications
[bookmark: _Toc252104040][bookmark: _Toc252104224][bookmark: _Toc252130998][bookmark: _Toc252282684][bookmark: _Toc252332399][bookmark: _Toc252388275]
Respondents must communicate only with the Department of Procurement Services (“DPS”).  All questions or requests for clarification must be submitted to Charlita Fain via email to charlita.fain@cityofchicago.org utilizing the appropriate Clarifying Questions Template.  The subject line of the email must clearly indicate the RFP specification number.

All scope related questions and requests for clarification must be received no later than 4:00 p.m. Central Time, Tuesday, September 24, 2013.  All questions and requests for clarification must be submitted using the Clarifying Questions Template available on the DPS website.  No telephone calls or e-mails will be accepted after this date, unless the questions are general in nature.

Downloadable RFP Documents and Other Information
[bookmark: _Toc252104041][bookmark: _Toc252104225][bookmark: _Toc252130999][bookmark: _Toc252282685][bookmark: _Toc252332400][bookmark: _Toc252388276]
Respondents may download the RFP in PDF format, Exhibit 1 in Microsoft Excel format, Exhibit 2 in Microsoft Word format, and any future addenda from the City’s DPS website at the following URL address: www.cityofchicago.org/bids. 

Paper copies will not be provided.  This is a technology RFP and the City expects Respondents to have full access to technology.  The City also intends to cut its costs while adhering to environmentally conscious practices; therefore, the City will not provide hardcopies of this RFP or clarifications and/or addenda. 

After downloading the RFP, the Respondent must contact the Bid & Bond Room by emailing the Respondent’s electronic business card or contact information to bidandbond@cityofchicago.org referencing Specification No. 119440.  Submission of electronic contact information will enable Respondents to receive any future clarifications and/or addenda related to this RFP. 

The City accepts no responsibility for the timely delivery of materials or for alerting the Respondent on posting to the DPS website information related to this RFP.  

Under no circumstances shall failure to obtain clarifications and/or addenda relieve a Respondent from being bound by any additional terms and conditions in the clarifications and/or addenda, or from considering additional information contained therein in preparing a Proposal.  Furthermore, failure to obtain any clarification and/or addendum shall not be valid grounds for a protest against award(s) made under this RFP.

Non-Mandatory Pre-Proposal and MBE/WBE Networking Session

The City will hold a Pre-Proposal Conference at Department of Procurement Services, 121 N. LaSalle Street, City Hall, Room 1103, Chicago, Illinois 60602 at 10:00 a.m. Central Time on Friday, September 20, 2013.  All parties interested in responding to this RFP are urged to attend in person.  The City will answer questions and clarify the terms of the RFP at the Pre-Proposal Conference.  You are encouraged to send questions one week prior to the conference.  The City may respond both to questions raised on the day of the conference and to questions emailed prior to the conference.  Also, to facilitate MBE/WBE compliance, there will be a networking session held immediately after the Pre-Proposal Conference to foster relationships between certified MBE and WBE firms and non-certified potential Respondents.  Anything stated at this Pre-Proposal Conference is not intended to change the solicitation document.  Any official changes will be in writing in the form of an addendum issued by the Department of Procurement Services.

[bookmark: _Toc365463266]Deadline and Procedures for Submitting Proposals

To be assured of consideration, Proposals must be received by the City of Chicago in the City’s Bid & Bond Room (Room 301, City Hall) no later than 4:00 p.m. Central Time on Friday, November 8, 2013.  The Bid & Bond Room can be reached at telephone number (312) 744-9773.

The City may, but is not required to accept proposals that are not received by the date and time set forth in this RFP.  Only the Chief Procurement Officer is empowered to determine whether to accept or return late Proposals.  No additional or missing documents will be accepted after the due date and time, except as may be requested by the Chief Procurement Officer.

Failure by a messenger delivery service or printing service to meet the deadline will not excuse the Respondent from the deadline requirement.  Hand-carried Proposals must be placed in the depository located in the Bid & Bond Room located in Room 301, City Hall.  The time of the receipt of all Proposals to this RFP will be determined solely by the clock located in the Bid & Bond Room in City Hall.  It is the Respondent’s sole responsibility to ensure that the Proposal is received as required.

Proposals must be delivered to the following address:

	Jamie L. Rhee, Chief Procurement Officer
	City of Chicago
	Department of Procurement Services
	Bid & Bond Room
	Room 301, City Hall
	121 North LaSalle Street
	Chicago, Illinois 60602
Attention:  Charlita Fain, Assistant Procurement Officer

The Respondent must submit one (1) hardcopy original Proposal and seven (7) electronic copies of the Proposal in Portable Document Format (“PDF”) on CDs or flash drives.  Respondent must also submit one (1) hardcopy original Cost Proposal and one (1) electronic copy of the Cost Proposal in a separate, sealed envelope.  The electronic copy of the Cost Proposal should be in both Excel and PDF format.  The original documents must be clearly marked as “ORIGINAL,” and must bear the original signature of the Respondent’s authorized signatory that can bind their organization to all commitments outlined in the Proposal on all documents requiring a signature.  The Respondent must enclose all documents in sealed envelopes or boxes. 

The outside of each sealed envelope or package must be labeled as follows:

	Proposal Enclosed
	Request for Proposals (RFP) for:  CRM Modernization Solution
	Specification No.: 119440
	Due: 4:00 P.M., Friday, November 8, 2013
	Submitted by: (Name of Respondent)
	Package ___ of ___

The City’s opening of the Respondent’s sealed envelope(s) or package(s) containing a Proposal shall neither be deemed nor constitute acceptance by the City of the Respondent’s Proposal.  The City reserves the right to open and inspect all such sealed envelope(s) or package(s), regardless if the same were submitted by the due date and time specified herein, for any purpose, including without limitation, determining the particular RFP to which the Respondent has responded, determining if a Proposal was submitted by the date and time specified in this RFP, and determining a Respondent’s return address.


[bookmark: _West_Monroe_Partners][bookmark: _Toc365463267]Procurement Timetable

The timetable for the RFP solicitation process is summarized below.  Note that these are target dates and are subject to change at the discretion of the City.

	Key Activity
	Target Date

	City Issues RFP
	September  12, 2013

	Non-Mandatory Pre-Proposal Conference
	September 20, 2013

	Proposal Questions Due
	September 24, 2013

	Answers to Questions Issued 
	October 15, 2013

	Proposals Due
	November 8, 2013



[bookmark: _Toc365463268]Term of Contract and Exceptions

The City anticipates a five year initial agreement term with up to three, three-year options exercisable at the City’s sole option.  A copy of a sample City of Chicago Professional Services Agreement is included in Exhibit 5 – Sample Professional Services Agreement.  The City may from time to time revise its terms and conditions.  Respondents must identify any objections to this Agreement in their response to this RFP.

[bookmark: _Toc365463269]Partnering

This subsection is meant to help clarify questions regarding prime and subcontractor partnering.  There are no limits on firms partnering to prepare proposals to meet the requirements in this RFP or on the number of proposals in which firms can participate.  For example:
· A firm that is acting as prime contractor may submit multiple responses as a prime contractor utilizing different subcontractors and/or software solutions.
· A firm acting as a prime contractor on one Proposal may act as a subcontractor on another Proposal.
· A firm may be listed as a subcontractor on more than one Proposal.
· A single software product may be proposed on multiple Proposals.

The Proposal must clearly indicate the name of the prime contractor and all proposed subcontractors.


[bookmark: _Toc365463270]RFP Information Resources

Respondents are solely responsible for acquiring the necessary information or materials to prepare their Proposal in response to this RFP.  Information for preparing a response to this RFP can be located on the City’s website as follows: 
a. City’s Procurement Site
1. Pre-Bid/Proposal Conference Attendees 
2. Addenda and Exhibits, if any
3. All forms and information required to submit a Proposal in response to this RFP including: 
· City of Chicago M/WBE Special Conditions
· M/WBE Assist Agency List
· All Required Forms including Schedules C and D
4. Search MBE/WBE Directory Database
b. Technology Standards
1. City Hardware and Software Standards  
2. City GIS Technology, Platform and Environment 
3. City Information Security Policy*
c. City Confidentiality and Use Policy 
d. Illinois Local Records Act

* Exhibit 9 includes the City’s new Information Security Policies that will be in effect prior to the proposal due date.  The Selected Respondent will be required to abide by the City’s Information Security Polies, the Data Protection Policy with Contractors contained in Exhibit 8, and other City policies, and laws, rules and regulations that apply with respect to the nature of the various types of data transmitted to and stored by the selected respondent’s solution.

NOTE: To prevent Internet Explorer compatibility issues with Word and Excel files, please right-click on these types of files (Clarifying Questions Template and MBE/WBE Waiver Document) and select “save target as” before saving to your local drive.

Transparency Website: Trade Secrets

Consistent with the City's practice of making available all information submitted in response to a public procurement, all bids, any information and documentation contained therein, any additional information or documentation submitted to the City as part of this solicitation, and any information or documentation presented to City as part of negotiation of a contract or other agreement may be made publicly available through the City's Internet website.
However, Respondents may designate those portions of the Proposal which contain trade secrets or other proprietary data ("Data") which Respondents desires remain confidential.  
To designate portions of the Proposal as confidential, Respondent must:
A. Mark the cover page as follows: "This Proposal includes trade secrets or other proprietary data.”
B. Mark each sheet or Data to be restricted with the following legend: "Confidential: Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this bid."
C. Provide a CD-ROM with a redacted copy of the entire Proposal or submission in .pdf format for posting on the City's website.  Respondent is responsible for properly and adequately redacting any Data which Respondent desires remain confidential.  If entire pages or sections are removed, they must be represented by a page indicating that the page or section has been redacted.  Failure to provide a CD-ROM with a redacted copy may result in the posting of an un-redacted copy.
Indiscriminate labeling of material as "Confidential" may be grounds for deeming a Proposal as non-responsive.  
All Proposals submitted to the City are subject to the Freedom of Information Act. The City will make the final determination as to whether information, even if marked "confidential," will be disclosed pursuant to a request under the Freedom of Information act or valid subpoena. Respondent agrees not to pursue any cause of action against the City with regard to disclosure of information. 

[bookmark: _Proposal_Requirements][bookmark: _Toc365463272]Proposal Requirements

Respondents are advised to adhere to the submittal requirements of the RFP.  Failure to comply with the instructions in this RFP may be cause for rejection of the non-compliant Proposal.  Respondent must provide information in the appropriate areas of their Proposal that are outlined throughout this RFP.  Submission of a Proposal in response to this RFP constitutes acceptance of all requirements outlined in this RFP.  By submitting a response to this RFP, Respondent acknowledges that if its Proposal is accepted by the City, its Proposal and related submittals may become part of the contract.

If Respondent proposes alternative technical solutions for the City’s consideration in response to this RFP, then the Respondent must submit separate and complete proposals for each such proposed alternative solution.  Please note that the City is only interested in a SaaS solution.

Section 3 –  
[bookmark: _Toc365463273]Required Proposal Format

Respondent must submit one (1) hardcopy original Proposal and seven (7) electronic copies of the Proposal in PDF format on CDs or flash drives.  Respondent must also submit one (1) hardcopy original Cost Proposal and one (1) electronic copy of the Cost Proposal in a separate, sealed envelope.  The electronic copy of the Cost Proposal should be in both Excel and PDF format.  The original documents must be clearly marked as “ORIGINAL,” and must bear the original signature of Respondent’s authorized signatory that can bind their organization to all commitments outlined in the Proposal on all documents requiring a signature.  Respondent must enclose all documents in sealed envelopes or boxes. 

Proposals must be prepared on 8 ½" X 11" letter size paper (preferably recycled), printed double-sided, and bound on the long side.  The City encourages using reusable, recycled, recyclable, and chlorine free printed materials for bids, proposals, reports, and other documents prepared in connection with this solicitation.  Expensive papers and bindings are discouraged, as no materials will be returned.  

Sections should be separated by labeled tabs and organized in accordance with the subject matter sequence as set forth in Section 4.2 below.  Each page of the Proposal must be numbered in a manner so as to be uniquely identified.

[bookmark: _Required_Proposal_Content][bookmark: _Toc365463274]Required Proposal Content

Respondents are advised to adhere to the submittal requirements of the RFP and in particular this section.  The Proposal must include the information outlined in the following subsections.  Please prepare your Proposal by using each heading in this section on required proposal content and in the same order as listed below.  Failure to comply with the instructions of this RFP may be cause for rejection of the non-compliant Proposal.  

While the City recognizes that Respondents provide costs in varying formats, compliance with the enclosed Cost Proposal Form is critical to facilitating equitable comparisons and failure to comply may result in rejection of the Proposal.  In addition to the required Cost Proposal Form, Respondent may submit alternative pricing models.  In order to better align and compare proposals, the City reserves the right to request revised pricing from all Respondents.

Cover Letter

Respondent must submit a cover letter signed by an authorized representative of Respondent committing Respondent to provide the software and services as described in this RFP in accordance with the terms and conditions of any contract awarded pursuant to the RFP process. 

Executive Summary

Respondent must provide an executive summary that addresses the various categories outlined in this subsection.  Please note that these are meant to be summaries of the more detailed responses called for in the remainder of this Required Proposal Content section.

Understanding and Proposed Solution and Implementation Services

Respondent should explain its understanding of the City's intent and objectives, describe its proposed solution, and explain how their proposed solution achieves those objectives.  To help the City achieve its vision, Respondent must articulate the following in its Proposal:
· A strategy to keep up with customer demand for technology, convenience, service expectations, and relationship building
· An approach to how they can break down silos and create synergies with the public safety and departmental work order management tools that are being/will be deployed
· How they would support the launch of integrated social media and mobile applications
· How they would enhance enterprise-wide data sharing and the City’s Open Data/transparency initiatives
· An approach to empower residents with education and tools necessary to make the City’s bureaucracy work for them.
· How they can help the City achieve a 360-degree view of the resident while ensuring privacy and security guidelines are met
· Their approach for monitoring, measuring, and tracking resident satisfaction
· Their approach for engaging residents to build collaboration tools and touch point approaches that enhance the resident experience


In addition, Respondent shall discuss its approach to the following:
· Plan for implementing and supporting the proposed CRM system
· Proposed project timeline including milestones
· Approach to project management
· Strategies, tools and safeguards for ensuring project success
· Hardware and software considerations
· Training and knowledge transfer
· Ongoing maintenance and support
· Additional factors for the City's consideration

Team Overview

Provide a brief summary of the qualifications, experience, and background of the entities that comprise Respondent’s team and its Key Personnel (as herein defined) in performing the Services as detailed in Section 2 – Scope of Services;

Respondent Profile 

Provide the following information about the Respondent:
· Respondent’s legal name 
· Number of years Respondent has been in business
· Its headquarters address
· Its principal place of business
· Its legal form (i.e., corporation, joint venture, partnership)
· Names of its principals or partners
· Whether Respondent is authorized to do business in the State of Illinois. 

Principal Contact

Indicate the name, address, email address, and telephone number of the principal contact for oral presentation or negotiations.

MBE/WBE Commitment

Summarize Respondent's commitment to comply with the MBE/WBE requirements as stated in the Professional Services MBE & WBE Special Conditions available on the City’s website.

Exceptions

Provide a brief list of any major exceptions or objections to the terms and conditions in the Sample Professional Services Agreement in Exhibit 5 that may become part of the City’s contract with the Selected Respondent.  

Addenda Acknowledgement

Acknowledge receipt of Addenda issued by the City, if any. 

Proposed Solution 

Software

The Respondent must present the specific products and versions that it is proposing.  The response to this section must also outline the high level features and capabilities of the proposed application software and indicate whether the proposed functionality is native to the product or requires an integration with a third party software product.

Respondent shall provide in succinct narrative form, a description of the following software features:
· Modules included with a description of each module proposed
· Software licensing and deployment model 
· Web-based technology
· Reporting and analysis tools
· Development and integration tool sets
· New version release schedule
· Audit trail and security capabilities
· Application architecture
· Documentation (identify specific elements of documentation that are available with the system, including system configuration and technical manuals (both online and hard copy), data element dictionary, online help, and testing scripts, etc.)

Describe what percentage of the desired functionality is met out of the box and what features are met through custom development.  Describe your approach to configuration and if applicable, your approach to software development.

The Respondent should use this narrative response as an opportunity to convey their understanding of the City’s specific requirements and how their overall solution meets the City’s needs.

Please note that this narrative response will be compared to your response to similar items in the functional and technical requirements presented in Exhibit 1 – Functional and Technical Requirements and Exhibit 2 – Interrogatories. 



Hardware and Server Environments

The City has requested a SaaS solution.  While the City is not responsible for the hardware and software necessary for the Respondent to provide and host the SaaS solution, there may be other hardware requirements necessary for the City to use the proposed solution.  The Respondent must provide a detailed specification of any and all onsite hardware or software requirements, including servers, storage devices, handheld devices, operating systems, applications, and any other hardware or software components needed to operate, run, and use the proposed solution, if any.  Please note that although the City requests that the Respondent specify all such hardware and software in its Proposal, the City reserves the right to purchase all such additional hardware and software.  In addition, specify any hardware and software minimum specifications required for user devices by user group (e.g., system administrators, super users, end user, viewer, mobile device user, etc.).

Respondent must specify details on the minimum number of environments recommended to run the specified system and its backup strategy for the solution including:
a. Development/Configuration
b. Quality Assurance/Testing
c. Training
d. Production

Functional and Technical Requirements Matrices

The City’s detailed functional and technical requirements for the CRM solution are outlined in Exhibit 1 – Functional and Technical Requirements.  The functional and technical requirements are the proposed functionality that the City desires.  Respondent shall use the format provided and answer each requirement, adding explanatory details as necessary in the Comments field or in separately attached pages using the requirement number as a reference.  The following answer key must be used when responding to each of the requirements.  

	Response to Functional and Technical Requirements

	F
	Provided Fully Functional out of the box or with configuration (no custom development)
	TP
	Third-party Software Required to fully provide the Requirement (Third-party Software must be proposed)

	CU
	Customization/Software Enhancement required to meet the Requirement
	N
	Not Included in this Proposal



Respondent must use only one code per requirement.  All requirement responses must be submitted in the format presented in the attached spreadsheets.  The requirements responses submitted will become attached to the software license and implementation services agreement.  Respondent is expected to provide a warranty for all positive responses (every response except "N").

Any requirement that is answered in any other way will be treated as an “N” response.  For your convenience, the matrices have been included with this solicitation as a Microsoft Excel workbook.  Complete the matrix on each tab in the workbook.

The functional and technical requirements represent functionality that is currently needed as well as functionality that is expected or is likely to be required in the future.  All responses that are marked F, CU, or TP must be included in the scope of the Proposal and in the Cost Proposal.  Furthermore, the module necessary to perform that functionality must be included in the scope and cost of the Proposal.

Respondent must provide estimated costs, if any, and the projected time to complete the customization for all requirement responses of "CU."

For requirement responses of “TP," the Respondent must indicate the third-party product that will be used to meet the requirement and include any additional costs in the Cost Proposal.

If a module is required for only a few functional requirements and it is not cost-effective to include in the proposal, the Respondent should mark the requirement as "N" and indicate accordingly in the comments field that this module is available, but not being included in the Proposal.  The Respondent should list the price of adding such module(s) in the Cost Proposal as an optional item so the City can properly evaluate the full cost of selecting a Respondent, should the City decide to add the optional module.

If functionality is currently not available, but expected to be available in a future version of the software, the expected release date should be noted in the Comments column.

Interrogatives  

Respondent shall provide a full and complete response to each question in Exhibit 2 – Interrogatories.  Respondent should reiterate each question in their response.  For Respondent convenience, the interrogatives are included with this solicitation as a Microsoft Word file.

Additional Functionality

Respondent shall include a description of any products and features or other value-added components available in the proposed solution that have not been specifically requested in this RFP, but that may be of benefit to the City and the residents that it serves.

Third Party Products

Respondent shall outline any and all third party products that the City of Chicago must procure in order to operate, run, or use the proposed solution that are not included in the Respondent’s Cost Proposal.

Implementation Services and Approach

Respondent must describe its approach to providing the implementation and other related services outlined in Section 2 – Scope of Services.  Respondent is to provide a concise narrative response that explains exactly how the Respondent plans to meet the requirements list outlined in the subsections below.  Where applicable, Respondent is encouraged to provide examples of how and where similar requirements are being met (or have been met previously) on other projects.  Respondent should use illustrations, diagrams, and/or attach sample material in an appendix to provide additional clarity.  The Respondent should use this narrative response as an opportunity to convey their understanding of the City’s specific requirements and how their overall approach and implementation services will meet the City’s needs. 

Implementation Plan

Provide a comprehensive implementation plan that includes all of the implementation services listed in Section 2 – Scope of Services.  Include a detailed project plan for this project indicating tasks, milestones, timelines, deliverables, and resources.  Included in the implementation plan shall be a listing of the City of Chicago personnel that Respondent desires to support the implementation and what percentage of their time, on an FTE (Full Time Equivalent) basis by month, will be required.  Please use the following table or other similar method to detail the requested information.

[image: ]

Project Management

The Respondent’s project manager will be responsible for managing and directing all project activities, risks, communications, and deliverables within the defined scope, timeline, quality standards, and budget.  The Respondent’s Project Manager shall coordinate resources for the overall project team that includes both City and Respondent resources.  

Describe in detail your approach to project management.  How will you ensure that the project is completed on time and within budget?  Describe your tools and methods for communication, issue and risk management, scope management, etc.  

Training and Knowledge Transfer

Describe in detail your approach to training and knowledge transfer.  Provide a brief overview of a training plan that addresses the training and knowledge transfer needs outlined in Section 2.2.5 – Training and Knowledge Transfer.  For each type of instructor-led training, the overview should include an outline of the training, the required number of days and classes needed, a list of documentation and manuals that will be included (e.g., training manuals, training videos, online training materials, etc.), and suggested timing of the training.

Quality Assurance/Testing

Describe your approach to quality assurance and testing to ensure that all solution components and their configuration settings will meet the City’s needs from both a functionality and performance perspective.  As part of this approach, clearly identify control tasks and testing required to validate that transitions of configuration settings and data from one environment to another (e.g., testing to production) will work properly.  Describe your user acceptance testing (“UAT”) approval process and how testing results are to be documented. 

Maintenance and Support

The Respondent shall submit its software maintenance and support plan, which must include the following components:
· Procedures to resolve critical system issues
· Emergency and 24/7 support options available
· Policy regarding future enhancements and upgrades
· Frequency of software updates and new software releases (i.e., patches and major revision levels) for the solution 
· Anticipated life cycle of the software being proposed
· Availability of tiered support options to handle potential escalations
· A description of extended agreements if they are available
· Hourly cost for on-site support that may be required
· Description of periods of scheduled maintenance and system availability during such scheduled maintenance periods

The Respondent must include a copy of their annual maintenance agreement in the Proposal and provide guaranteed annual pricing for five (5) years and the maximum annual pricing for all of the option years. 

If the Respondent offers multiple maintenance and support options, please describe the details involved with these options and identify which option you recommend for the City.

The Respondent shall detail the City’s information technology staff required to support the system in their Proposal.  List the title/role of each individual needed to support the system along with the percentage of each person’s time that will need to be spent supporting the proposed solution.

Service Level Agreements

Provide documentation of proposed service levels and performance standards.  This should include 24/7, 99.9% system availability and all other standard SLAs provided for the proposed solution and any and all help desk and support services proposed.  For each SLA, identify how you triage and include response times.  

Professional Qualifications and Specialized Experience of Respondent and Project Team Members

Company Profiles

Respondent’s Team and Role of Each Team Member

Identify the companies that comprise Respondent’s team.  Summarize the specific role and degree of involvement of each participant in Respondent’s team.  If Respondent is a business entity that is comprised of more than one legal participant (e.g., Respondent is a general partnership, joint venture, etc.), then Respondent must identify or cause to be identified all participants involved, their respective ownership percentages, and summarize the role, degree of involvement, and experience of each participant separately. 

Firm Overviews and Company Profile Information

Include a firm overview for each such firm, which should include the Respondent/prime contractor and all subcontractors, including MBE and WBE firms.  If the Respondent is proposing software provided by another company in a reseller type relationship, then also include an overview of the software provider.  The firm overview for each prime, subcontractor, and software provider shall include a completed copy of the Company Profile Form contained in Exhibit 3 as well as any additional information, such as relevant project experience, that Respondent feels is relevant to assist the City in its evaluation of Respondent’s Proposal.

Company References 

Respondent must describe their previous specialized experience on all recent CRM software implementation projects for both public and private sector organizations with more than 500,000 constituents that have commenced or been deployed within the last five years.  Please use the Reference Form included in Exhibit 3 – Company Profile and Reference Form for each such reference.  Experience will not be considered unless complete reference data is provided.    

All client reference information must be supported and verified.  Reference contacts must be aware that they are being used and agreeable to City interview and follow-up.  The City may solicit from previous clients, including the City of Chicago, or any available sources, relevant information concerning Respondent’s record of past performance. 

If Respondent proposes that major portions of the work will be performed by different team members (e.g., one entity provides the software and another entity performs implementation services), Respondent must provide at least three (3) references for each such team member, preferably from similar government entities related to contracts of similar scope and magnitude as described in this RFP.  No more than one (1) of these references may be from previous or current contracts between such team member and the City.

[bookmark: Check4]Staffing Plan and Key Personnel

Respondent must provide a staffing plan and organizational chart that identifies team members (including subcontractors, suppliers and service providers), their relationship among each other, their roles and responsibilities, and the key individuals with primary responsibility for each area of the overall project.  Respondent must also include City resources in the organizational chart.

Respondent must provide a summary of the key personnel who will be dedicated to provide the services described in this RFP.  At a minimum, Respondent must identify the project manager, lead business analysts, training manager, integration lead, information architect, and GIS lead.  For each person identified, describe the following information:
· their title and reporting responsibility
· their proposed role in this project, including the functions and tasks for which they will have prime responsibility (also indicate areas of secondary responsibility if appropriate)
· their pertinent areas of expertise and past experience (particularly for CRM implementation projects)
· location where they will provide the services (local or remote)
· resumes or corporate personnel profiles that describe their overall experience and expertise

Licenses and Certifications

Respondent must provide copies of appropriate licenses or certifications required of any individual or entity proposed to perform the services described in this RFP in the City of Chicago, County of Cook, and the State of Illinois, for itself, its partners, and its subcontractors, including evidence that Respondent is authorized by the Secretary of State to do business in the State of Illinois. Provide copies with the proposal submittal.

Capacity to Perform

Describe the capabilities of the Respondent to provide the proposed products and services for the City.  This should include a discussion of any uncompleted projects and/or contractual commitments to other clients that will affect the Respondent’s or any of its team members’ ability to deliver the products and services outlined in this RFP or that will affect the dedicated resources committed to the project.  Respondent should provide a summary of current and future client commitments and include details on completion dates.  Identify the percentage of the services that will be performed utilizing your own workforce, equipment, and facilities and the percentage of the work that will be subcontracted.

Cost Proposal (to be submitted in a separate, sealed envelope)

Respondent shall submit a detailed outline of all project costs, including software licensing (i.e., software licensing and maintenance, subscription services, implementation services, and any and all other costs.  For ease of comparing costs between Respondents, Respondent’s Cost Proposal must be presented in the format provided in Exhibit 4 – Cost Proposal Form.  Respondent shall provide additional details as necessary to fully explain the cost proposal and will highlight any costs that do not fit cleanly into the Cost Proposal Form.  

In addition, Respondent may propose an alternative pricing model for consideration.  The City reserves the right to request revised pricing from all Respondents.  The City reserves the right to negotiate a final fixed price and all terms and conditions with one or more Respondents. 

All costs must be fixed and in writing.  Costs must reflect all discounts and cost reductions based on multiple licenses/sites or other considerations.  The City of Chicago anticipates awarding a Notice-to-Proceed under this RFP for a firm, fixed price for software and implementation services.  Respondents must provide a detailed cost breakdown of all fee rates, costs, and expenses computed in the firm, fixed price to be charged to the City under Respondent's proposal.

Respondent shall also submit a total cost of ownership analysis over a period of five years.  Respondent should document all assumptions used to calculate costs that would not be included in the contract between the Selected Respondent and the City resulting from this RFP.  

Minority and Women Business Enterprises Participation Plan and Commitment

MBE/WBE Participation Plan and Commitment

Respondent must describe its plan for MBE/WBE participation and commit to achieving the MBE participation goal of 25% and WBE participation goal of 5% for this RFP.  Respondents are encouraged to provide more ambitious MBE/WBE plans if possible.  

Software licensing, SaaS licensing subscriptions, ongoing maintenance and support, and other annual fees are exempt from MBE/WBE participation.  Respondents may submit their MBE/WBE participation proposals for implementation and other professional services only.  

MBE/WBE Forms and Letters of Certification

Respondent must submit a completed Schedule D-1: Compliance Plan Regarding MBE/WBE Utilization, Affidavit of Prime Contractor referencing the goals stated in this RFP.  Respondent must also obtain a separate Schedule C-1: Letter of Intent from MBE/WBE to Perform as a Subcontractor, Supplier or Consultant completed and signed by each proposed MBE and WBE firm describing the services to be provided.  With each Letter of Intent form, Respondent should submit a current Letter of Certification issued by the City of Chicago.  The proposed MBE or WBE firm must be certified by the City of Chicago at the time of Proposal submission.  The City reserves the right to require Respondents to replace any proposed MBE or WBE that is not certified with the City of Chicago.

The percentage participation for each MBE and WBE firm on the individual Schedule C-1: Letter of Intent from MBE/WBE to Perform as a Subcontractor, Supplier or Consultant should match the percentages for each MBE and WBE firm listed on the Schedule D-1: Compliance Plan Regarding MBE/WBE Utilization, Affidavit of Prime Contractor.  All forms submitted must have original signatures.  Failure to submit these documents or submitting incomplete documents may result in Respondent being declared non-responsive and may result in the rejection of Respondent’s Proposal.

All forms required in this section are available at the City’s website.

In order to determine the best way to achieve and document MBE/WBE participation, Respondent should refer to the Professional Services MBE and WBE Special Conditions regarding Minority Business Enterprise Commitment and Women Business Enterprise Commitment.  To locate MBE and WBE firms who are currently certified with the City of Chicago in various areas of specialty, you may search the City’s MBE/WBE Directory Database on the City’s website.

Financial Statements

Respondent should provide a copy of its audited financial statements for the last three years.  Respondents that are comprised of more than one legal entity must include financial statements for each entity.  The City reserves the right to accept or reject any financial documentation other than the financial statements requested by this section.  If Respondent is not the provider of the software solution, then Respondent should also provide a copy of the audited financial statements of the software provider.

If Respondent is unable to provide audited financial statements, Respondent shall state the reasons in its Proposal and provide financial documentation in sufficient detail to enable the City to assess Respondent’s financial condition.  Sufficient alternate documentation would be unaudited financial statements from those Respondents not required to have their financial statements audited.  At a minimum, the statements need to be the balance sheets and income statements (or equivalent) for the requested three years.  Assets/liabilities and income/expenses must be presented in adequate detail for the City to assess the financial condition of the Respondent.

Economic Disclosure Statement and Affidavit (EDS)

Respondent must process an online Economic Disclosure Statement and Affidavit.  At the end of the process, the system will generate a one page certificate of filing.  Respondent shall submit a copy of two documents with their proposal: (1) Certificate of Filing printed from the system and (2) hardcopy of the executed online EDS Acknowledgement form in lieu of hardcopy EDS forms.

If Respondent is a joint venture or partnership, attach a copy of the joint venture or partnership agreement signed by an authorized officer of each partner.  Each partner must submit a separate EDS and one in the name of the joint venture or partnership.

Subcontractors may be asked, at the City’s discretion, to submit an EDS during the evaluation process.

Respondent’s Corporate History, Business License, and Authority to do Business in Illinois

Respondent’s Corporate History

Respondent must provide a chronological history of all mergers and/or acquisitions (if any) involving the Respondent and each legal entity comprising Respondent, including all present and former subsidiaries or divisions and any material restructuring activities, if applicable.  Include any such forthcoming actions, if such disclosure has already been made generally available to the public and is permitted by law.

If Respondent is not the provider of the software solution, then Respondent should also provide a corporate history for the software provider.

Business License/Authority to do Business in Illinois

Respondent must provide copies of appropriate licenses or certifications required of any individual or entity performing the services described in this RFP in the City of Chicago, State of Illinois, for itself, its partners and its subcontractors, including evidence that Respondent is authorized by the Secretary of State to do business in the State of Illinois.  Provide copies with the Proposal submission.

These requirements will vary depending upon the circumstances of each Respondent. See the Department of Business Affairs and Consumer Protection’s (BACP) website for additional information.

If required by law, Respondents are required to have an Illinois Business License.  See the State of Illinois, Department of Business Services’ website for additional information.

Additionally, visit the State of Illinois, Division of Professional Regulation’s website for information regarding the State of Illinois’ Professional Certifications.

Legal Actions

Respondent must provide a list and a brief description of all material legal actions, together with any fines and penalties, for the past five years in which (a) Respondent or any division, subsidiary, or parent entity of Respondent, or (b) any member, partner, etc., of Respondent if Respondent is a business entity other than a corporation, has been:
· A debtor in bankruptcy; or
· A plaintiff or defendant in a legal action for deficient performance under a contract or violation of a statute or related to service reliability; or 
· A respondent in an administrative action for deficient performance on a project or in violation of a statute or related to service reliability; or 
· A defendant in any criminal action; or 
· A named insured of an insurance policy for which the insured has paid a  claim related to deficient performance under a contract or in violation of a  statute or related to service reliability; or 
· A principal of a bond for which a surety has provided contract performance or compensation to an obligee of the bond due to deficient performance under a contract or in violation if a statute or related to service reliability; or 
· A defendant or respondent in a governmental inquiry or action regarding accuracy of preparation of financial statements or disclosure documents. 

The City reserves the right to request similar legal action information from Respondent’s team members during the evaluation process.

Insurance

Respondent is required to provide a statement on their company letterhead stating their agreement to meet all insurance requirements by the City in Exhibit 6 – Insurance Requirements.  Prior to contract award, the selected Respondent will be required to submit evidence of insurance in the appropriate amounts. 

Exceptions

Provide a list of any exceptions or objections to the terms and conditions in the Sample Professional Services Agreement in Exhibit 5 that may become part of the City contract with the selected Respondent.  The terms and conditions attached should not be construed as the sum total of the terms and conditions that will constitute the final contract.  Furthermore, the City may make changes to the attached terms and conditions in its discretion.  Respondent must identify any exceptions or objections to those terms and conditions in its Proposal.  If Respondent does not list such exceptions or objections in its Proposal, the City will not entertain any such exceptions or objections on these provisions during contract negotiation.

[bookmark: _Toc365463275]Proposal Evaluation

Section 4 –  
[bookmark: _Summary_of_Key][bookmark: _Toc365463276]Evaluation Process

An Evaluation Committee, which will include representatives of the Department of Innovation and Technology, 311 City Services, and the Department of Procurement Services and may include representatives of the Foundational Departments of the City (“Evaluation Committee” or “EC”) will review and evaluate the Proposals, as described below.

The RFP proposal evaluation process is organized into three phases:
· Phase I – Preliminary Proposal Assessment
· Phase II – Proposal Evaluation
· Phase III –Demonstrations and/or Oral Presentations

Phase I – Preliminary Proposal Assessment

Phase I will involve an assessment of the Respondent’s compliance with and adherence to all submittal requirements requested in Section 4 – Proposal Requirements.  Proposals that are incomplete and/or missing key components necessary to fully evaluate the Proposal may, at the discretion of the EC, be declared non-responsive and may be rejected from further consideration.  The City at its discretion may waive non-material omissions or provide an opportunity to cure.

Phase II – Proposal Evaluation

In Phase II, the EC will evaluate the extent to which a Respondent’s proposal meets the project requirements set forth in the RFP.  Phase II will include a detailed analysis of the Respondent’s proposed solution, qualifications, experience, approach and methods, cost proposal, and other factors based on the evaluation criteria outlined in Section 5.2 – Evaluation Criteria. 

As part of the evaluation process, the EC will review the information required by Section 4 – Proposal Requirements for each Proposal received.  The EC may also review any other information that is available to it, including, but not limited to, information gained by checking references and by investigating the Respondent’s financial condition.  

The City reserves the right to seek clarification of any information that is submitted by any Respondent in any portion of its Proposal or to request additional information at any time during the evaluation process.  Any material misrepresentation made by a Respondent may void the Proposal and eliminate the Respondent from further consideration.

The City reserves the right to enlist independent consulting services to assist with the evaluation of all or any portion of the Proposal responses as it deems necessary.

After the Evaluation Committee completes its review of Proposals in Phase II, it may submit to the Chief Information Officer a recommended short list of Respondents (Phase III), or the EC may forego Phase III and submit a recommendation to select a Respondent, and/or recommend to reject any or all Proposals.

Phase III – Demonstrations and/or Oral Presentations

If the EC submits a short list of Respondents for further review, then, in the sole discretion of the Chief Information Officer, those short-listed Respondents may be subject to a site visit and/or be invited to appear before the Evaluation Committee for an oral presentation and demonstration to clarify information provided in Respondents’ Proposals, and/or to ask Respondents to respond to additional questions.  

Following oral presentations and demonstrations, the Evaluation Committee will make a final evaluation of the Respondents and submit its recommendation to the Chief Information Officer.  Such recommendation may be to enter into negotiations with only one Respondent or may be to enter into negotiations with more than one Respondent.

Upon receipt of the EC’s recommendation, the Chief Information Officer will submit a decision (concurrence or rejection of the EC’s recommendation) to the Chief Procurement Officer.  The Chief Procurement Officer shall then consider the Chief Information Officer's recommendation and exercise her authority to either notify the Respondent(s) to enter into contract negotiations or reject the recommendation and offer alternate options.

The City will require the selected Respondent(s) to participate in contract negotiations.  In order to award a contract that represents the best value to the City, as determined by the Chief Information Officer and the Chief Procurement Officer, the City reserves the right to enter into concurrent competitive price negotiations with one or more qualified respondent(s).  The City's requirement that a selected Respondent negotiate is not a commitment by the City to award a contract. 

The City reserves the right to terminate this RFP solicitation at any stage if the Chief Procurement Officer determines this action to be in the City's best interest.  The receipt of Proposals or other documents will in no way obligate the City of Chicago to enter into any contract of any kind with any party.

[bookmark: _Evaluation_Criteria][bookmark: _Toc365463277]Evaluation Criteria

The Evaluation Committee will review the overall responsiveness and completeness of the Proposal with respect to the requirements outlined in this RFP and Respondent's Proposal, including any and all proposed optional and additional software and services, as well as the outcome of any site visits, oral presentations, demonstrations, and negotiations, using the following criteria, which are not listed in any particular order:

Proposed Solution
The EC will consider the Respondent’s proposed solution and the responses to the Functional and Technical Requirements (Exhibit I) and Interrogatives (Exhibit II), including any proposed exceptions. The EC will consider the following:
· Degree to which Respondent’s proposed solution meets the City’s business and technical requirements.
· Added value of any particular component(s) of the proposed solution.
· Capabilities of the computer technology aspects of the proposed solution, including communications, programmability, report generation, and interfaces.
· Impact of the proposed solution on the operations of the user departments, and the demonstrated ability of the solution to enhance operational efficiency and effectiveness.

Qualifications and Experience
The EC will consider Respondent’s professional competence as evidenced by the information submitted by Respondent documenting Respondent’s:
· Ability to provide the Services described in the RFP, including capacity to achieve the project goals, objectives, and Scope of Services described in this RFP.
· Professional qualifications and specialized experience of Respondent and its team implementing CRM solutions of similar scope and magnitude (e.g., specifically with respect to large organizations and government agencies).  
· Professional qualifications, specialized experience, and local availability of Respondent’s Key Personnel committed to the City account pursuant to Section 4.2.5.3 – Key Personnel. 
· Past and current performance of respondent (and team members) on other contracts in terms of quality of services and compliance with performance schedules and standards.  The Evaluation Committee may solicit from current and/or previous clients, including the City, other government agencies, or any available sources, relevant information concerning Respondent’s record of performance.

Overall Implementation Approach and Services
The EC will consider the quality, completeness, and feasibility of the proposed approach for implementation services, including the implementation plan, project management methods, training plan, and long term maintenance and support services.  The EC will review each proposal for the Respondent’s understanding of the objectives and requirements in the Scope of Services.  Each Respondent will be evaluated on its overall strategy, methodology, and approach to meeting the City’s vision and requirements.

Cost Proposal
The EC will consider the reasonableness and competitiveness of Respondent’s cost proposal (including the completeness with which the pricing tables are submitted) and the projected life cycle costs.  While Respondent’s Cost Proposal is important, it will not be the only factor in the selection process.

MBE/WBE Participation
The EC will evaluate the level, relevancy, and quality of participation by MBE and WBE firms certified by the City of Chicago.  Failure to meet this requirement may be cause for disqualification.

Legal Actions
The EC will consider legal actions, if any, against Respondent and any division, subsidiary, or parent company of Respondent, or against any member, partner, etc., of Respondent if Respondent is a business entity other than a corporation. 

Financial Stability
The EC will consider the financial condition of Respondent and its software provider(s) if Respondent is not the provider of the proposed software.  Respondent, and its software provider(s) if Respondent is not the provider of the proposed software, must be financially stable to ensure performance over the duration of the contract.
	
Compliance with Laws, Ordinances, and Statutes
The EC will consider Respondent’s compliance with all laws, ordinances, and statutes governing the contract.  See City of Chicago EDS requirements online.

Conflict of Interest
The EC will consider any information regarding Respondent, including information contained in Respondent’s Proposal, that may indicate any conflicts (or potential conflicts) of interest which might compromise Respondent’s ability to satisfactorily perform the proposed Services or undermine the integrity of the competitive procurement process.  If any Respondent has provided any services for the City in researching, consulting, advising, drafting, or reviewing of this RFP or any services related to this RFP, such Respondent may be disqualified from further consideration.

Degree to which the Respondent accepts the Terms and Conditions in the City’s Sample Professional Services Agreement
Respondent must indicate the degree to which it accepts the terms and conditions in the City’s Sample Professional Services Agreement in Exhibit 5.  A Respondent that takes material objections to the City’s terms and conditions may be found to be non-responsive and its Proposal may be rejected.
[bookmark: _Toc365463278]Additional Details of the RFP Process

Section 5 –  
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If it becomes necessary to revise or expand upon any part of this RFP, clarifications and/or addenda will be sent to all of the prospective Respondents that submitted their contact information to: bidandbond@cityofchicago.org. 

The City will make the list of prospective Respondents that provided their electronic contact information available prior to the Proposal due date.  Prospective Respondents are automatically listed when they send the contact information to the email address above.  Each addendum is incorporated as part of the RFP documents, and the Respondent must acknowledge receipt of all addenda in its Proposal.

Sending City addenda is a courtesy to the Respondent.  Respondents are solely responsible for acquiring the necessary information or materials from the DPS Website.

The prospective Respondents list and any addenda will be available via the Department of Procurement Services website: http://www.cityofchicago.org/bids.

[bookmark: _Toc365463280]City’s Right to Reject Proposals

The City of Chicago, acting through its Chief Procurement Officer, reserves the right to reject any and all Proposals that do not conform to the requirements set forth in this RFP or that do not contain at least the information required in this RFP.  If no Respondent is selected through this RFP process, then the Chief Procurement Officer may utilize any other procurement method available under the Municipal Purchasing Act and the Municipal Code of Chicago to obtain the products and services described in this RFP.

[bookmark: _Toc365463281]No Liability for Costs

The City is not responsible for costs or damages incurred by Respondents, member(s), partners, subcontractors, or other interested parties in connection with the RFP process, including but not limited to costs associated with preparing the Proposal and of participating in any conferences, site visits, product/system demonstrations, oral presentations, or negotiations.

[bookmark: _Toc365463282]Prohibitions on Certain Contributions – Mayoral Executive Order No. 11-4

Respondents to this RFP are required to adhere to Mayoral Executive Order No. 2011-4 which is embedded in this document as a .pdf file below.

  



[bookmark: _Toc365463283]False Statements

Respondents to this RFP are required to adhere to the Chicago False Claims Act, including the 1-21-010 False Statements, 1-21-020 Aiding and Abetting, and 1-21-030 Enforcement Act subsections.

[bookmark: _Toc365463284]Participation by Other Local Government Agencies

Other local government agencies may participate on a contract(s) stemming from this solicitation.  This provision will only apply if the participating government agency and the Selected Respondent(s) can reach agreement on all terms and conditions.  Other participating agencies will enter into their own contracts for all goods and services directly with the Selected Respondent.  Participation by other agencies shall have no adverse effect on any other agency purchasing off of a contract awarded pursuant to this solicitation.  No government agency will be responsible for any obligation due to or from any other agency to or from the Selected Respondent(s), with respect to contracts entered into by those other government agencies.  No government agency will be liable for the acts or omissions of any other agency.

Examples of Local Government Agencies (Sister Agencies) are: Board of Education, Chicago Park District, City Colleges of Chicago, Chicago Transit Authority, Chicago Housing Authority, Chicago Board of Elections, Metropolitan Pier and Exposition Authority (McCormick Place, Navy Pier), and the Municipal Courts.
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The following pages contain the functional and technical requirements matrices.
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	City of Chicago - Constituent Relationship Management Requirements
	
	

	
	Instructions: For each requirement, please insert an "F" if the requirement will be met with no customization.  Insert a "CU" if customization will be necessary to meet the requirement.  Insert a "TP" if third party software will be needed to meet the requirement.  Insert an "N" if the functionality is not part of this Proposal. 
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	Service Request Management
	Response
	Comments

	Service Request Entry
	 
	 

	1.01
	The solution provides the ability for the user to select the service request category type from a drop down list or auto fill.
	 
	 

	1.02
	The solution provides a system generated unique service transaction number (identifier) after a service request is created.
	 
	 

	1.03
	The solution provides a unique identifier for each service request beginning with the year.
	 
	 

	1.04
	The solution provides a status field that includes, but is not limited to, open, in progress, suspended, field verification, on hold, complete, escalated, or other.
	 
	 

	1.05
	The solution allows the status field to be automatically updated when certain workflow items are completed.
	 
	 

	1.06
	The solution provides the ability to link forms (such as PDF) and other documents (e.g., pictures) to requests.
	 
	 

	1.07
	The solution displays whether or not there is an attachment (at intake, in work queue, and query).
	 
	 

	1.08
	The solution provides the ability for residents to submit requests anonymously based on request type.
	 
	 

	1.09
	The solution allows the entry of multiple requests from a single call without reentering profile data.
	 
	 

	1.10
	The solution provides the ability to auto-populate fields based on previous calls or other known data.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.11
	The solution provides the ability for users to enter a service request as a predefined service area (e.g., block, address range, grid) with multiple instances.
	 
	 

	1.12
	The solution provides the ability for a service request type field to allow distinction between initial or follow-up inquiry.
	 
	 

	1.13
	The solution provides the ability to capture different types of intake data, including but not limited to: date, resident profile data, issue type, issue description, time of day problem occurred, safety concern, location, etc.
	 
	 

	1.14
	The solution provides the ability to force the required entry of fields based on service request type.
	 
	 

	1.15
	The solution provides the ability for an agent to see service level agreements for each service request type.
	 
	 

	1.16
	The solution provides the ability to capture the asset linkage data and inventory.
	 
	 

	1.17
	The solution provides an easy-to-use interface that allows users quick access to frequently used functions.
	 
	 

	1.18
	The solution provides hot keys for frequently used functions.
	 
	 

	1.19
	The solution provides the ability to set up appointments via a calendaring feature.
	 
	 

	1.20
	The solution provides a template for "actions to be taken" field(s) to provide for complete documentation of the resolution to the request.
	 
	 

	1.21
	The solution provides the ability to allow entry for multiple address descriptions for the same location per service request, each able to be assigned a type code (e.g., reporting, mailing, problem location, vanity address, etc.), which can be verified against the city's GIS system, utilizing the GIS layer appropriate to the type of service request.
	 
	 

	1.22
	The solution provides the ability to display existing open service requests when the agent enters an address and, should the resident be calling about an existing request, allow that information to be added to the original ticket so that a count of callers on the same request can be maintained.
	 
	 

	1.23
	The solution provides the ability to display recently closed (and transferred) service requests when the agent enters an address.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.24
	The solution provides the ability to display complete call history when the agent enters an address and/or name.
	 
	 

	1.25
	The solution provides the ability to add additional information regarding the exact location of the service request issue (e.g., actual location of plumbing or downed tree).
	 
	 

	1.26
	The solution provides the ability to add/change information to the intake form at a later date (e.g., customer calls back or after field verification).
	 
	 

	1.27
	The solution provides the ability to automatically determine duplicate requests by type, date range, and physical location/geography (e.g., alleys, location in park, open field, etc.).
	 
	 

	1.28
	The solution allows duplication algorithms to be configured at the service type level.
	 
	 

	1.29
	The solution provides the ability to create parent-child relationships so multiple service requests may be linked to a master request.
	 
	 

	1.30
	The solution provides the ability to automatically link more than one master service request to another master service request.
	 
	 

	1.31
	The solution provides the ability to create a follow-on action without generating a new service request.
	 
	 

	1.32
	The solution provides the ability to map all nearby requests for manual duplication at time of intake.
	 
	 

	1.33
	The solution provides a unique identifier for each resident, so that all requests and contacts from a resident may be linked (e.g., for the purpose of providing a history for that resident).
	 
	 

	1.34
	The solution provides the ability to recognize repeat callers/web users and assign unique identifier appropriately.
	 
	 

	1.35
	Noting that some residents may choose to remain anonymous, the solution provides the ability to require an agent to satisfy a prompt about the resident's choice.
	 
	 

	1.36
	The solution provides the ability to redact resident information for reporting, printing or service fulfillment if the resident chooses to remain anonymous.
	 
	 

	1.37
	The solution provides administrative tools for name correction, duplicate checking, and merging of contacts.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.38
	The solution provides an undo function for the most recently entered field.
	 
	 

	1.39
	The solution requires user confirmation of a deletion.
	 
	 

	1.40
	The solution provides an automatic default to today's date with the ability to override.
	 
	 

	1.41
	The solution provides the ability to record activity notes related to a request, that are unlimited in length, and provides scrolling capabilities for viewing.
	 
	 

	1.42
	The solution provides the ability to display notes in reverse chronological order and include author identification.
	 
	 

	1.43
	The solution provides automatic date/timestamp by user ID for all activity.
	 
	 

	1.44
	The solution provides the ability to record the person making an activity note entry based on user ID.
	 
	 

	1.45
	The solution provides spell checking capabilities.
	 
	 

	1.46
	The solution provides auto save capabilities.
	 
	 

	1.47
	The solution provides the ability to set up approval authority based on request type or task.
	 
	 

	1.48
	The solution provides the ability to display the resident's previous interactions using different search features.
	 
	 

	1.49
	The solution provides the ability to prevent a request from being closed until all associated work is completed.
	 
	 

	1.50
	The solution provides the ability to have the knowledge base content and service request form simultaneously appear on the computer monitor.
	 
	 

	1.51
	The solution provides the ability to initiate a service request from within a knowledge base article using the appropriate template for service request entry based on request type.  
	 
	 

	1.52
	The solution provides the ability to initiate an inquiry record from within a knowledge base article to record the topic of the call.
	 
	 

	1.53
	The solution provides context-sensitive online help when a procedure is incorrectly executed.
	 
	 

	1.54
	The solution provides the ability to track the origin of the request.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.55
	The solution provides the ability to audit a request based on user-defined criteria.
	 
	 

	1.56
	The solution provides the ability to associate a request with multiple residents.
	 
	 

	Routing & Escalation
	 
	 

	1.57
	The solution provides the ability to automatically route resident requests and items to the appropriate provider, department, or staff for prompt action, to notify the department that the request is in queue, and to allow the department to forward the request to another department or return it to 311 if necessary.
	 
	 

	1.58
	The solution provides the ability to route a service request to an outside agency.
	 
	 

	1.59
	The solution provides the ability to establish SLAs for each of the steps in a request that is sent to multiple departments.
	 
	 

	1.60
	The solution allows tasks to be routed or re-routed manually to work queues.
	 
	 

	1.61
	The solution allows notification of an item in the work queue (or member(s) of a group) via email or dynamic refresh of the work queue display.
	 
	 

	1.62
	The solution provides the ability to automatically assign staff on a geographic basis.
	 
	 

	1.63
	The solution provides the ability to automatically assign staff on a project/task basis.
	 
	 

	1.64
	The solution provides the ability to assign staff based on responses to flex questions.
	 
	 

	1.65
	The solution provides the ability to cc: a service request to multiple departments and enable all parties to maintain visibility to status.
	 
	 

	1.66
	The solution provides the ability to create the shortest distance daily route for selected and assigned service requests in a work queue.
	 
	 

	1.67
	The solution provides the ability to map the shortest distance daily routes.
	 
	 

	1.68
	The solution provides the ability to dynamically reroute service requests.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.69
	The solution provides the ability to automatically assign a priority code, based on transaction type, with an override allowed (e.g., for City Council requests, managing directors' office requests, service requests which impact a large group of residents, time sensitive requests, or after hours requests).
	 
	 

	1.70
	The solution provides the ability to escalate requests manually or automatically based on predefined escalation rules (e.g., when a SLA expires).
	 
	 

	1.71
	The solution provides the ability to automatically escalate service requests that indicate the presence of critical safety issues.  The solution should include the ability to provide prompts/questions to an agent to help in determining level of criticality, including taking actions such as warm transfers to 911.  
	 
	 

	1.72
	The solution provides the ability to create and update automatic or manual reminders that are time triggered and defined for each query type.
	 
	 

	1.73
	The solution provides alerts and notifications to responsible parties upon call assignment or when past due.
	 
	 

	1.74
	The solution provides the ability to alert at threshold volumes for service types.
	 
	 

	1.75
	The solution provides automatic escalation to supervisor(s) for past due, emergency, high visibility/urgent requests or large volumes of requests.
	 
	 

	1.76
	The solution provides the ability to push alerts to mobile devices.
	 
	 

	1.77
	The solution provides the ability to set business hours in calculation of performance against SLAs, noting that business hours may be different across different service request types.
	 
	 

	1.78
	The solution provides the ability to identify requests that are nearing their service level agreement.
	 
	 

	1.79
	The solution provides the ability to identify requests that have exceeded their service level agreement.
	 
	 

	1.80
	The solution provides the ability to notify a specified list of City users that a service request is nearing completion.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.81
	The solution provides the ability to notify a specified list of City users that a service request has not been completed in the agreed upon timetable.
	 
	 

	1.82
	The solution provides the ability to flag a service request as "under investigation."  This will cause the system to retain the service request and all associated attachments as long as the record remains under investigation, even if normal records retention policy rules would have deleted it.
	 
	 

	1.83
	The solution provides the ability to enter multiple outcomes for a service request.
	 
	 

	Multi-Channel Integration
	 
	 

	 
	The solution provides the ability to accept requests or inquiries and track those requests in a single database or source from multiple channels, including:
	 
	 

	1.84
	In person
	 
	 

	1.85
	By phone 
	 
	 

	1.86
	By mail
	 
	 

	1.87
	By kiosk
	 
	 

	1.88
	By text
	 
	 

	1.89
	By TTY
	 
	 

	1.90
	By email (e.g., Gmail, Yahoo, AOL)
	 
	 

	1.91
	Over the web 
	 
	 

	1.92
	Via smartphone
	 
	 

	1.93
	Via tablet/pad
	 
	 

	1.94
	Via social media technology (e.g., Twitter, Facebook, etc.)
	 
	 

	Communications Management
	 
	 

	1.95
	The solution provides the ability to support both unstructured and structured inbound e-mails.
	 
	 

	1.96
	The solution provides the ability to date/timestamp attachment entries.
	 
	 

	1.97
	The solution provides the ability to identify the user who attached a document.
	 
	 

	1.98
	The solution provides the ability to recognize invalid format or entries.
	 
	 

	Reference Number
	Service Request Management
	Response
	Comments

	1.981
	The solution provides the ability to share service request-related notes generated by City personnel with residents.
	 
	 

	1.982
	The solution provides internal real-time message routing capability for broadcasting content to all, or a specific group of users
	 
	 

	1.983
	The solution provides the ability to accept responses from push communication.
	 
	 

	1.984
	The solution provides the ability to send forms/articles/documents to the resident.
	 
	 

	1.985
	The solution provides the ability to limit the file size of forms/articles/documents that can be received by the City.
	 
	 

	1.986
	The solution provides the ability to link to documents that may be stored in other systems.
	 
	 

	1.987
	The solution provides the ability to auto-populate data into a notes or comments field.
	 
	 

	Documentation Management
	 
	 

	1.988
	The solution provides the ability to handle storage and versioning of Microsoft products (Word, Excel, PowerPoint, etc.).
	 
	 

	1.989
	The solution allows a user to check in/check out/store documents without going through menu options within the source products.
	 
	 

	1.99
	The solution provides the ability to view documents in their native format without having the original application loaded on the viewer’s computer.
	 
	 

	1.991
	The solution provides the ability to manage documents (including photos) by role and classification to ensure protected information is not inadvertently released or compiled inappropriately.
	 
	 








	Reference Number
	Resident Self-Service
	Response
	Comments

	2.01
	The solution provides the ability for the City's public web site to interface with the CRM tool’s database so that residents can access it via the web.
	 
	 

	2.02
	The solution provides the ability to transfer banner ads to the web and mobile devices.
	 
	 

	2.03
	The solution provides the ability for residents to create a user-defined map with updated service request content.
	 
	 

	2.04
	The solution provides the ability for the public web site to provide instructions for non-English speaking individuals.
	 
	 

	2.05
	The solution supports the presentation of information through a limitless number of web links.
	 
	 

	2.06
	The solution provides the ability for a resident to use a single account log-in to access a variety of City services regardless of the department offering the service for the purpose of submitting or tracking requests.
	 
	 

	2.07
	The solution provides the ability for residents to create (and change) a personal password.
	 
	 

	2.08
	The solution provides the ability for residents to submit requests anonymously based on request type.
	 
	 

	2.09
	The solution provides the ability for residents to track requests anonymously based on request type.
	 
	 

	2.10
	The solution provides the ability to auto-suggest service request content based on the type of request being created.
	 
	 

	2.11
	The solution provides the ability for residents to submit and update personal contact information in a resident profile, which would be validated by the City.
	 
	 

	2.12
	The solution provides the ability to create a contact log that identifies the frequency and number of interactions with residents, regardless of channel utilized.
	 
	 

	2.13
	The solution provides the ability to send e-mail (resident preferred method) confirmations of any changes residents made to their resident profile.
	 
	 

	2.14
	The solution provides the ability to tailor the web entry forms for public use to a subset of transactions used by the City.
	 
	 

	Reference Number
	Resident Self-Service
	Response
	Comments

	2.15
	The solution provides the ability for web entry forms for the public to use the same business-defined editing rules as transactions entered by a City operator.
	 
	 

	2.16
	The solution provides the ability to notify a resident of the expected SLA for the request type and direct them to place a call for more urgent needs.
	 
	 

	2.17
	The solution provides the ability to provide additional information defined for the request type, such as questions that determine whether the appropriate request type has been selected.
	 
	 

	2.18
	The solution provides the ability for on-line service requests to generate error messages indicating the missing information if all required information is not entered.
	 
	 

	2.19
	The solution provides the ability for the City to temporarily disable certain service request types.
	 
	 

	2.20
	The solution provides the ability to conduct on-line transactions and reservations, including but not limited to: applying for permits, reserving locations, filing a cab complaint, registering for a City or sister agency program, etc.
	 
	 

	2.21
	The solution provides the ability to validate addresses entered by a resident on a self-service request.
	 
	 

	2.22
	The solution provides the ability to require an e-mail address confirmation on entry point.
	 
	 

	2.23
	The solution provides the ability for a resident to attach a document or image to the service request  
	 
	 

	2.24
	The solution provides the ability to create a business rule that limits the number of attachments that can be posted to a single service request.
	 
	 

	2.25
	The solution provides a trouble-shooting guide for residents that is interactive and easy to understand.
	 
	 

	2.26
	The solution provides the ability to track a user's activity when they are attempting to resolve issues.
	 
	 

	2.27
	The solution provides the ability to post web entries as real-time transactions to the CRM database.
	 
	 

	Reference Number
	Resident Self-Service
	Response
	Comments

	2.28
	The solution provides the ability to allow a resident to opt-out of any script at any time along the process.
	 
	 

	2.29
	The solution provides the ability for a requestor to print the service request via PDF that can be time and date stamped.
	 
	 

	2.30
	The solution provides the ability to display to the resident a confirmation page after submission of a service request via the web.
	 
	 

	2.31
	The solution provides the ability to automatically send an email to the resident that submits a request through the website to acknowledge receipt with the unique service request number.
	 
	 

	2.32
	The solution provides the ability for a resident to identify multiple email addresses to be used for confirmation or status updates.
	 
	 

	2.33
	The solution allows residents to review the status of a service request and their service request history.
	 
	 

	2.34
	The solution provides the ability to control how or if additional information can be added to an existing service request.
	 
	 

	2.35
	The solution provides the ability to notify a resident upon change of status of a service request such as completion of the request.
	 
	 

	2.36
	The solution provides ability for requests submitted via resident self-service to be automatically routed to the 311 call center for prompt resolution based on the City's business rules as defined in the CRM system.
	 
	 

	2.37
	The solution provides ability for call center agent to retrieve a service request that was submitted online via self-service
	 
	 

	2.38
	The solution provides ability to detect duplicates when a call comes into 311 and a resident has already submitted a request.
	 
	 

	2.39
	The solution provides the ability for a call center agent to retrieve any documents or images included with a service request submitted online via self-service.
	 
	 

	2.40
	The solution provides the ability to automatically send a resident satisfaction survey based on request type within a user-defined timeframe.
	 
	 

	2.41
	The solution provides the ability for residents to opt-in/out of e-mailings, newsletters, surveys and/or special promotions.
	 
	 

	Reference Number
	Resident Self-Service
	Response
	Comments

	2.42
	The solution provides the ability to scan social media sites and parse information into usable form.
	 
	 

	2.43
	The solution provides the ability to complete/attach forms/applications to the service request.
	 
	 

	2.44
	The solution provides the ability to auto-populate resident content based on previously submitted content.
	 
	 

	2.45
	The solution provides the ability to capture multiple address types.
	 
	 

	2.46
	The solution provides the ability to capture multiple phone numbers.
	 
	 

	2.47
	The solution provides the ability to capture multiple email addresses.
	 
	 

	2.48
	The solution provides the ability to capture multiple social media contact information.
	 
	 

	2.49
	The solution provides the ability for a resident to select a preferred communications channel.
	 
	 









	Reference Number
	Workflow
	Response
	Comments

	Configuration
	 
	 

	3.01
	The solution ensures that City of Chicago name and logo can be branded on the application such that the look and feel can be made consistent with the City's web site.
	 
	 

	3.02
	The solution provides the ability to define service level agreements for each service request type.
	 
	 

	3.03
	The solution provides the ability to create user-defined fields that are searchable and define default values and edit rules for the user defined fields.
	 
	 

	3.04
	The solution provides calendar pop-up functions for all date-related fields that are entered.
	 
	 

	3.05
	The solution provides the ability to create requests that allow quick recording without detailed information, during extraordinary events.
	 
	 

	3.06
	The solution provides the ability to establish and/or revise status dates such as receipt, assignment/approval, effective/start, projected/targeted start, projected time interval, expected completion, suspension, resume, completed and/or close dates based on user-defined parameters.
	 
	 

	3.07
	The solution provides the ability to create scripts for call center agents to prompt them to ask drill-down questions and collect all necessary information to process a request.
	 
	 

	3.08
	The solution supports branching based on responses to questions in the script.
	 
	 

	3.09
	The solution provides the ability to modify, delete, and archive scripts.
	 
	 

	3.10
	The solution provides the ability to establish user-defined workflow options per request type.
	 
	 

	3.11
	The solution provides the ability to establish work queues for each department, or sub-department, for routing of requests.
	 
	 

	3.12
	The solution provides the ability to manage different permissions for access to data and service request types based on user profile.
	 
	 

	3.13
	The solution provides the ability to configure the system view (or dashboard) based on user profile so that each user has ready access to the most pertinent CRM functionality and current status information for their role.
	 
	 

	Reference Number
	Workflow
	Response
	Comments

	3.14
	The solution provides the ability to create customer satisfaction surveys that can be delivered via phone, e-mail, or the web according to resident preferred contact method.
	 
	 

	3.15
	Solution configurations do not require IT expertise.
	 
	 

	3.16
	Administration rights within the solution can be set at multiple levels.
	 
	 

	Workflow Automation
	 
	 

	 
	The solution provides the ability to easily maintain workflow tables to perform functions including, but not limited to the following: 
	 
	 

	3.17
	Add new workflow group 
	 
	 

	3.18
	Add/delete/change member in workflow group 
	 
	 

	3.19
	The solution provides the ability to transfer collected information with the workflow, including attachments.
	 
	 

	3.20
	The solution provides the ability to set permissions for what group can workflow to what other groups.
	 
	 

	3.21
	The solution provides graphical tools to create/edit workflows.
	 
	 

	3.22
	The solution provides the ability for a supervisor/manager to see workflows assigned within their workgroup(s).
	 
	 

	3.23
	For certain service requests (e.g., those generated by a new 311 agent or those generated external to the 311 call center), the solution provides the ability for a City employee to review the content prior to the service request being placed in a departmental queue.
	 
	 

	3.24
	The solution provides the ability to capture resource use (e.g., hours, time, manpower, equipment, etc.)
	 
	 

	3.25
	The solution provides the ability to create alerts.
	 
	 

	3.26
	The solution provides the ability to re-assign requests.
	 
	 





	Reference Number
	Knowledge Base Management
	Response
	Comments

	4.01
	The solution provides an easy to use online phone and service directory searchable by name, special event, service provided, or department/division.  The solution provides the ability to include appropriate web links.    
	 
	 

	4.02
	The solution provides the ability to have two separate Frequently Asked Questions (FAQs)/knowledge base views: an internal-facing view and a public-facing view for access by residents.
	 
	 

	4.03
	The solution allows the knowledge base and FAQs to contain sections (including portions of pages) so viewing may be restricted based on the department and/or specific user permissions.
	 
	 

	4.04
	The solution allows the phone directories to contain sections so viewing may be restricted based on the public/private, department and/or specific user permissions.
	 
	 

	4.05
	The solution provides an online contact directory for commonly requested non-City agencies.
	 
	 

	4.06
	The solution provides FAQs that are definable and searchable .
	 
	 

	4.07
	The solution provides the ability to set permissions so that FAQs display only to internal users (such as specific departments) or publish to the City's web site for access by residents.
	 
	 

	4.08
	The solution allows FAQs to be sorted into categories and subcategories.
	 
	 

	4.09
	The solution allows attachments to be associated with FAQs such as forms, brochures, photographs, pamphlets, calendar of events, etc.
	 
	 

	4.10
	The solution provides driving directions support and displays other relevant information available for locations such as parking and public transportation options.
	 
	 

	4.11
	The solution provides the ability to search the knowledge base using full-text search (e.g., natural searching) and wildcard searches.
	 
	 

	4.12
	The solution provides the ability to link a specific article as having been used to resolve a request.
	 
	 

	4.13
	The solution provides the ability to require an agent to link to a knowledge article based on request type or for specific agents.
	 
	 

	Reference Number
	Knowledge Base Management
	Response
	Comments

	4.14
	The solution provides the ability to search based on a knowledge article linked to a service request (e.g., resident, date, request type).
	 
	 

	4.15
	The solution provides the ability to display top issues based on historical usage, ranked according to the most viewed and most relevant.
	 
	 

	4.16
	The solution provides the ability to update the list of top issues on a periodic basis (hourly, weekly, monthly, etc.).
	 
	 

	4.17
	The solution provides the ability to set "event" FAQs and knowledge base.
	 
	 

	4.18
	The solution provides the ability to purge time sensitive events and to optionally set expiration dates for knowledge articles.
	 
	 

	4.19
	The solution allows an administrator to update the database and modify workflow options.
	 
	 

	4.20
	The solution provides workflow to enable oversight of knowledge creation and publication so that knowledge creation can be decentralized while publication to internal or external users can be controlled centrally.
	 
	 

	4.21
	The solution provides pre-formatted templates for creating knowledge articles and FAQ's.
	 
	 

	4.22
	The solution provides the ability to customize templates for creating knowledge articles and FAQ's.
	 
	 

	4.23
	The solution provides the ability to establish quality assurance workflow where appropriate so that content for knowledge base or FAQ's can be approved by multiple parties before being published.
	 
	 

	4.24
	The solution provides an audit trail to track changes to the knowledge base, recording user and date/time of change.
	 
	 

	4.25
	The solution provides the ability for internal users to subscribe to receive notifications of changes to the knowledge base or FAQs, based on subject/section.
	 
	 

	4.26
	The solution provides the ability for a knowledge base administrator to manually or automatically send notification of changes to the knowledge base or FAQs to internal users, based on subject/section. 
	 
	 

	4.27
	The solution provides the ability to report on usage including number of hits to FAQs and knowledge base articles and popular search criteria.
	 
	 

	Reference Number
	Knowledge Base Management
	Response
	Comments

	4.28
	The solution provides the ability for directional scripts to show in a pop up window when service request type is entered.
	 
	 

	4.29
	The solution provides the ability for links to the knowledge base to show in a pop up window as a service request type is entered.
	 
	 

	4.30
	The solution allows a knowledge base to be integrated with a script.
	 
	 

	4.31
	The solution provides the ability for departments to enter and delete locations where events (e.g., water shut downs, parades, etc.) will impact call volume/type for a short period of time and be displayed for the agents to inform residents.
	 
	 

	4.32
	The solution provides the ability to create a service request from a knowledge base article.
	 
	 

	4.33
	The solution provides the ability to categorize knowledge base articles based on categories or other specified meta tags.
	 
	 

	4.34
	The solution provides the ability to integrate with SharePoint.
	 
	 

	4.35
	The solution provides search functionality that accounts for synonyms.
	 
	 

	4.36
	The solution provides search functionality that accounts for keywords.
	 
	 

	4.37
	The solution provides the ability to link to documents external to the City's CRM system.
	 
	 

	4.38
	The solution provides the ability to index information that is external to the City's CRM system.
	 
	 

	4.39
	The solution provides the ability to archive articles.
	 
	 

	4.40
	The solution provides the ability to retrieve archived articles.
	 
	 

	4.41
	The solution provides the ability to share articles that contain a  video.
	 
	 

	4.42
	The solution is Americans with Disabilities Act (ADA) compliant.
	 
	 

	4.43
	The solution provides the ability to publish metrics for the articles.
	 
	 

	4.44
	The solution provides the ability for users to rate the applicability of the articles.
	 
	 

	4.45
	The solution provides the ability to locate and identify duplicative knowledge base information.
	 
	 

	4.46
	The solution provides the ability to synchronize knowledge base content with web-based content.
	 
	 

	Reference Number
	Knowledge Base Management
	Response
	Comments

	4.47
	The solution does not limit the amount or size of knowledge base articles.
	 
	 

	4.48
	The solution provides call scripting functionality to accompany knowledge base articles.
	 
	 

	4.49
	The solution provides the ability to identify contradictory information prior to adding new content.
	 
	 

	4.50
	The solution provides the ability to update all knowledge base environments simultaneously.
	 
	 

	4.51
	The solution provides the ability to update all knowledge base environments independently.
	 
	 








	Reference Number
	Reporting, Analytics, and Dashboards
	Response
	Comments

	Reporting and Query Capabilities
	 
	 

	5.01
	The solution provides the ability to generate reports based on a set of key performance indicators as designated by the City.
	 
	 

	 
	The solution provides a set of standard reports that will provide statistical reporting, including but not limited to:
	 
	 

	5.02
	Open service requests
	 
	 

	5.03
	Closed service requests (fulfillment)
	 
	 

	5.04
	Past due service requests
	 
	 

	5.05
	Service requests related to an address, location, or intersection
	 
	 

	5.06
	Service requests that have been escalated
	 
	 

	5.07
	Service requests that are classified as high priority/urgent
	 
	 

	5.08
	Average time to complete
	 
	 

	5.09
	The solution provides the ability for all reports to be date sensitive, including the ability to print/run for prior year’s data, fiscal year, calendar year, date range (e.g., event reporting).
	 
	 

	5.10
	The solution provides the ability for reports to be run against both current and archived data.
	 
	 

	5.11
	The solution provides backlog, service activity, and closure rate statistics for all work order activities.
	 
	 

	5.12
	The solution provides the ability to report on quality measures such as number of ticket reassignments and quality of ticket entry and updates.
	 
	 

	5.13
	The solution provides the ability to generate variance analysis reports comparing the actual time to complete to the estimate provided to the resident.
	 
	 

	5.14
	The solution provides ability to generate "hot-spot" reporting for geographic areas in pre-defined zones (e.g., zip code, census tract, etc.) or user-defined areas.
	 
	 

	5.15
	The solution provides the ability to generate "event" reporting based on time and location. 
	 
	 

	5.16
	The solution provides number of inquiries per division/department.
	 
	 

	5.17
	The solution provides reporting on customer satisfaction.
	 
	 

	Reference Number
	Reporting, Analytics, and Dashboards
	Response
	Comments

	5.18
	The solution provides the ability to print copies of records, standardized forms, emails, and letters.
	 
	 

	5.19
	The solution allows reports to be viewable on the screen, in hard-copy format, or available via the web (if security has been allowed to do this for the specific report(s)).
	 
	 

	5.20
	The solution allows report results to be viewed in graphical format.
	 
	 

	5.21
	The solution allows report results to be viewed on a map.
	 
	 

	5.22
	The solution provides user friendly ad hoc query capabilities that do not require a user to understand backend database table structure.
	 
	 

	5.23
	The solution provides the ability to create calculated fields.
	 
	 

	5.24
	The solution allows multiple users to develop and run queries simultaneously.
	 
	 

	5.25
	The solution allows a query while taking an intake.
	 
	 

	5.26
	The solution allows querying on multiple parameters (and within fields).
	 
	 

	5.27
	The solution allows query selection criteria to be named and saved for future use.
	 
	 

	5.28
	The solution allows newly defined reports to be added to the product's menus.
	 
	 

	5.29
	The solution allows for scheduling of pre-defined reports that can be waiting for the staff or pushed to them via email on demand, monthly, weekly, etc.
	 
	 

	5.30
	The solution provides wizards to help guide the report writing process.
	 
	 

	5.31
	The solution provides that the report writer contain an author log, users, and date of most recent update.
	 
	 

	5.32
	The solution provides the ability to utilize pivot tables in the reports.
	 
	 

	5.33
	The solution provides the ability to flag reports or certain elements of the report as confidential and set permissions for access to reports.
	 
	 

	5.34
	The solution provides the ability to filter reports by department (bureau) and for department (bureau) to secure access to departmental (bureau) reports.
	 
	 

	5.35
	The solution provides report writer capabilities for the development of custom reports (e.g., Business Objects and Business Intelligence).
	 
	 

	Reference Number
	Reporting, Analytics, and Dashboards
	Response
	Comments

	5.36
	The solution provides the ability to export report data into other applications and formats (e.g., PowerPoint, Excel, Adobe, comma delimited, SQL, etc.).
	 
	 

	5.37
	The solution provides report writer capabilities that allow direct export of a report or attachment to email.
	 
	 

	5.38
	The solution provides the ability to print labels, including mailing labels for resident-related mailings.
	 
	 

	5.39
	The solution provides the ability to generate letters with appropriate formatting for mailing or sending via email.
	 
	 

	5.40
	The solution provides the ability to record when and which types of form letters have been sent.
	 
	 

	5.41
	The solution provides the ability to store copies of correspondence sent in an electronic/digital format.
	 
	 

	5.42
	The solution has the ability to report on specified fields in a mobile environment.
	 
	 

	5.43
	The solution provides a data dictionary.
	 
	 

	5.44
	The solution has the ability to run reports without impacting system performance levels.
	 
	 

	5.45
	The solution provides the capability to export data to multiple formats.
	 
	 

	5.46
	The solution provides the ability to track information only calls by topic.
	 
	 

	5.47
	The solution provides the ability to auto refresh queries.
	 
	 

	Advanced Analytics and Dashboard Capabilities
	 
	 

	5.48
	The solution provides dashboard capabilities that will display reporting information based on user defined roles within the CRM system.
	 
	 

	5.49
	The solution provides the ability to customize dashboard information based on a user's desired level of information.
	 
	 

	5.50
	The solution provides the ability to create dashboards on a real time basis.
	 
	 

	5.51
	The solution provides the ability to use dashboards on a real time basis.
	 
	 

	5.52
	The solution has the capability to drill down on data contained in the dashboards.
	 
	 

	5.53
	The solution has the capability to establish "joins" in the database.
	 
	 

	5.54
	The solution has the capability to perform calculations.
	 
	 

	Reference Number
	Reporting, Analytics, and Dashboards
	Response
	Comments

	5.55
	The solution has the capability to conduct a drill down from within a document generated by the system.
	 
	 

	5.56
	The solution provides real-time analytics to capture key reporting and metrics.
	 
	 

	5.57
	The solution provides the ability to assign and/or link management summary reports for comparison over time and benchmarking against other municipalities.
	 
	 

	5.58
	The solution provides the ability to generate reports based on resident surveys.
	 
	 

	5.59
	The solution provides the ability to conduct trending analysis.
	 
	 

	5.60
	The solution provides the ability to search and report on data associated with service requests such as agent, resident contact information, address, FAQ article, special event, weather issue and/or request type.
	 
	 

	5.61
	The solution provides crew level analytics and productivity reports.
	 
	 

	5.62
	The solution provides the ability to create triggers to compare forecasted data to actual data.
	 
	 

	5.63
	The solution provides the ability create "flags" on specific fields that are identified based on business rules.
	 
	 












	Reference Number
	GIS Integration Capabilities
	Response
	Comments

	General
	 
	 

	6.01
	The solution provides the ability to use the City's GIS data for all geospatial applications within the CRM solution.
	 
	 

	6.02
	The solution provides the ability to import a subset of GIS-enabled data (e.g., x and y coordinates).
	 
	 

	6.03
	The solution provides the ability to export a subset of GIS-enabled data (e.g., x and y coordinates).
	 
	 

	6.04
	The solution provides the ability to access GIS data and applications from the intake, resolution, or query functions.
	 
	 

	6.05
	The software provides the ability to allow a resident to provide feedback on map quality.
	 
	 

	6.06
	The solution provides the ability to access GIS and other asset or location information (i.e., building, sidewalk, intersection) from a remote device.
	 
	 

	6.07
	The solution provides the ability to establish multiple maps based on hierarchical levels of mapping to any processes and when viewing work orders.
	 
	 

	6.08
	The solution provides the ability to use GIS mapping to assist City employees to consolidate service requests.
	 
	 

	6.09
	The solution provides the ability to generate/incorporate a map directly from the GIS and attach, print, or plot it to a service request or work order record.
	 
	 

	6.10
	The software provides the ability to successfully integrate with Esri ArcGIS Server v10 or higher.
	 
	 

	6.11
	The solution provides the ability to allow call takers to directly connect calls, service requests, and work orders to assets, which are stored in the City's GIS (e.g., street centerlines, poles, alleys, and intersections).
	 
	 

	6.12
	The solution provides the ability for maps to be accessed from a mobile device (smart phone, tablet, etc.).
	 
	 

	6.13
	The solution provides the ability to load the maps within a specified period of time as established by the City.
	 
	 

	6.14
	The solution provides the ability to assist call takers in identifying related calls by displaying related case types in a map using user-defined criteria.
	 
	 

	Reference Number
	GIS Integration Capabilities
	Response
	Comments

	6.15
	The solution provides the ability for agents to see information from a GIS layer such as whether a property is owned by the City and if so, which department manages it.
	 
	 

	Detection/Verification
	 
	 

	6.16
	The solution shall provide a method to verify accurate street addresses and locations based on the City's standardized address listing/GIS data.
	 
	 

	6.17
	The solution provides the ability to identify and query nearby requests on a map.
	 
	 

	6.18
	The solution provides the ability to update reference inventory and/or assets on a GIS data layer as prescribed by specific task(s), including the ability of authorized personnel to edit the GIS data layers containing the assets.
	 
	 

	6.19
	The solution provides the ability for service request addresses and locations to be verified against various City provided web services based on the category of request.
	 
	 

	6.20
	The solution provides the ability to specify a location such as a street address/subunit point feature, geocoded address range along a street segment, an intersection, alley, or commonplace name.
	 
	 

	6.21
	The solution provides the ability to search for an address and zoom to location.
	 
	 

	6.22
	The solution provides the ability to view satellite images.
	 
	 

	6.23
	The solution provides the ability to enter a service request via the Internet, allowing the requestor to record an address and have the address validated and displayed on a map.
	 
	 

	6.24
	The solution provides the ability to verify (flag) addresses or locations as a City of Chicago (or sister agency) asset or location with associated data.
	 
	 

	6.25
	The solution provides the ability to discern between City and non-City locations and flag for users.
	 
	 

	6.26
	The solution provides the ability to override the XY coordinates by an employee with the appropriate administrative rights.
	 
	 

	6.27
	The software provides the ability to inform the user that the address field is not a recognized street address.
	 
	 

	Reference Number
	GIS Integration Capabilities
	Response
	Comments

	View/Display
	 
	 

	6.28
	The solution provides the ability to perform basic map viewing functions including analyzing dynamic map data in the map display window.
	 
	 

	6.29
	The solution provides the ability to display maps and images online to the public.
	 
	 

	6.30
	The solution provides the ability to display maps online to employees, based on security rules.
	 
	 

	6.31
	The solution provides the ability for basic map navigation, including the ability to zoom and pan.
	 
	 

	6.32
	The solution provides the ability to view a map of service requests on top of a City GIS base map.
	 
	 

	6.33
	The solution provides the ability to display service requests and associated data (service request number, status, short description) on the same map. 
	 
	 

	6.34
	The solution provides the ability to use GIS mapping to assist service requests in identifying related calls, by displaying related calls or events on a map coded by user defined criteria.
	 
	 

	6.35
	The solution provides the ability to predefine the map extent at which each layer is visible on the display.
	 
	 

	6.36
	The solution provides the ability to select map object and display features on a map and display data associated with calls, service requests and/or work orders along with any data attributes associated with the GIS.
	 
	 

	6.37
	The solution provides the ability to enter a service request via the Internet allowing the requestor to select a location of an incident on a map.
	 
	 

	6.38
	The solution provides the ability to perform basic map viewing functions, including analyzing dynamic map data in the CRM map display window.
	 
	 

	 
	The solution provides the ability to display a list and map of service requests filtered by: 
	 
	 

	6.39
	User-defined boundaries (e.g., user-drawn boundary box).
	 
	 

	6.40
	Pre-defined boundaries (e.g., zip code, ward, district, census tract, worker location, asset type).
	 
	 

	6.41
	Specific attributes (e.g., status, department, priority).
	 
	 

	Reference Number
	GIS Integration Capabilities
	Response
	Comments

	6.42
	The solution provides the ability to map locations of field assets (i.e., City work crew vehicles) versus new service requests.
	 
	 

	6.43
	The solution provides the ability for users to modify scale and size and print maps generated from the CRM application to display service request query result locations.
	 
	 

	6.44
	The solution provides the ability for users to query service requests previously entered into the solution using various selection criteria and see the query result locations on a map.
	 
	 

	6.45
	The solution provides the ability to view open service requests via a GIS display for all service requests, symbolized by one or more attributes.
	 
	 

	6.46
	The solution provides the ability to display the history of asset maintenance on a map by either single or multiple asset types.
	 
	 

	6.47
	The solution provides the ability to upload and display topographical or aerial images to help staff locate and understand the nature of the case type by utilizing the City's base map services.                                          
	 
	 

	6.48
	The solution provides the ability to query from the mapping screen using a simple drawing tool.
	 
	 

	6.49
	The solution provides the ability to query from the mapping screen by a pre-selected query of a GIS layer based on its attribute information.
	 
	 

	Integration
	 
	 

	6.50
	The solution provides the ability to interface with ArcMap Web Services.
	 
	 

	6.51
	The solution provides the ability to interface with Open Geospatial Consortium Web Map Services.
	 
	 

	6.52
	The solution provides the ability to interface with Open Geospatial Consortium Web Map Tile Services for displaying embedded maps.
	 
	 

	6.53
	The solution provides a programmatic interface to manage (create, read, update, and destroy) system objects to allow for custom integration from other internal enterprise systems.
	 
	 







	Reference Number
	Mobile Functionality
	Response
	Comments

	Mobile Field Service Worker
	 
	 

	7.01
	The solution provides the ability to update service requests from a wireless device.
	 
	 

	7.02
	The solution provides the ability to manage assignments from the field.
	 
	 

	7.03
	The solution provides the ability to transmit a cancellation alert to or from a mobile device when service requests are reassigned.
	 
	 

	7.04
	The solution provides the ability to create any type of service requests, real time, in the field.
	 
	 

	7.05
	The solution provides the ability to reassign a work assignment from the field.
	 
	 

	7.06
	The solution provides the ability for mobile messaging functionality to/from any users registered with the system.
	 
	 

	7.07
	The solution provides the ability for system administrators to create mobile users within the system and these changes are replicated to the mobile users in real time.
	 
	 

	7.08
	The solution provides the ability to present a user with a view of the relevant individual task lists based on user logon.
	 
	 

	7.09
	The solution provides the ability to send an email confirmation to a pre-defined list of City employees after a service request is received.
	 
	 

	7.10
	The solution provides the ability for the application to function in offline mode, for example, to save drafts in the case where there is no Internet connectivity.
	 
	 

	7.11
	The solution has been successfully integrated with a texting application.
	 
	 

	Resident Facing Mobile Application
	 
	 

	7.12
	The solution provides the ability for a resident to create a service request (potholes, graffiti, broken street lights, etc.), including attaching the GIS coordinates and photo, video, or other attachment to the request from a mobile device.
	 
	 

	7.13
	The solution provides the ability for residents to view service requests displayed on a map, including date/time stamping of a service request.
	 
	 

	7.14
	The solution provides the ability for residents to view a text-based list of service requests.
	 
	 

	Reference Number
	Mobile Functionality
	Response
	Comments

	7.15
	The solution provides the ability for the mobile application to default to displaying nearby service requests in map or text-based view.
	 
	 

	7.16
	The solution provides the ability for residents to track the status of service requests that they or other residents have submitted.
	 
	 

	7.17
	The solution provides the ability for residents to request notifications via their mobile device when a service request's status has changed.
	 
	 

	7.18
	The solution provides integration of the mobile application with the core CRM application so that any service request configuration changes made in the core CRM application are automatically updated in the mobile application.
	 
	 

	 
	The solution provides the ability for residents to download the following mobile applications at no charge for all of the most common smart phone platforms:
	 
	 

	7.19
	iOS  
	 
	 

	7.20
	Android
	 
	 

	7.21
	Blackberry OS
	 
	 

	7.22
	Windows
	 
	 

	7.23
	The solution provides the ability for the application to be branded with the City of Chicago branding/logo.
	 
	 

	7.24
	The solution provides an in-application help function.
	 
	 

	7.25
	The solution can be integrated with third-party mobile application development firms.
	 
	 

	7.26
	The solution has been successfully integrated with a Motorola mobile device or piece of mobile hardware.
	 
	 

	7.27
	The solution provides the ability to sort assignments by priority, date, asset type, or location.
	 
	 

	7.28
	The solution provides the ability for residents to perform pre-defined queries from the CRM database.
	 
	 

	Resident Facing Mobile Application and Mobile Field Service Worker
	 
	 

	7.29
	The solution provides the ability for mobile reporting of service requests to utilize mobile devices' GPS functionality to specify the location of the incident/request.
	 
	 

	Reference Number
	Mobile Functionality
	Response
	Comments

	7.30
	The solution provides the ability to view, edit, and add to related service request information.
	 
	 

	7.31
	The solution provides the ability for the application to contain a cross-browser compliant web interface (i.e., IE, Safari, Firefox, etc.).
	 
	 

	7.32
	The solution provides ongoing maintenance and enhancements/releases/upgrades to ensure functionality and device compatibility.
	 
	 

	7.33
	The solution provides a training guide for use of mobile interfaces.
	 
	 

	7.34
	The solution provides a training guide for use of web interfaces.
	 
	 

	7.35
	The solution provides the ability to manage device security through the use of pre-defined user groups.
	 
	 

	7.36
	The solution provides the ability to integrate the CRM software via a bi-directional exchange with a resident-based mobile application. 
	 
	 

	7.37
	The solution provides the ability to validate addresses via the resident's entry (e.g., web or mobile).
	 
	 








	Reference Number
	General Information Technology (IT)
	Response
	Comments

	Data Integrity and Availability  
	 
	 

	8.01
	The solution provides the ability to establish customized numbering schemes.
	 
	 

	8.02
	The solution provides full back up and restore functions with logging.
	 
	 

	8.03
	The solution uses statuses to indicate records that were created in error.
	 
	 

	8.04
	The solution provides the ability to ensure that attacks against the system will not cause it to fail in an open state exposing it to damage, duplication, or integrity changes.
	 
	 

	8.05
	The solution provides the ability to allow for multiple users and distributed system access.
	 
	 

	8.06
	The solution provides the ability to allow one or more users to view the same record simultaneously.
	 
	 

	8.07
	The solution provides the ability to apply locks at the record level for update processing to ensure correct updating of the data.
	 
	 

	8.08
	The solution provides the ability to allow one or more users to query information and run reports at the same time.
	 
	 

	8.09
	The solution provides a tool to customize forms and user interfaces without a significant knowledge of programming languages (e.g., drag-and-drop).
	 
	 

	8.10
	The solution provides the ability to support real time and batch update processing.
	 
	 

	8.11
	The solution provides the ability to redact data.
	 
	 

	8.12
	The solution provides the ability to prohibit record deletions.
	 
	 

	8.13
	The solution provides a cancel/accept feature for any data entry screen or document creation.
	 
	 

	8.14
	The solution provides the ability to track the number of resident requests by an individual via multiple access channels.
	 
	 

	8.15
	The solution provides the ability to display both internally-generated codes and related text descriptions where necessary.
	 
	 

	8.16
	The solution provides software versioning control for City devices used in the field.
	 
	 

	Reference Number
	General Information Technology (IT)
	Response
	Comments

	8.17
	The solution allows capability for administrators to override or correct user data with logging. 
	 
	 

	8.18
	The solution minimally logs time, date, user, field changed, pre-change content, and post-change content.
	 
	 

	Standards
	 
	 

	8.19
	The solution provides a web-based software solution that operates with the City's current software standards.
	 
	 

	8.20
	The solution provides a web-based software solution that operates in the current version of generally available browsers for a smart phone device.
	 
	 

	8.21
	The solution provides a web-based software solution that operates in generally available browsers for a tablet.
	 
	 

	8.22
	The solution provides the ability to run the system in four environments: development/configuration, system testing, training/quality assurance, and production.
	 
	 

	8.23
	The system supports transaction logging.
	 
	 

	8.24
	The system is compatible with standardized calendaring applications such as v-cal.
	 
	 

	8.25
	The solution provides the ability to configure its public web offering to meet the City's web presentation standards.
	 
	 

	8.26
	The solution provides lookup lists or full text descriptions for all coded data.
	 
	 

	8.27
	The solution provides the ability for thin clients to access the web browser.
	 
	 

	8.28
	The solution provides the ability to be accessed via a VPN running on the public Internet infrastructure.
	 
	 

	Network
	 
	 

	8.29
	The solution must be a tiered architecture solution.  The tiers must run on separate servers broken out by Web, Application and Database.
	 
	 

	8.30
	The solution supports authentication using Active Directory (AD).  Authentication must allow for access permissions using AD trusts.
	 
	 

	8.31
	The solution is able to run in a virtual environment (VMware or RHEV).
	 
	 

	8.32
	The solution must support load balancing.
	 
	 

	Reference Number
	General Information Technology (IT)
	Response
	Comments

	Disaster Back-up and Recovery Capabilities
	 
	 

	8.33
	The solution provides the ability to provide full and incremental backup capability from within the system.  This includes all data, attachments, and system settings.
	 
	 

	8.34
	The solution provides the ability to view the entire history of data inputted even if it has been archived.
	 
	 

	8.35
	The solution provides the ability to reload archived data.
	 
	 

	8.36
	The solution provides the ability to report off archived data.
	 
	 

	8.37
	The solution provides the ability to report off of archived data and live data in the same report.
	 
	 

	8.38
	The solution provides geographically-distributed locations where the back-up data is housed.
	 
	 

	8.39
	The solution provides the ability to export a copy of the full solution's database in a non-proprietary format with full schema.
	 
	 

	8.40
	The solution provides a database with fault tolerance and high performance that can watch for problems and resolve them such as stopped processes, violations of data integrity policies, isolation, and verification.
	 
	 

	8.41
	The solution provides the ability to clone data from one environment to another.
	 
	 

	8.42
	The solution must support hot disaster recovery environment with active database replication.
	 
	 

	8.43
	The solution provides the ability to clone configuration settings from one environment to another (i.e., from production to trainer, etc.).
	 
	 

	Records Retention
	 
	 

	8.44
	The solution enables compliance with the Illinois Local Records Act.
	 
	 

	8.45
	The solution provides the ability to purge a range of data based on a specified retention schedule.
	 
	 

	8.46
	The solution provides the ability to search data for E-Discovery and/or public disclosure requests.
	 
	 

	SaaS
	 
	 

	8.47
	The solution operates in a SaaS environment.
	 
	 

	Reference Number
	General Information Technology (IT)
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	Comments

	8.48
	The solution provides the ability for the City to download a complete copy of the solution's database at any time. 
	 
	 

	8.49
	The solution provides the ability to encrypt the data and deliver enhanced security protocols.
	 
	 

	8.50
	The solution provides the ability to encrypt the data while it is in transit.
	 
	 

	8.51
	The solution provides the ability to encrypt the data while it is at rest.
	 
	 

	8.52
	The solution provides the ability to ensure that data is protected.
	 
	 

	8.53
	The solution provides the ability to generate reports on security events.
	 
	 

	8.54
	The solution provides patches/upgrades to the application and servers that are included in the hosting services.
	 
	 

	8.55
	The solution provides the ability for a queue to be visible and reportable to City personnel.
	 
	 

	Services, Legal, and Service Level Agreements (SLA)
	 
	 

	8.56
	The contractor provides specified turnaround times to repair the system and implement any periodic changes, upgrades, or patches.
	 
	 

	8.57
	The solution ensures that the data may not be used by the contractor or a third party for marketing-related purposes.
	 
	 

	8.58
	The contractor will provide statistical uptime history after exclusion of scheduled maintenance and hardware failure.
	 
	 

	8.59
	The contractor will provide a standard set of Service Level Agreements (SLA).
	 
	 

	8.60
	The solution provides pricing or other types of compensatory adjustments if SLAs fall below specified targets.
	 
	 

	8.61
	The contractor will provide periodic (not less than annually) security audits at the datacenter.
	 
	 

	8.62
	The solution's backup site is located in the United States.
	 
	 

	8.63
	The solution's hosting site(s) is/are located in the United States.
	 
	 

	8.64
	The solution is hosted in at least two Tier III class datacenters as defined by the Uptime Institute.
	 
	 

	8.65
	The solution is hosted in at least one Tier IV class datacenter as defined by the Uptime Institute.
	 
	 

	8.66
	The solution must seamlessly failover between data centers.
	 
	 

	Reference Number
	General Information Technology (IT)
	Response
	Comments

	8.67
	The contractor will provide private connectivity from the City datacenters to the hosting datacenter. 
	 
	 

	8.68
	If the Internet must be used for connectivity, then the Internet access at the hosting data center must be dedicated for City traffic or prioritization must be used to ensure that the City applications have enough bandwidth to meet the application requirements. 
	 
	 

	8.69
	If the Internet must be used, VPNs must be utilized if the Internet is the transport network.
	 
	 

	8.70
	Bandwidth must be extensible within 24 hours of request (business and non-business hours counted).
	 
	 

	8.71
	All City data will be backed up according to a set schedule (at least daily) at the contractor’s site.
	 
	 

	8.72
	The City owns all data.
	 
	 

	8.73
	The contractor shall return to the City any City data in the solution or under the protection of the contractor (under its care, custody and control) upon notice by the City in a City-specified format.
	 
	 

	8.74
	The contractor shall notify a designated City employee within a designated period of time after an unplanned outage and give an estimated recovery time and periodic status updates until the recovery is complete.
	 
	 

	8.75
	The hosting facility provides physical security controls over ingress and egress.
	 
	 

	8.76
	The hosting facility requires that all personnel employed there are required to sign a non-disclosure agreement (NDA).
	 
	 

	Scalability
	 
	 

	8.77
	The solution provides the ability too quickly add (e.g., within 30 minutes) a large volume new call intake personnel if an adverse situation arises (e.g., weather issue, domestic terrorism).
	 
	 

	8.78
	The solution provides the ability to minimize the performance impact (e.g., call intake metrics) of the CRM solution when new a large volume of call intake personnel are added.
	 
	 

	Reference Number
	General Information Technology (IT)
	Response
	Comments

	8.79
	The solution provides the ability to quickly scale down back (i.e., return to standard service levels) to "normal" operating mode after the adverse situation has passed.
	 
	 







	Reference Number
	Integration
	Response
	Comments

	9.01
	The solution provides real time, bi-directional, message-level web services.
	 
	 

	9.02
	The solution provides ETL access to both real-time or near real-time data and to offline archives of data.
	 
	 

	9.03
	The solution provides the ability to queue if an integration fails, allowing the solution to run standalone until the integration is available again.
	 
	 

	 
	The solution provides seamless integration to the following systems, that are configurable by the City, including, but not limited to: 
	 
	 

	9.04
	      Esri ArcGIS (into CRM only)
	 
	 

	9.05
	Infor EAM (formerly Datastream) (bi-directional)
	 
	 

	9.06
	      Hansen (bi-directional)
	 
	 

	9.07
	Banner (bi-directional)
	 
	 

	9.08
	      DWM GIS (into CRM only)
	 
	 

	9.09
	Field Force Manager (bi-directional)
	 
	 

	9.10
	      Hansen (bi-directional)
	 
	 

	9.11
	Adaptive Enterprise Solutions (bi-directional)
	 
	 

	9.12
	Socrata (into Socrata only)
	 
	 

	9.13
	Outlook (into Outlook only)
	 
	 

	9.14
	Active Directory (bi-directional)
	 
	 

	9.15
	The solution operates with the current version of Oracle Business Intelligence Enterprise Edition (OBIEE)
	 
	 

	9.16
	The solution provides public-facing APIs or a web services interface, including one that conforms to the Open 311 platform in which the APIs provide control over which fields are offered to the public.
	 
	 

	9.17
	The solution provides APIs or a web services interface only accessible by City users.  Internal-facing APIs include more fields than are used via the public-facing API.
	 
	 

	9.18
	The solution provides the ability to write to an API as defined by the City.
	 
	 

	9.19
	The software provides the ability for a map service to interface location data.
	 
	 




	Reference Number
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	Comments

	 
	The solution provides the ability to support the following development technologies:
	 
	 

	9.20
	Microsoft.NET
	 
	 

	9.21
	J2EE
	 
	 













	Reference Number
	Social Media
	Response
	Comments

	10.01
	The solution provides simple navigation and online publishing tools.
	 
	 

	10.02
	The solution provides the ability for the resident to have easy access to online publications and communication through blogs, wikis, searches, and forums.
	 
	 

	10.03
	The solution provides residents and groups with the ability to easily share events and news.
	 
	 

	10.04
	The solution provides calendar features that allow residents to track the latest group and community events.
	 
	 

	10.05
	The solution allows groups to establish membership directories and share information that will only be accessible by group members.
	 
	 

	10.06
	The solution provides the ability to enter service requests via social media tools.
	 
	 















	Reference Number
	Security
	Response
	Comments

	Identity Management, Password Controls and Configuration
	 
	 

	11.01
	The solution provides a full password security process based on roles and groups.
	 
	 

	11.02
	The solution provides tools for managing user accounts, and security settings on data and applications.
	 
	 

	11.03
	The solution utilizes Active Directory structure for assigning privileges and rights.
	 
	 

	11.04
	The solution provides a flexible and secure security management process for assigning privileges and rights.
	 
	 

	11.05
	The solution provides the ability to grant authorization for access at the function level (e.g., manager, department head/director, etc.).
	 
	 

	11.06
	The solution provides Active Directory integration to support single user sign-on.
	 
	 

	11.07
	The solution provides the ability to have technical controls for password timeout, complexity, reuse, and length.
	 
	 

	11.08
	The solution provides the ability to encrypt user IDs and passwords. 
	 
	 

	11.09
	The solution prevents the display or printing of passwords.
	 
	 

	11.10
	The solution provides the ability to delegate administration for user provisioning.
	 
	 

	11.11
	The solution provides the ability for an administrator to suspend an ID from future use.
	 
	 

	11.12
	The solution provides the ability to prevent the user from signing on after a specified number of invalid login attempts.
	 
	 

	11.13
	The solution provides the ability to periodically request that the user reset their password.
	 
	 

	11.14
	The solution provides the ability to provide an automatic log-off feature at user-specified time limits.
	 
	 






	Reference Number
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	Comments

	 
	The solution provides the ability to manage system configuration settings (e.g., set variables and screen layout to determine how the application will operate in the City environment), including but not limited to:
	 
	 

	11.15
	Resident information
	 
	 

	11.16
	Address
	 
	 

	11.17
	E-mail
	 
	 

	11.18
	Database
	 
	 

	11.19
	Service Request templates and rules, etc.
	 
	 

	11.20
	Printer
	 
	 

	11.21
	Notification/alert set up
	 
	 

	11.22
	The solution provides the ability to define system privileges based on user role or responsibility.
	 
	 

	11.23
	The solution provides the ability for the system administrator to define views, roles, and responsibilities in a single location in the system.
	 
	 

	11.24
	The solution provides the ability to share a single, common database.
	 
	 

	Contractor and Software Security Policies
	 
	 

	11.25
	The solution provides the ability for the contractor to perform security testing as part of the development/configuration process.
	 
	 

	11.26
	The solution provides the ability for remote access via a secured website for service/maintenance support.
	 
	 

	11.27
	The solution provides the ability to conduct vulnerability management (i.e., stress testing) for all system components.
	 
	 

	Intrusion Detection, Alerts, and Reporting
	 
	 

	11.28
	The solution provides an audit trail of all system activity, including by user, date and time.
	 
	 

	11.29
	The solution provides alerts for unauthorized or suspicious activity.  
	 
	 

	11.30
	The solution maintains information on security events and can provide reporting on demand.
	 
	 

	11.31
	The solution provides summarized and detailed reports on user access, usage, and audit logs, etc. 
	 
	 



	Reference Number
	Security
	Response
	Comments

	11.32
	The solution allows the placement of a user-defined warning banner when logging into the application for all types of users (internal, web self-service, mobile self-service and mobile field worker) with ability to push different content to different types of users.
	 
	 

	11.33
	The solution provides the ability to generate security scans to verify that the system has not been compromised.
	 
	 

	11.34
	The solution provides the ability for the contractor to share with the City security scan results and agree to mitigate any vulnerabilities detected.
	 
	 

	11.35
	The contractor agrees to assist the City in investigating and remediating any security issues detected.
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Respondent should provide a full and complete response to each question listed below.  Respondent should reiterate each question prior to the response.  For your convenience, the interrogatives are included with this solicitation as a Microsoft Word file.

Resident Engagement

1. Describe any education and outreach programs your team has developed to engage residents.  Elaborate on the impact of these education and outreach efforts. 

2. Describe the single most innovative education and outreach tactic your team deployed to generate awareness in a CRM roll-out.  Why do you consider this the most innovative tactic?

3. Describe how your team has developed 360-degree profiles of residents.  What components are typically included?  What issues did you encounter when building these profiles?

4. Describe how the data gathered in the CRM system was used to support your client's open data/transparency initiatives.

Portal Design

1. Describe your strategy and approach to designing or re-designing web portals for municipalities.  Please include specific municipal examples in your response.  If you do not have any municipal examples, please state this and respond to this request with private sector examples if any exist. 

2. Describe the tangible impact created by your portal development initiatives, including cost savings, resident traffic, volume of transactions, etc.

3. Describe the specific portal tool/applications your team has developed to enhance collaboration between your municipal clients and their residents.

Application Extension

1. Describe any projects in which your team has initially deployed a CRM application and after its initial deployment it was rolled out to other agencies that were not directly affiliated with the entity involved in the initial deployment (e.g., sister agencies, nearby municipalities, etc.).  For example, after a CRM solution was initially deployed in a city, it also was deployed at the county, school district, municipal transportation organization, etc.  Elaborate on the positive impact of such a deployment on the residents.  Describe the issues involved in such a deployment and how your team addressed them.

2. List the three most recent clients for whom your CRM solution was eventually deployed to other agencies as described above, the agencies in which the solution was eventually deployed, and the positive and negative impact of each of these deployments.

General Solution Capabilities

1. Describe the proposed solution's administration tools, particularly the capabilities and ease-of-use features.

2. What is your solution for archiving data?  What tools are used?  How and when is the data encrypted?

3. How does the proposed solution store images, documents, audio, and video files?

4. What is the storage limit for each type of allowed attachment (e.g., documents, images, audio files, video files, etc.)?  

5. Describe the solution's method and capabilities to clone data and configuration settings across environments.

6. What tools are used for backup and recovery?  Describe what can be backed up and recovered (i.e., data, configuration settings, etc.).

7. Have you ever activated a disaster recovery procedure for your application?  Please describe. 

8. List the customers where you have implemented the proposed solution to meet PCI, HIPAA, or SOX requirements.

9. List the attributes that your solution logs.

10. Describe how the proposed solution provides capacity on demand in high load or emergency operating conditions (e.g., resident unrest, natural disaster, unexpected weather condition, major sporting event, national conference, political event, etc.).  Please include any such costs in the Cost Proposal as an optional item.

11. Provide details regarding minimum bandwidth requirements for application access and data access for “normal” daily operational use (provide your definition of “normal daily operational use”).  Describe the typical impact expected on the network once the solution is implemented.



Development/Configuration Environment

1. Upon which architecture or development technologies is the proposed solution built (Microsoft .NET, J2EE, etc.)?

2. Describe the underlying technology and approaches used to develop/maintain the application in sufficient detail to allow IT staff to assess technical components, including specification of the following:  application operating system, solution search engine, and data management system. 

3. List all software (and versions) that must be licensed to use the proposed solution.  Can this software be licensed separately (i.e., directly from the software company)?

4. Please list any minimum system requirements that the City needs to be aware of to operate, run, or use the solution (e.g., Server and PC OS, RAM, screen resolution, etc.).

5. What RDBMS and operating systems does the solution support?  What is your preferred platform?

6. What tools are used in the development environment to ensure secure coding?

7. Describe the process to rename, add, move, or delete fields on the user interface?  What impact do changes like these have on the database?  What impact do these changes have on the ability to apply patches and upgrades to the solution?

8. What is the process by which the customer can add new functionality (data elements, stored procedures, user interfaces, and business logic) within the solution?

9. Please describe and to what extent the proposed solution for the resident portal allows administrative users to customize what appears on the screen and where it is placed.

User Support/Maintenance

1. Describe how users access the system, including browser-based access and any requirements for client software.

2. Describe how you ensure high availability of the proposed solution (e.g., server clustering, load balancing across multiple application servers, server redundancy design).  Please include a diagram.

3. Describe your company's levels of communication and collaboration with customers, including methodology, procedures, change control process, etc.


GIS Integration Capabilities

1. Describe the proposed solution's ability to work with ESRI and OpenGIS data structures supported by the geodatabase, including tables, feature datasets, feature classes, domains, geometric networks, relationship classes, subtypes, etc. 

2. Indicate any necessary hardware and software that the City must have in place to accommodate any of your proposed GIS functionality, including all items listed in the requirements matrices (for example, current segmentation rules, street center line, and address validation).

3. Explain how the proposed solution integrates with custom web services for built-in functionality (e.g., a custom geocoder).  Describe the level of effort involved to customize and if there is any decreased functionality as a result.

4. How does your solution store geospatial information related to service requests?  Currently the City has 5-10 million records dating back to 2005.  How would the proposed solution handle scaling the storage and processing of the related geospatial data for now and for future growth?

Social Media Capabilities

1. Explain in detail the architecture and capabilities of any social networking features in the solution.  Specifically reference your solution’s ability to integrate with Facebook, Twitter, and other common social media applications.

2. Which social media monitoring and reporting tools are embedded in the proposed solution?  With which reporting tools have you successfully integrated, and for which customers?

3. Please describe the extent with which the proposed solution allows a resident to build a profile of defined interests.  Please describe the extent that a resident can list associates and their memberships in groups and communities.

4. Please list the social media applications that the proposed solution supports.  List the three largest customers that use each of these social media applications in conjunction with the proposed CRM solution.  When was it deployed?  Is it currently deployed?  If not, why?

5. How can the City monitor and integrate forums, blogs, and wikis into the proposed solution?  Describe any security controls and safeguards to protect confidential information.

6. Please describe how the City can reach out to residents via the CRM and social media integrations (e.g., e-newsletters, RSS feeds)?

Integration Capabilities

1. Describe the architecture for system interfaces (i.e., REST, SOAP, WDSL)? 

2. Describe how your solution integrates with e-mail services to send out notifications.

3. Please describe the level of integration that exists between all proposed third-party products and the base software.  For example, do the third-party applications share security definitions and similar menu structures?

4. Is your solution LDAP ready certified (LDAP Certified and conforming to the LDAP Certified Product Standard)?  How does the solution attach existing user account information through LDAP integration?

5. How does the solution secure file, image, audio, and video uploads from residents in a way that properly accepts and validates the data while protecting the City from downloading malicious files?

6. Please describe your Open311 road map.  Which clients have deployed the Open311 standard?  Which clients are scheduled to deploy the standard within the next 12 months?

7. Which reporting tools are embedded in the proposed solution?  With which reporting tools have you successfully integrated and for which customers?

8. All CRM custom reports will be developed using OBIEE.  Please describe your team’s experience with this business intelligence toolset and how you have utilized it in creating custom CRM reports.  

Mobile Capabilities

1. List all of the third-party, mobile service request applications with which you have integrated with the proposed solution and the customers for whom you provided the integration.

2. List the applicable mobile platforms for which you have developed and successfully deployed applications (e.g., Android, Blackberry, iPhone).

3. List the customers using the applicable mobile application(s) and which functionality they are using.

4. List the applications that the applicable mobile platform has integrated with.

5. List and describe the implementation for any customers where you have successfully deployed the Open 311 API that was not for the public, but allowed the customer to utilize the Open 311 API behind their firewall.

Application Security

1. What security standards, certifications, common criteria, or level of care has the solution earned and what levels?   

2. Describe how the system addresses and documents security issues, including personnel, access rights, encryptions/SSL, firewall and protocol conflicts, database security, and conflicts with standard OS.

3. How will you respond if a security breach is identified in the application code or in the hosted environment?  Please describe your approach, policies, and procedures.

4. Describe your identification and notification process for vulnerabilities, risks, and threats to the application.

5. Please describe how your audit trail for intrusion detection works, how transactions are logged, what it includes, and describe the level of configuration allowed.

6. Have other instances of this system been compromised, sabotaged, or targeted and why?  What were the results?

7. Please provide details on the password change and control process.  How does your solution handle role and group management of user passwords?

8. Please describe the authentication and authorization schemes that the proposed solution supports.

9. Please describe your use of a source code control system that authenticates and logs changes made by team members and libraries to the code from the baseline to ensure secure development and to minimize vulnerability/threat exposure.

10. When was the last time the proposed solution was put through an analysis of the most common programming errors relating to security, such as OWASP 10 or SANS 25?  Have you documented in writing that the findings and errors have been mitigated?  Please describe.  

11. Please describe the physical security.

12. How do you assure data validation and provide automated exception reporting of non-compliant or rejected data?

13. Describe your program to assist the City in performance of investigations and remediation if security issues are discovered?

14. List the standard security reports that are included with the solution.

15. List and describe the methods and tools you use to protect the solution from unauthorized access attempts (e.g., intrusion detection tools, etc.).

16. List and describe the methods and tools you use to provide endpoint security and to avoid application conflicts.

17. Explain any security setup and administration changes that require direct coding to execute?    

18. Define what you will and will not allow in terms of performing security testing as part of the development/configuration process.  

19. All changes to assets in the City's technical environment must follow appropriate and approved change management procedures.  Describe your technical change management procedures.

Future Considerations

1. Chicago is considering being part of a regional 211 call center in the future.  A specific date has not been established.  Please describe the relationship any of your existing 311 customers have with existing 211 call centers.  Please focus on the following items:
· Were calls transferred?  If so, how did the transfer occur?
· Were service requests transferred?  If so, how did the transfer occur?  How were service requests transferred or coordinated for fulfillment?
· Were the 211 and 311 systems integrated or linked?  If so, please explain the integration/linkage.
· What parameters were established to support the integration between the call centers in order to minimize confusion for the constituents?  Please describe the public-facing education and outreach approach.
· Which 311 departments were involved?

Please note that integration with 211 is not a requirement for this proposal.  This information will not be used in the evaluation of your response.  If you have not integrated with any 211 call centers, please state this.  

2. Please describe the relevant, new CRM products and services or significant additional features and functionality that are on your firm’s road map to be delivered in the next 12 to 36 months.  The City may be interested in partnering as a beta site.  Please describe the approach used to beta test software.  If you have any prepared presentation materials regarding your plans, please include them.
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COMPANY PROFILE INFORMATION

Submit a completed company profile information sheet for the prime contractor, each joint venture partner, and each subcontractor, as applicable.

1) Legal Name of Firm:    	

2) Doing Business under Other Company Name?
If yes, Name of Company:     	

3) Headquarters Street Address:    	

4) Headquarters City, State, Zip Code:    	

5) Web Site Address:    	

[bookmark: Check1][bookmark: Check2]6) Proposed Role: 	|_|  Prime     	|_|  Subcontractor  Joint Venture Partner
[bookmark: Check3]	|_|  Supplier 	|_|  Other:     	

7) Number of Years in Business:    		Number of Years in the CRM Business:     	

8) Total Number of: Employees:    	, full-time technical Staff:    	, & support staff:      	

9) Total Annual Revenues for each of the last 3 full fiscal years:    	

10) Major Products and/or Services Offered:    	
  	
  	

11) Other Products and/or Services:    	 
  	
  	

12) Number of installed CRM solutions commenced or deployed in the last 4 years:    	






PROJECT REFERENCE FORM

Please complete one Project Reference Form for every CRM implementation project for organizations with more than 500,000 constituents that Respondent has commenced or deployed within the last four years.  If the software provider is not the prime contractor, please also include a completed Project Reference Form for each such project for the software provider, regardless of whether or not the software provider was the prime or subcontractor on such projects. 

Referenced Company:   	 

CRM Product:    	

Client Name:    	

Client Organization Size (# of Employees):    		Size of Constituent Base:    	

Project Start Date:    		Project Go Live Date:    	

Initial Contract Amount:    		Final Contract Amount:    	 

CRM Deployment Model (i.e., SaaS, Hosted, On-Premises):  	

Project Scope and Description:    	

    	

    	

    	

    	

    	

Describe how subject solicitation goals were met.  What was the outcome of the project?  Attach additional pages, as necessary. 

    	

    	

    	

    	

    	

Discuss significant obstacles to implementation and how those obstacles were overcome.

    	

    	

    	

    	

Is the client still using your company for subject solicitation?    	 

What was the cost/financing structure of the contract?    	 

    	

    	

    	

Implementation Vendor:    	

Project Manager:    	

List all Applications that were interfaced with the CRM Software.

    	

    	

    	

    	

Client Project Implementation Manager

Name:  		Title:        	

Phone:       		Project Role:    	

Client Call Center Manager

Name:  		Title:        	

Phone:       		Project Role:    	
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Instructions to Respondent:
1. Complete the Cost Summary below, which shall be a roll-up of all subsequent Cost Detail sections.  Cost Summary shall represent the full cost of software, implementation, and other services over the first five years.
1. The Total Cost should include all software and services costs necessary to deliver the proposed solution at a fixed fee.  The timing of all costs should match Respondent's implementation plan.
1. Complete the Cost Detail sections on subsequent pages, which shall include unit pricing and total costs as applicable.   In case of a discrepancy between the unit and total pricing, the unit price(s) shall govern.  Use additional pages as necessary to provide the City with a detailed understanding of all associated costs. 
1. Cost Detail sections indicate anticipated cost items.  Please add items as needed/proposed.
1. All costs should be in US dollars.
1. Indicate payment terms if an early payment discount is offered, including the percentage discount and when the payment is due.  Also indicate any other special discounts or programs that you feel could benefit the City.  The Total Cost in the Cost Summary shall not reflect any such discounts.
1. Provide any proposed optional hardware, software, and implementation services on additional pages.

Cost Summary
[image: ]


1. System Costs Detail*
[image: ]
* Note:  Provide a schedule of all software quantities, unit prices, and total prices by year.


2. Implementation Services Costs Detail
[image: ]



2a. Strategic Planning, Business Analysis and Related Costs Detail
[image: ]



3. Training Costs Detail*
[image: ]
* Note:  Detail all classes available including different levels of user training and administrator training if available.


4. Maintenance and Support Services Costs Detail
[image: ]

5. License Maintenance Costs or Subscriptions Service Fees Detail*
[image: ]
* Note:  Provide a schedule of all software quantities, unit prices, and total prices by year.


6. Other Implementation Costs Detail
[image: ]



7. Other Costs Detail
[image: ]


Pricing Assumptions and Additional Notes
[image: ]
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A sample copy of the City’s professional services agreement is embedded in this document as a .pdf file below:
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The City of Chicago Insurance Requirements for this RFP are outlined below:

Contractor must provide and maintain at Contractor's own expense or cause to be provided, during the term of the Agreement and time period following expiration if Contractor is required to return and perform any additional work or Services under the Agreement, the insurance coverage and requirements specified below, insuring all operations related to the Agreement.

A.	INSURANCE TO BE PROVIDED   

1)	Workers Compensation and Employers Liability

Workers Compensation Insurance, as prescribed by applicable law, covering all employees who are to provide a service under this Agreement and Employers Liability coverage with limits of not less than $500,000 each accident, illness or disease. 

2)	Commercial General Liability (Primary and Umbrella)

Commercial General Liability Insurance  or equivalent with limits of not less than 
$10,000,000 per occurrence for bodily injury, personal injury and property damage liability.  Coverages must include the following: All premises and operations, products/completed operations, separation of insured, defense and contractual liability (not to include Endorsement CG 21 39 or equivalent). The City of Chicago is to be named as an additional insured on a primary, non-contributory basis for any liability arising directly or indirectly from the work or Services.

Subcontractors performing work or Services for the Contractor must maintain limits of not less than $2,000,000 with the same terms herein.

3)	Automobile Liability (Primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in connection with work to be performed, Contractor must provide Automobile Liability Insurance with limits of not less than $2,000,000 per occurrence for bodily injury and property damage.  The City of Chicago is to be named as an additional insured on a primary, non-contributory basis.

Subcontractors performing work or Services for the Contractor must maintain limits of not less than $1,000,000 with the same terms herein.

4)	Error & Omissions/Professional Liability

When any system technicians or engineers, web/cyber architects or engineers,  project/program managers/administrators, training professionals, electronic data processing (EDP) professionals including but not limited to system programmers, hardware and software designers/consultants or other professional consultants perform work or services in connection with this Agreement, Professional Liability Insurance (including  covering acts, errors or omissions must be maintained with limits of not less than $5,000,000. Coverage must include performance of or failure to perform EDP, performance of or failure to perform other computer services and failure of software product to perform the function for the purpose intended. When policies are renewed or replaced, the policy retroactive date must coincide with or precede start of work on the Agreement.  A claims-made policy which is not renewed or replaced must have an extended reporting period of two (2) years.

	Subcontractors performing professional Services for the Contractor must maintain limits of not less than $1,000,000 with the same terms herein.

5)	Valuable Papers

When any plans, designs, drawings, specifications, media, data, reports, records, reports and other documents are produced or used under this Agreement, Valuable Papers Insurance must be maintained in an amount to insure against any loss whatsoever and must have limits sufficient to pay for the re-creation and reconstruction of such records.

6) All Risk Property/Installation

	All Risk Property/Installation Insurance must be maintained by the Contractor at full replacement cost insuring loss or damage to City of Chicago property  including Department of Innovation Technology system/equipment, computer hardware and software devices, machinery, equipment, materials, parts and supplies that are part of the project/Agreement during the course of design, development, installation, implementation, upgrade and testing until City acceptance; during maintenance, repairs thereafter.  Coverage is to be provided for City of Chicago property/data in the care, custody and control of Contractor while in storage. The City of Chicago is to be named as an additional insured and loss payee.

Contractor is responsible for all loss or damage City property at full replacement cost including but not limited to City systems/equipment materials or supplies that result from this Agreement during installation, maintenance, oe repairs; and for any loss or damage to City of Chicago property/data while in storage at Contractor site.

Hosting Site 
Contractor is to provide evidence of All Risk Property Insurance for Property (Hosting) Site of Contractor that is part of the Agreement.
	
Contractor is responsible for all loss or damage to personal property (including but not limited to materials, equipments, tools and supplies), owned, rented or used by Contractor.

B.	ADDITIONAL REQUIREMENTS

Contractor must furnish the City of Chicago, Department of Procurement Services, City Hall, Room 806, 121 North La Salle Street, Chicago, IL 60602, original Certificates of Insurance, or such similar evidence, to be in force on the date of this Agreement, and Renewal Certificates of Insurance, or such similar evidence, if the coverage have an expiration or renewal date occurring during the term of this Agreement. Contractor must submit evidence of insurance on the City of Chicago Insurance Certificate Form (copy attached as Exhibit-) or equivalent prior to execution of Agreement. The receipt of any certificate does not constitute agreement by the City that the insurance requirements in the Agreement have been fully met or that the insurance policies indicated on the certificate are in compliance with all requirements of Agreement.  The failure of the City to obtain certificates or other insurance evidence from Contractor is not a waiver by the City of any requirements for the Contractor to obtain and maintain the specified coverage. Contractor must advise all insurers of the Agreement provisions regarding insurance. Non-conforming insurance does not relieve Contractor of the obligation to provide insurance as specified in this Agreement.  Non-fulfillment of the insurance conditions may constitute a violation of the Agreement, and the City retains the right to stop work until proper evidence of insurance is provided, or the Agreement may be terminated. 

The Contractor must provide for 60 days prior written notice to be given to the City in the event coverage is substantially changed, canceled or non-renewed.

Any deductibles or self-insured retentions on referenced insurance coverage must be borne by Contractor.

The Contractor hereby waives and agrees to require their insurers to waive their rights of subrogation against the City of Chicago, its employees, elected officials, agents, or representatives.

The coverage and limits furnished by Contractor in no way limit the Contractor's liabilities and responsibilities specified within the Agreement or by law.

Any insurance or self-insurance programs maintained by the City of Chicago do not contribute with insurance provided by Contractor under this Agreement.

The required insurance to be carried is not limited by any limitations expressed in the indemnification language in this Agreement or any limitation placed on the indemnity in this Agreement given as a matter of law.   

If Contractor is a joint venture or limited liability company, the insurance policies must name the joint venture or limited liability company as a named insured.

Contractor must require all Subcontractors to provide the insurance required in this Agreement, or Contractor may provide the coverage for Subcontractors.  All Subcontractors are subject to the same insurance requirements of Contractor unless otherwise specified in this Agreement.

If Contractor or Subcontractors desire additional coverage, the party desiring the additional coverage is responsible for the acquisition and cost.

Notwithstanding any provision in the Agreement to the contrary, the City of Chicago Risk Management Department maintains the right to modify, delete, alter or change these requirements.      



INSURANCE CERTIFICATE OF COVERAGE
Named Insured:		Specification #:  119440		
Address:	 	RFP:				 
(Number and Street)		Project #:				
		Contract #:			
(City)		(State)		(ZIP)
	
 Description of Operation/Location
	



The insurance policies and endorsements indicated below have been issued to the designated named insured with the policy limits as set forth herein covering the operation described within the contract involving the named insured and the City of Chicago. The Certificate issuer agrees that in the event of cancellation, non-renewal or material change involving the indicated policies, the issuer will provide at least sixty (60) days prior written notice of such change to the City of Chicago at the address shown on this Certificate. This certificate is issued to the City of Chicago in consideration of the contract entered into with the named insured, and it is mutually understood that the City of Chicago relies on this certificate as a basis for continuing such agreement with the named insured:
	
Type of Insurance
	
Insurer Name
	
Policy Number
	
Expiration Date
	
Limits of Liability
All Limits in Thousands

	
General Liability
[  ] Claims made [  ] Occurrence
[  ] Premise-Operations
[  ] Explosion/Collapse Underground
[  ] Products/Completed-Operations
[  ] Blanket Contractual
[  ] Broad Form Property Damage
[  ] Independent Contractors
[  ] Personal Injury
[  ] Pollution
	

	

	

	
CSL Per
Occurrence      $ _________

General
Aggregate         $ _________

Products/Completed
Operations
Aggregate         $ _________

	
Automobile Liability
	

	

	

	
CSL Per
Occurrence       $ _________

	
[  ] Excess Liability
[  ] Umbrella Liability
	

	

	

	
Each
Occurrence       $ _________

	
Worker’s Compensation and Employer’s Liability
	

	

	

	
Statutory/Illinois
Employers
Liability             $ _________

	
Builders Risk/Course of Construction
	

	

	

	
Amount of Contract


	
Professional Liability
	

	

	

	
                         $ __________

	
Owner Contractors Protective
	

	

	

	
                         $ ___________

	
Other
	

	

	

	
                         $ ___________


a) 	Each Insurance policy required by this agreement, excepting policies for worker’s compensation and professional liability, will read: The City of Chicago is an additional insured as respects operations and activities of, or on behalf of the named insured, performed under contract with or permit from the City of Chicago.
b) 	The General, Automobile and Excess/Umbrella Liability Policies described provide for severability of Interest (cross liability) applicable to the named insured and the City.
c) 	Workers Compensation and Property Insurers shall waive all rights of subrogation against the City of Chicago.
	
Name and Address of Certificate Holder and Recipient of Notice
Certificate Holder/Additional Insured                       
City of Chicago                                                         
Procurement  Department           
121 N. LaSalle St., #403                                           
Chicago, IL 60602
	


Signature of Authorized Rep. ____________________________
Agency/Company: _____________________________________
Address ______________________________________________
Telephone ____________________________________________


d) 	The receipt of this certificate by the City does not constitute agreement by the City that the insurance requirements in the contract have been fully met, or that the insurance policies indicated by this certificate are in compliance with all contract requirements.

For City use only
Name of City Department requesting certificate: (Using Dept.) 					
Address: 						  ZIP Code: 		Attention: 	____________________
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The following tables outline 80% of the City of Chicago’s 2012 Service Request volume by department and bureau.

	80% of 2012 Service Request Volume by Department

	Department/Bureau
	CSR Type
	SLA
	# of Requests

	Streets and Sanitation

	Bureau of Street Operations 
	Graffiti Removal
	10
	134,527

	Bureau of Street Operations 
	Weed Removal
	7
	62,565

	Bureau of Traffic Services 
	Immediate Tow
	90
	53,790

	Bureau of Rodent Control 
	Garbage Cart Black Maintenance/Replacement
	15
	52,933

	Bureau of Forestry 
	Tree Trim
	40
	42,422

	Bureau of Rodent Control 
	Rodent Baiting/Rat Complaint
	7
	41,528

	Bureau of Traffic Services 
	Vehicle Impoundment
	90
	25,292

	Bureau of Forestry 
	Tree Debris
	5
	23,774

	Bureau of Traffic Services 
	Abandoned Vehicle Complaint
	40
	20,667

	Bureau of Forestry 
	Tree Emergency
	1
	19,148

	Bureau of Sanitation 
	Sanitation Code Violation
	3
	19,121

	Bureau of Traffic Services 
	Relocated Vehicle
	1
	17,806

	Bureau of Street Operations Private 
	S.W.A.P. (Sheriff`s Work Alt Prgm)
	14
	17,696

	Buildings

	Conservation
	Building Violation
	21
	22,956

	Troubled Buildings
	Vacant/Abandoned Building
	21
	19,060

	New Construction
	No Building Permit & Construction Violations
	21
	6,570

	Plumbing
	Plumbing Violation
	21
	5,309

	Conservation
	No Heat
	3
	3,712

	Family and Support Services

	Senior Services
	I & A Call Log
	7
	124,229

	Senior Services
	Aging Direct Service
	7
	35,771

	Human Services
	Shelter Request
	1
	22,603

	Transportation

	Division of Electrical Operations 
	Street Lights - All/Out
	4
	61,236

	Division of In-House Construction
	Pot Hole in Street
	7
	43,237

	DIM, Sign Management 
	Sign - All Other Signs
	20
	34,850

	Division of Electrical Operations
	Street Light - 1/Out
	10
	28,158

	Division of In-House Construction
	Bridge Lift
	1
	22,135

	Division of Electrical Operations
	Traffic Signal Out
	1
	21,036

	Division of In-House Construction
	Street Paint Marking Maintenance
	180
	20,330

	Division of Electrical Operations
	Alley Light Out
	30
	20,031

	Division of Engineering
	Sidewalk Survey
	30
	12,053

	DIM, Public Way Management
	Pavement Cave-In Survey
	3
	6,359

	Division of In-House Construction
	Alley Pot Hole
	10
	6,266

	Water Management

	Meter Shop
	Shut Off Water Non Pay WS 
	30
	37,219

	Central Dispatch
	Hydrant Open
	1
	27,594

	Billing & Customer Service
	Illegal Restore
	1
	19,660

	Sewer Section
	Clean Catch Basin/Gutter Box 
	30
	17,647

	Central Dispatch
	Check for Leak
	30
	14,727

	Sewer Section
	Sewer Cave In Inspection
	10
	10,289

	Sewer Section
	Sewer Cleaning Inspection
	30
	9,962

	Sewer Section
	Water On Street
	7
	4,612

	Sewer Section
	Water in Basement
	3
	4,371

	Sewer Section
	Missing Lid/Grate
	1
	4,311

	Central Dispatch
	Restore Water After Payment 
	3
	4,083

	Central Dispatch
	Request Water Shut-off Vacant Building
	4
	4,000

	Sewer Section
	Repair Catch Basin/Gutter Box
	60
	3,771

	Meter Shop
	Water Meter Volunteer Program
	90
	3,692

	Central Dispatch 
	Defective B-Box 
	90
	3,477

	Central Dispatch 
	Water Management - General Investigation
	90
	3,347

	All Other Departments

	Aviation
	Aviation
	1
	24,284

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	22,849

	Animal Care and Control
	Animal Care and Control
	1
	18,266

	Zoning and Land Use Planning
	Zoning and Land Use Planning
	7
	16,774

	Business Affairs and Consumer Protection
	Prosecutions and Adjudication
	45
	14,282

	Animal Care and Control
	Animal Care and Control
	1
	11,699

	Animal Care and Control
	Animal Care and Control
	1
	10,152

	Mayor's Correspondence Group
	Mayor's Correspondence Group
	28
	6,263

	Police
	Police
	30
	5,884

	Alderman
	Alderman
	0
	5,267

	Animal Care and Control
	Animal Care and Control
	10
	4,941

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	4,695

	Animal Care and Control
	Animal Care and Control
	1
	4,131

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	3,562

	Health
	Health - Food Protection
	21
	3,157

	Animal Care and Control
	Animal Care and Control
	14
	3,014

	Other Government Agencies
	Chicago Park District
	30
	2,661

	Other Government Agencies
	Chicago Park District
	30
	2,340

	Business Affairs and Consumer Protection
	Enforcement and Investigations
	21
	2,269

	Animal Care and Control
	Animal Care and Control
	25
	2,171

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	2,153

	Other Government Agencies
	Chicago Park District
	30
	2,034

	Business Affairs and Consumer Protection
	Prosecutions and Adjudication
	45
	1,998

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	1,861

	Zoning and Land Use Planning
	Zoning and Land Use Planning
	30
	1,753

	Other Government Agencies
	Chicago Transit Authority - CTA
	7
	1,721

	Mayor's Office for People with Disabilities
	MOPD
	7
	1,671

	Animal Care and Control
	Animal Care and Control
	45
	1,616
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The following chart displays the City of Chicago’s 2012 Service Request volume by intake channel.
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[bookmark: _Exhibit_8_–][bookmark: _Toc365463292]Exhibit 8 – Data Protection Policy with Contractors 

DATA POLICY/DATA WITH CONTRACTOR

"Breach" means the acquisition, access, use, or disclosure of Protected Information that compromises the security or privacy of the Protected Information. 

"Contractor" means an entity that receives or encounters Protected Information. Contractor includes, without limitation, entities that store Protected Information, or host applications that process Protected Information. The provisions of this Data Policy includes not only the entity that is a signatory to this Policy but all subcontractors, of whatever tier, of that entity; the signatory must inform and obtain the agreement of such subcontractors to the terms of this Data Policy. 
 
"Protected Information" means all data provided by City to Contractor or encountered by Contractor in the performance of the services to the City, including, without limitation, all data sent to Contractor by City and/or stored by Contractor on its servers. Protected Information includes, but is not limited to, employment records, medical and health records, personal financial records (or other personally identifiable information), research data, and classified government information. To the extent there is any uncertainty as to whether any data constitutes Protected Information, the data in question shall be treated as Protected Information.


1. Information Security. Contractor agrees to the following:

1.1. General. Notwithstanding any other obligation of Contractor under this policy, Contractor agrees that it will not lose, alter, or delete, either intentionally or unintentionally, any Protected Information, and that it is responsible for the safe-keeping of all such information, except to the extent that the City directs the Contractor in writing to do so. 

1.2. Access to Data.  In addition to the records to be stored / maintained by Contractor, all records that are possessed by Contractor in its service to the City of Chicago to perform a governmental function are public records of the City of Chicago pursuant to the Illinois Freedom of Information Act (FOIA), unless the records are exempt under the Act.  FOIA requires that the City produce records in a very short period of time.  If the Contractor receives a request from the City to produce records, the Contractor shall do so within 72 hours of the notice.

1.3. Minimum Standard for Data at Rest and Data in Motion. Contractor must, at a minimum, comply, in its treatment of Protected Information, with National Institute of Standards and Technology (NIST) Special Publication 800-53 Moderate Level Control. Notwithstanding this requirement, Contractor acknowledges that it must fully comply with each additional obligation contained in this policy. If data is protected health information or electronic protected health information, as defined in the Health Insurance Portability and Accountability Act and Health Information Technology for Economic and Clinical Health Act (HIPAA/HITECH) and regulations implementing these Acts (see 45 CFR Parts 160 and 164), it must be secured in accordance with "Guidance Specifying the Technologies and Methodologies that Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals," available on the United States Department of Health and Human Services (HHS) website (http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html), or at Volume 74 of the Federal Register, beginning at page 42742. That guidance from the HHS states that valid encryption processes for protected health information data at rest (e.g., protected health information resting on a server), must be consistent with the NIST Special Publication 800-111, Guide for Storage Encryption Technologies for End User Devices. Valid encryption processes for protected health information data in motion (e.g., transmitted through a network) are those which comply with NIST Special Publications 800-52, Guidelines for the Selection and Use of Transport Layer Security Implementation; 800-77, Guide to IPsec VPNs; or 800-113, Guide to SSL VPNs, or others which are Federal Information Processing Standards (FIPS) 140-2 validated.

1.4. Where Data is to be Stored. All data must be stored only on computer systems located in the continental United States.

1.5. Requirement to Maintain Security Program. Contractor acknowledges that the City has implemented an information security program to protect the City's information assets, which Program is available on the City website at http://www.cityofchicago.org/city/en/depts/doit/supp_info/initiatives_-_informationsecurity.html ("City Program"). Contractor shall be responsible for establishing and maintaining an information security program that is designed to: (i) ensure the security and confidentiality of Protected Information; (ii) protect against any anticipated threats or hazards to the security or integrity of Protected Information; (iii) protect against unauthorized access to or use of Protected Information; (iv) ensure the proper disposal of Protected Information; and, (v) ensure that all subcontractors of Contractor, if any, comply with all of the foregoing. 

1.6. Undertaking by Contractor.  Without limiting Contractor's obligation of confidentiality as further described herein, in no case shall the safeguards of Contractor's information security program be less stringent than the information security safeguards used by the City Program.

1.7. Right of Audit by the City of Chicago. The City of Chicago shall have the right to review Contractor's information security program prior to the commencement of Services and from time to time during the term of this Agreement. During the performance of the Services, from time to time and without notice, the City of Chicago, at its own expense, shall be entitled to perform, or to have performed, an on-site audit of Contractor's information security program. In lieu of an on-site audit, upon request by the City of Chicago, Contractor agrees to complete, within forty-five (45 days) of receipt, an audit questionnaire provided by the City of Chicago or the City of Chicago's designee regarding Contractor's information security program.

1.8. Audit by Contractor. No less than annually, Contractor shall conduct an independent third-party audit of its information security program and provide such audit findings to the City of Chicago, all at the Contractor's sole expense.

1.9. Audit Findings. Contractor shall implement at its sole expense any remedial actions as identified by the City as a result of the audit.

1.10. Demonstrate Compliance - PCI. No less than annually, as defined by the City of Chicago and where applicable, the Contractor agrees to demonstrate compliance with PCI DSS (Payment Card Industry Data Security Standard). Upon City's request, Contractor must be prepared to demonstrate compliance of any system or component used to process, store, or transmit cardholder data that is operated by the Contractor as part of its service. Similarly, upon City's request, Contractor must demonstrate the compliance of any third party it has sub-contracted as part of the service offering. As evidence of compliance, the Contractor shall provide upon request a current attestation of compliance signed by a PCI QSA (Qualified Security Assessor).

1.11. Demonstrate Compliance - HIPAA / HITECH. If the Protected Information includes protected health information or electronic protected health information covered under HIPAA/HITECH, Contractor must execute, and be governed by, the provisions in its contract with the City regarding HIPAA/HITECH, the regulations implementing those Acts, and the Business Associate Agreement in its contract with the City. As specified in 1.3, protected health information must be secured in accordance with the "Guidance Specifying the Technologies and Methodologies that Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals." 

1.12. Data Confidentiality. Contractor shall implement appropriate measures designed to ensure the confidentiality and security of Protected Information, protect against any anticipated hazards or threats to the integrity or security of such information, protect against unauthorized access or disclosure of information, and prevent any other action that could result in substantial harm to the City of Chicago or an individual identified with the data or information in Contractor's custody.

1.13. Compliance with All Laws and Regulations. Contractor agrees that it will comply with all laws and regulations.

1.14. Limitation of Access. Contractor will not knowingly permit any Contractor personnel to have access to any City of Chicago facility or any records or data of the City of Chicago if the person has been convicted of a crime in connection with (i) a dishonest act, breach of trust, or money laundering, or (ii) a felony. Contractor must, to the extent permitted by law, conduct a check of public records in all of the employee's states of residence and employment for at least the last five years in order to verity the above. Contractor shall assure that all contracts with subcontractors impose these obligations on the subcontractors and shall monitor the subcontractors' compliance with such obligations. 

1.15. Data Re-Use. Contractor agrees that any and all data exchanged shall be used expressly and solely for the purposes enumerated in the Agreement. Data shall not be distributed, repurposed or shared across other applications, environments, or business units of Contractor. As required by Federal law, Contractor further agrees that no City of Chicago data of any kind shall be revealed, transmitted, exchanged or otherwise passed to other Contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by an officer of the City of Chicago with designated data, security, or signature authority.

1.16. Safekeeping and Security. Contractor will be responsible for safekeeping all keys, access codes, passwords, combinations, access cards, personal identification numbers and similar security codes and identifiers issued to Contractor's employees, agents or subcontractors. Contractor agrees to require its employees to promptly report a lost or stolen access device or information to their primary business contact and to the City of Chicago Information Security Office. 

1.17. Mandatory Disclosure of Protected Information. If Contractor is compelled by law or regulation to disclose any Protected Information, the Contractor will provide to the City of Chicago with prompt written notice so that the City of Chicago may seek an appropriate protective order or other remedy. If a remedy acceptable to the City of Chicago is not obtained by the date that the Contractor must comply with the request, the Contractor will furnish only that portion of the Protected Information that it is legally required to furnish, and the Contractor shall require any recipient of the Protected Information to exercise commercially reasonable efforts to keep the Protected Information confidential.

1.18. Data Breach. Contractor agrees to comply with all laws and regulations relating to data breach, including without limitation, the Illinois Personal Information Protection Act and other applicable Illinois breach disclosure laws and regulations. Data breaches of protected health information and electronic protected health information shall be governed by the provisions regarding HIPAA/HITECH, and the regulations implementing those Acts, in the Contractor's contract with the City, specifically the Business Associate Agreement in such contract. Contractor will immediately notify the City if security of any Protected Information has been breached, and will provide information as to that breach in such detail as requested by the City. Contractor will, if requested by the City, notify any affected individuals of such breach at the sole cost of the Contractor.

1.19. Data Sanitization and Safe Disposal. All physical and electronic records must be retained per federal, state and local laws and regulations, including the Local Records Act. Where disposal is approved, the Contractor agrees that prior to disposal or reuse of all magnetic media (e.g. hard disk, floppy disk, removable media, etc.) which may have contained City of Chicago data shall be submitted to a data sanitization process which meets or exceeds DoD 5220.28-M 3-pass specifications. Certification of the completion of data sanitization shall be provided to the City of Chicago within 10 days of completion. Acceptance of Certification of Data Sanitization by the Information Security Office of the City of Chicago is required prior to media reuse or disposal. All other materials which contain City of Chicago data shall be physically destroyed and shredded in accordance to NIST Special Publication 800-88, Guidelines for Media Sanitization, specifications.

1.20. End of Agreement Data Handling. The Contractor agrees that upon termination of this Agreement it shall return all data to the City of Chicago in a useable electronic form, and erase, destroy, and render unreadable all data in its entirety in accordance to the prior stated Data Sanitization and Safe Disposal provisions. Data must be rendered in a manner that prevents its physical reconstruction through the use of commonly available file restoration utilities. Certification in writing that these actions have been completed must be provided within 30 days of the termination of this Agreement or within 7 days of a request of an agent of the City of Chicago, whichever shall come first.
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The City’s new Information Security Policies are embedded in this document as a .pdf file below:
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OFFICE OF THE MAYOR

CITY OF CHICAGO

RAHM EMANUEL
MAYOR

Executive Order No. 2011-4

WHEREAS, the people of the City of Chicago are entitled to have absolute faith in the
integrity of governmental decisions and it is crucial that individuals who are elected to public
office have the trust, respect and confidence of the citizenry; and

WHEREAS, in order to promote public confidence in government and its decision-
making, it is necessary that public officials and contractors adhere to the highest ethical
standards and avoid transactions and circumstances that may compromise or appear to
compromise the independence of any City decision; and

WHEREAS, it is essential that the public have confidence that the selection of City
contractors is based on merit and have trust in the processes by which taxpayer dollars are spent;
and

WHEREAS, these laws currently prohibit employees from accepting political
contributions from persons doing business with the City, soliciting political contributions on City
time or performing any other political activity on City time; and

WHEREAS, current state statutes and local ordinances governing political Contributions
prohibit anonymous political contributions or contributions in the names of other persons and
prohibit anyone from compelling, coercing or intimidating another into making political
contributions; and

WHEREAS, this Order places an even greater restriction on the mayor and on City
contractors by prohibiting City contractors, owners of City contractors, spouses or domestic
partners of owners of City Contractors, subcontractors to a City contractor on a City contract,
owners of subcontractors to a City Contractor on a City contract, and spouses or domestic
partners of owners of subcontractors to a City contractor on a City contract from making
Contributions of any amount to the mayor; and

WHEREAS, the provisions of this Order represent a message to every Chicagoan that the
City’s Mayor is committed to a City administration and a contract and procurement process
based on the highest ethical standards; and

WHEREAS, by this Order, an unmistakable message about ethical conduct will be
conveyed; now, therefore,





I, RAHM EMANUEL, Mayor of the City of Chicago, do hereby order as follows:
1. Definitions
For purposes of this Order,

“City Contractor” means a person who or entity that has submitted a bid for or enters into
a Contract with the City.

“Contract” means any agreement with the City that is (i) formed under the authority of
chapter 2-92 of the Municipal Code of Chicago; (ii) for the purchase, sale or lease of real or
personal property; or (iii) for materials, supplies, equipment or services which are approved
and/or authorized by the City council.

“Contribution” means a “political contribution” as defined in Chapter 2-156 of the
Municipal Code of Chicago, as amended.

“Owner” means any person with an ownership or beneficial interest in an entity of more
than seven and one-half percent.

“Political Fundraising Committee” means a “political fundraising committee” as defined
in Chapter 2-156 of the Municipal Code of Chicago, as amended.

2. Violations
Any one or more of the following shall be a violation of this Order:

(1) For any City Contractor to make a Contribution of any amount to the mayor or to his
Political Fundraising Committee during the bid or other Contract solicitation process,
including any time after a Contract is awarded but before the start of the contract,
and/or the term of any Contract between the City and City Contractor or any period,
during which an extension of the City Contractor’s Contract is being sought or
negotiated.

) For the owner of any City Contractor to make a Contribution of any amount to the
mayor or to his Political Fundraising Committee during the bid or other Contract
solicitation process, including any time after a Contract is awarded but before the start
of the contract, and/or the term of any Contract between the City and City Contractor
or any period during which an extension of the City Contractor’s Contract is being
sought or negotiated.

3) For the spouse or domestic partner of the owner of any City Contractor to make a
Contribution of any amount to the mayor or to his Political Fundraising Committee
during the bid or other Contract solicitation process, including any time after a
Contract is awarded but before the start of the contract, and/or the term of any
Contract between the City and City Contractor or any period during which an
extension of the City Contractor’s Contract is being sought or negotiated.





4)

(%)

(6)

(7

®)

©)

(10)

For a subcontractor of any City Contractor on a City Contract to make a Contribution
of any amount to the mayor or to his Political Fundraising Committee during the bid
or other Contract solicitation process, including any time after a Contract is awarded
but before the start of the contract, and/or the term of any Contract between the City
and City Contractor or any period during which an extension of the City Contractor’s
Contract is being sought or negotiated.

For the owner of any subcontractor of any City Contractor on a City Contract to make
a Contribution of any amount to the mayor or to his political fundraising committee
during the bid or other Contract solicitation process, including any time after a
Contract is awarded but before the start of the contract, and/or the term of any
Contract between the City and City Contractor or any period during which an
extension of the City Contractor’s Contract is being sought or negotiated.

For the spouse or domestic partner of any owner of any subcontractor of any City
Contractor on a City Contract to make a Contribution of any amount to the mayor or
to his Political Fundraising Committee during the bid or other Contract solicitation
process, including any time after a Contract is awarded but before the start of the
contract, and/or the term of any Contract between the City and City Contractor or any
period during which an extension of the City Contractor’s Contract is being sought or
negotiated.

For any City Contractor or subcontractor to a City Contractor on a City Contract to
coerce, compel or intimidate its employees to make a Contribution of any amount to
the mayor or to his Political Fundraising Committee.

For any City Contractor or subcontractor to a City Contractor on a City Contract to
reimburse its employees for a Contribution of any amount made to the mayor or to his
Political Fundraising Committee.

For any City Contractor or subcontractor to a City Contractor on a City Contract to
bundle or solicit others to bundle Contributions to the mayor or to his Political
Fundraising Committee. For purposes of this Order, “bundle” shall mean to collect
Contributions from more than one source which are then delivered by one person to
the mayor or to his Political Fundraising Committee.

For any City Contractor, owner of a City Contractor, spouse or domestic partner of an
owner of a City Contractor, subcontractor to a City Contractor on a City contract,
owner of a subcontractor of a City Contractor on a City contract, or spouse or
domestic partner of an owner of a subcontractor of a City Contractor on a City
Contract to engage in any conduct whatsoever designed to intentionally violate the
provisions of this Executive Order or to entice, direct or solicit others to intentionally
violate the provisions of this Executive Order.

Penalty

In addition to any other penalty authorized by law, any Contract negotiated, entered into,
or performed in violation of any of the provisions of this Order shall be terminable by the City.

3





Any bid or proposal submitted in violation of any of the provisions of this Order shall be subject
to rejection by the City.

4, Effective Date

This Order shall take effect upon its execution and filing with the City Clerk.

T

N

Mayor

Received and filed May |f , 2011

City Cler ‘ Q
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

1System Costs  $                    -    $                   -    $                   -    $                   -    $                   -    $                   -   

2Implementation Services Costs                        -                         -                         -                         -                         -    $                   -   

3Training Costs                        -                         -                         -                         -                         -    $                   -   

4Maintenance and Support 

Services Costs

                       -                         -                         -                         -                         -    $                   -   

5License Maintenance Costs or 

Subscription Service Fees

                       -                         -                         -                         -                         -    $                   -   

6Other Implementation Costs                        -                         -                         -                         -                         -    $                   -   

7Other Costs                        -                         -                         -                         -                         -    $                   -   

TOTAL COST $                    -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

aCRM Software   $                   -   

Module:  $                   -   

Module:  $                   -   

Module:  $                   -   

Module:  $                   -   

bThird Party Software  $                   -   

cOther System Costs  $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

aStrategic Planning, Business 

Analysis and Related Services

 $                   -   

bSystem Integration Development  $                   -   

cConfiguration, Testing and 

Acceptance

 $                   -   

dData Migration  $                   -   

e311 Web Portal Implementation  $                   -   

fSocial Media Integration  $                   -   

gProject Management  $                   -   

hChange Management  $                   -   

iOther Implementation Servcies 

Costs

 $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

aStrategic Planning  $                   -   

bEducation and Outreach  $                   -   

cService Request Type Analysis  $                   -   

dDuplicate Detection Algorithm 

Design

 $                   -   

eCity GIS Layers  $                   -   

fKnowledge Base Design, 

Organization, and 

Implementation

 $                   -   

gScripting  $                   -   

hCustom Report Design  $                   -   

iOther Business Analysis Costs  $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

aEnd-User Training  $                    -    $                   -    $                   -    $                   -    $                   -    $                   -   

bSuper-User Training  $                   -   

c

SLAs, Reporting and Analytics 

Training

 $                   -   

d

Knowledge Base Design and 

Implementation Training

 $                   -   

e

Functional System Administrator 

Training

 $                   -   

f

Technical System Administrator 

Training

 $                   -   

gTrain the Trainer Training  $                   -   

hCustomer Service Training  $                   -   

i

Other Training Costs  $                   -   

TOTAL $                    -    $                   -    $                   -    $                   -    $                   -    $                   -   

IITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

a  $                   -   

b  $                   -   

c  $                   -   

d  $                   -   

e  $                   -   

f  $                   -   

g  $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

aCRM Software   $                   -   

Module:  $                   -   

Module:  $                   -   

Module:  $                   -   

bThird Party Software  $                   -   

cOther System Costs  $                   -   

 $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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COST 

Year 1

COST

Year 2

COST

Year 3

COST

Year 4

COST

Year 5

TOTAL

a  $                   -   

b  $                   -   

c  $                   -   

d  $                   -   

e  $                   -   

f  $                   -   

g  $                   -   

TOTAL $                   -    $                   -    $                   -    $                   -    $                   -    $                   -   

ITEM
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SAMPLE PSA  City-pro-serv-form-A-E-complete-07-08-2013.pdf


SAMPLE PSA City-pro-serv-form-A-E-complete-07-08-2013.pdf
Spec. No.:
P.O. No.:
Vendor No.:
City-Funded

PROFESSIONAL SERVICES AGREEMENT
BETWEEN

THE CITY OF CHICAGO
DEPARTMENT OF

AND

RAHM EMANUEL
MAYOR

Jamie L. Rhee
Chief Procurement Officer
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1. INTRODUCTION

This Contract is entered into as of the day of ,20___ ("Effective Date") by and between

,a corporation ("Contractor"), and the City of Chicago, a
municipal corporation and home rule unit of local government existing under the Constitution of the State of
Illinois, acting through its Department of ("City"), at Chicago, lllinois.

[Insert background information here, including procurement process used.]

The Contractor warrants that it is ready, willing and able to perform as of the effective date of this Contract to
the full satisfaction of the City.

NOW, THEREFORE, the City and the Contractor Agree as Follows:

2. INCORPORATION OF EXHIBITS:
The following attached Exhibits are made a part of this agreement:

e  Exhibit 1: Scope of Services and Time Limits for Performance
o Key Personnel
e  Exhibit 2: Schedule of Compensation

e Exhibit 3: Example Insurance Certification and Evidence of Insurance
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3. STANDARD TERMS AND CONDITIONS
3.1. General Provisions
3.1.1. Definitions
"Addendum" is an official revision of the Bid Documents issued by the Chief Procurement Office prior to
Bid Opening Date.

"Airports" means Chicago O’Hare International Airport and Chicago Midway International Airport.

"Airside" means, generally, those areas of an Airport which requires a person to pass through a security
checkpoint to access. References to "sterile areas" generally mean Airside areas within terminal
buildings. References to "Airfield", "Aircraft Operations Area", "AOA", or "Secured areas" generally
mean outdoor Airside areas or areas not accessible to passengers.

"Attachments" are all the exhibits and other documents attached to the Bid Documents and/or
incorporated into the Contract by reference.

"Bid" refers to an offer made by a Bidder in response to an invitation for bids which includes a binding
proposal to perform the Contract which the City may rely on and accept, or in the case of an RFP or RFQ,
the submission/proposal in response to that solicitation which may be subject to negotiation.

"Bidder" is a person, firm, or entity submitting a Bid in response to an invitation for bids; for RFPs and
RFQs, references may be made to "Respondents.” Once the Contract is awarded the Contractor shall
assume that all references to a Bidder or Respondent and such attendant obligations apply to the
Contractor.

"Bid Opening Date" is the date and time publicly advertised by the Chief Procurement Officer as the
deadline for submission of Bids; this may be referred to as a "Proposal Due Date" for RFP and RFQ
solicitations.

"Bid Documents" means all the documents issued by the Chief Procurement Officer, or referenced by
the Chief Procurement Officer as being available on the City's website and incorporated by such
reference, in connection with an invitation for bids or proposals. Except for such Bid Documents as are
posted on the City's website and incorporated by reference, all Bid Documents must be submitted by a
bidder on the Bid Opening Date.

"Business Day" means business days (Monday through Friday, excluding legal holidays, or City shut-
down days) in accordance with the City of Chicago business calendar.

"Calendar Day" means all calendar days in accordance with the world-wide accepted calendar.

"Chief Procurement Officer" abbreviated as "CPO" means the chief executive of the City's Department
of Procurement Services ("DPS"), and any representative duly authorized in writing to act on the Chief
Procurement Officer's behalf.

"City" means the City of Chicago, a municipal corporation and home rule government under Sections 1
and 6(a), Article VII, of the 1970 Constitution of the State of lllinois.

"Commissioner" means the chief executive of any City department that participates in this Contract
(regardless of the actual title of such chief executive), and any representative duly authorized in writing
to act on the Commissioner's behalf with respect to this Contract.

"Contact Person" means the Contractor's management level personnel who will work as liaison
between the City and the Contractor and be available to respond to any problems that may arise in
connection with Contractor's performance under the Contract.

"Contract” means, upon notice of award from the CPO, the contract consisting of all Bid Documents
relating to a specific invitation for bids or proposals, and all amendments, modifications, or revisions
made from time to time in accordance with the terms thereof. All such documents comprising the
Contract are referred to as the "Contract Documents".
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"Contractor" means the Bidder or Proposer (person, firm, or entity) that is awarded the Contract by the
CPO. Any references to the Bidder or Proposer in the Contract Documents is understood to apply to the
Contractor.

"Department" which may also be referred to as the using/user Department is the City Department
which appears on the applicable Purchase Order Release for goods, work, or services provided under
this Contract.

"Detailed Specifications" refers to the contract specific requirements that includes but is not limited to
a detailed description of the scope, term, compensation, price escalation, and such other additional
terms and conditions governing this specific Contract.

"Force Majeure Event" means an event beyond the reasonable control of a party to this Contract, which
is limited to acts of God, explosion, acts of the public enemy, fires, floods, earthquakes, tornadoes,
epidemics, quarantine restrictions, work stoppages not caused or unmitigated by the Contractor.

"Holidays" refers to the official City Holidays when the City is generally closed for business which
includes: New Year's Day, Dr. Martin Luther King Jr.'s Birthday, Lincoln's Birthday, President’s Day,
Pulaski Day, Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran's Day, Thanksgiving
Day, and Christmas Day.

"MCC" is the abbreviation for the Municipal Code of Chicago.

"Party" or collectively "Parties" refers to the entities that have entered into this Contract including the
Contractor and the City.

"Purchase Order" means a written purchase order from a Department referencing this Contract.
Purchase Orders may also be referred to as "Blanket Releases".

"Services" refers to all work, services, and materials whether ancillary or as required by the Detailed
Specifications that Contractor provides in performance of its obligations under this Contract.

"Specification" means the Bid Documents, including but not limited to the Detailed Specifications.

"Subcontractor" means any person or entity with whom the Contractor contracts to provide any part of
the goods, services or work to be provided by Contractor under the Contract, including subcontractors
of any tier, suppliers and material men, whether or not in privity with the Contractor.

3.1.2. Interpretation of Contract

3.1.2.1. Order of Precedence

The order of precedence of the component contract parts will be as follows:
e Addenda, if any
e Detailed Specifications / Scope
e Plans or drawings, if any
e Special Conditions
e Supplemental Special Conditions, if any
e Insurance Requirements
e MBE/WBE/DBE Special Conditions, if any
e Standard Terms and Conditions
e Invitation to bid and proposal (bid) pages, if applicable

3.1.2.2. Interpretation and Rules

Unless a contrary meaning is specifically noted elsewhere, the phrases "as required", "as directed",
"as permitted", and similar words mean the requirements, directions, and permissions of the
Commissioner or CPO, as applicable. Similarly, the words "approved", "acceptable", "satisfactory",
and similar words mean approved by, acceptable to, or satisfactory to the Commissioner or the

CPO, as applicable.
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The words "necessary", "proper", or similar words used with respect to the nature or extent of work
or services mean that work or those services must be conducted in a manner, or be of a character
which is necessary or proper for the type of work or services being provided in the opinion of the
Commissioner and the CPO, as applicable. The judgment of the Commissioner and the CPO in such
matters will be considered final.

Wherever the imperative form of address is used, such as "provide equipment required" it will be
understood and agreed that such address is directed to the Contractor unless the provision
expressly states that the City will be responsible for the action.

3.1.2.3. Severability
The invalidity, illegality, or unenforceability of any one or more phrases, sentences, clauses, or
sections in this Contract does not affect the remaining portions of this Contract.

3.1.2.4. Entire Contract
The Contract Documents constitute the entire agreement between the parties and may not be
modified except by the subsequent written agreement of the parties.

3.1.3. Subcontracting and Assignment
3.1.3.1. No Assignment of Contract
Pursuant to 65 ILCS 8-10-14, Contractor may not assign this Contract without the prior written
consent of the CPO. In no case will such consent relieve the Contractor from its obligations, or
change the terms of the Contract. The Contractor must notify the CPO, in writing, of the name of
any proposed assignee and the reason for the assignment; consent to which is solely in the CPO’s
discretion.

3.1.3.2. Subcontracts

No part of the goods, work, or services to be provided under this Contract may be subcontracted
without the prior written consent of the CPO; but in no case will such consent relieve the Contractor
from its obligations, or change the terms of the Contract. The Contractor must notify the CPO of the
names of all Subcontractors to be used and shall not employ any that the CPO has not approved.
Prior to proposing the use of a certain Subcontractor, the Contractor must verify that neither the
Subcontractor nor any of its owners is debarred from or otherwise ineligible to participate on City
contracts. This information can be found on the City’s website:
http://www.cityofchicago.org/city/en/depts/dps/provdrs/comp/svcs/debarred_firms_list.html

Subcontracting of the services or work or any portion of the Contract without the prior written
consent of the CPO is null and void. Further, the Contractor will not make any substitution of a
previously approved Subcontractor without the prior written consent of the CPO; any substitution
of a Subcontractor without the prior written consent of the CPO is null and void.

The Contractor will only subcontract with competent and responsible Subcontractors. If, in the
judgment of the Commissioner or the CPO, any Subcontractor is careless, incompetent, violates
safety or security rules, obstructs the progress of the services or work, acts contrary to instructions,
acts improperly, is not responsible, is unfit, is incompetent, violates any laws applicable to this
Contract, or fails to follow the requirements of this Contract, then the Contractor will, immediately
upon notice from the Commissioner or the CPO, discharge or otherwise remove such Subcontractor
and propose an acceptable substitute for CPO approval.

3.1.3.3. No Pledging or Assignment of Contract Funds Without City Approval

The Contractor may not pledge, transfer, or assign any interest in this Contract or contract funds
due or to become due without the prior written approval of the CPO. Any such attempted pledge,
transfer, or assignment, without the prior written approval of the CPO is void as to the City and will
be deemed an event of default under this Contract.

3.1.3.4. City’s Right to Assign
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The City expressly reserves the right to assign or otherwise transfer all or any part of its interests in
this Contract without the consent or approval of the Contractor.

3.1.3.5. Assigns
All of the terms and conditions of this Contract are binding upon and inure to the benefit of the
parties hereto and their respective legal representatives, successors, transferees, and assigns.

3.1.4. Contract Governance
3.1.4.1. Governing Law and Jurisdiction
This Contract will be governed in accordance with the laws of the State of lllinois, without regard to
choice of law principles. The Contractor hereby irrevocably submits, and will cause its
Subcontractors to submit, to the original jurisdiction of those State or Federal courts located within
the County of Cook, State of lllinois, with regard to any controversy arising out of, relating to, or in
any way concerning the execution or performance of this Contract and irrevocably agrees to be
bound by any final judgment rendered thereby from which no appeal has been taken or is available.
The Contractor irrevocably waives any objection (including without limitation any objection of the
laying of venue or based on the grounds of forum non conveniens) which it may now or hereafter
have to the bringing of any action or proceeding with respect to this Contract in the jurisdiction set
forth above.

3.1.4.2. Consent to Service of Process

The Contractor agrees that service of process on the Contractor may be made, at the option of the
City, either by registered or certified mail addressed to the applicable office as provided for in this
Contract, by registered or certified mail addressed to the office actually maintained by the
Contractor, or by personal delivery on any officer, director, or managing or general agent of the
Contractor. The Contractor designates and appoints the representative identified on the signature
page hereto under the heading "Designation of Agent for Service Process", as its agent in Chicago,
Illinois, to receive on its behalf service of all process (which representative will be available to
receive such service at all times), such service being hereby acknowledged by such representative to
be effective and binding service in every respect. Said agent may be changed only upon the giving
of written notice by the Contractor to the City of the name and address of a new Agent for Service
of Process who works within the geographical boundaries of the City of Chicago. Nothing herein will
affect the right to serve process in any other manner permitted by law or will limit the right of the
City to bring proceedings against the Contractor in the courts of any other jurisdiction.

3.1.4.3. Cooperation by Parties and between Contractors

The Parties hereby agree to act in good faith and cooperate with each other in the performance of
this Contract. The Contractor further agrees to implement such measures as may be necessary to
ensure that its staff and its Subcontractors will be bound by the provisions of this Contract. The City
will be expressly identified as a third party beneficiary in the subcontracts and granted a direct right
of enforcement thereunder.

Unless otherwise provided in Detailed Specifications, if separate contracts are let for work within or
adjacent to the project site as may be further detailed in the Contract Documents, each Contractor
must perform its Services so as not to interfere with or hinder the progress of completion of the
work being performed by other contractors.

Each Contractor involved shall assume all liability, financial or otherwise, in connection with its
contract, and shall protect and hold harmless the City from any and all damages or claims that may
arise because of inconvenience, delay, or loss experienced by the Contractor because of the
presence and operations of other contractors working within the limits of its work or Services. Each
Contractor shall assume all responsibility for all work not completed or accepted because of the
presence and operations of other contractors.
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The Contractor must as far as possible, arrange its work and space and dispose of the materials
being used, so as not to interfere with the operations of the other contractors within or adjacent to
the limits of the project site.

3.1.4.4. No Third Party Beneficiaries
The parties agree that this Contract is solely for the benefit of the parties and nothing herein is
intended to create any third party beneficiary rights for subcontractors or other third parties.

3.1.4.5. Independent Contractor

This Contract is not intended to and does not constitute, create, give rise to, or otherwise recognize
a joint venture, partnership, corporation or other formal business association or organization of any
kind between Contractor and the City. The rights and the obligations of the parties are only those
set forth in this Contract. Contractor must perform under this Contract as an independent
contractor and not as a representative, employee, agent, or partner of the City.

This Contract is between the City and an independent contractor and, if Contractor is an individual,
nothing provided for under this Contract constitutes or implies an employer-employee relationship
such that:

The City will not be liable under or by reason of this Contract for the payment of any workers'
compensation award or damages in connection with the Contractor performing the Services
required under this Contract.

Contractor is not entitled to membership in any City Pension Fund, Group Medical Insurance
Program, Group Dental Program, Group Vision Care, Group Life Insurance Program, Deferred
Income Program, vacation, sick leave, extended sick leave, or any other benefits ordinarily provided
to individuals employed and paid through the regular payrolls of the City.

The City is not required to deduct or withhold any taxes, FICA or other deductions from any
compensation provided to Contractor.

3.1.4.6. Authority

Execution of this Contract by the Contractor is authorized and signature(s) of each person signing on
behalf of the Contractor have been made with complete and full authority to commit the Contractor
to all terms and conditions of this Contract, including each and every representation, certification,
and warranty contained herein, attached hereto and collectively incorporated by reference herein,
or as may be required by the terms and conditions hereof. If other than a sole proprietorship,
Contractor must provide satisfactory evidence that the execution of the Contract is authorized in
accordance with the business entity(s rules and procedures.

3.1.4.7.Joint and Several Liability

In the event that Contractor, or its successors or assigns, if any, is comprised of more than one
individual or other legal entity (or a combination thereof), then and in that event, each and every
obligation or undertaking herein stated to be fulfilled or performed by Contractor will be the joint
and several obligation or undertaking of each such individual or other legal entity.

3.1.4.8. Notices

All communications and notices to the City from the Contractor must be faxed, delivered personally,
electronically mailed or mailed first class, postage prepaid, to the Commissioner of the using
Department that appears on the applicable Purchase Order, with a copy to the Chief Procurement
Officer, Room 806, City Hall, 121 N. LaSalle Street, Chicago, lllinois 60602.

A copy of any communications or notices to the City relating to Contract interpretation, a dispute,
or indemnification obligations shall also be sent my the same means set forth above to the
Department of Law, Room 600, City Hall, 121 N LaSalle Street, Chicago, Illinois 60602.
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All communications and notices from the City to the Contractor, unless otherwise provided for, will
be faxed, delivered personally, electronically mailed or mailed first class, postage prepaid, to the
Contractor care of the name and to the address listed on the Bid Documents’ proposal page.

3.1.4.9. Amendments

Following Contract award, no change, amendment, or modification of the Contract Documents or
any part thereof, is valid unless stipulated in writing and signed by the Contractor, Mayor, CPO, and
Comptroller, unless specifically allowed for by the Contract Documents.

3.1.4.10. No Waiver of Legal Rights

Neither the acceptance by the City, or any representative of the City, nor any payment for or
acceptance of the whole or any part of the deliverables, nor any extension of time, nor any
possession taken by the City, shall operate as a waiver by the City of any portion of the Contract, or
of any power herein reserved or any right of the City to damages herein provided.

A waiver of any breach of the Contract shall not be held to be a waiver of any other or subsequent
breach. Whenever under this Contract the City by a proper authority waives the Contractor's
performance in any respect or waives a requirement or condition to either the City's or the
Contractor's performance, the waiver so granted, whether express or implied, shall only apply to
the particular instance and will not be deemed a waiver forever or for subsequent instance of the
performance, requirement, or condition. No such waiver shall be construed as a modification of this
Contract regardless of the number of time the City may have waived the performance, requirement,
or condition.

3.1.4.11. Non-appropriation of Funds
Pursuant to 65 ILCS 5/8-1-7, any contract for the expenditure of funds made by a municipality
without the proper appropriation is null and void.

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the City for
payments to be made under this Contract, then the City will notify the Contractor of that
occurrence and this Contract shall terminate on the earlier of the last day of the fiscal period for
which sufficient appropriation was made or whenever the funds appropriated for payment under
this Contract are exhausted.

No payments will be made to the Contractor under this Contract beyond those amounts
appropriated and budgeted by the City to fund payments under this Contract.

3.1.4.12. Participation By Other Government Agencies

Other Local Government Agencies (defined below) may be eligible to participate in this Contract if
(a) such agencies are authorized, by law or their governing bodies, to execute such purchases, (b)
such authorization is consented to by the City of Chicago's CPO, and (c) such purchases have no net
adverse effect on the City of Chicago and result in no diminished services from the Contractor to the
City's Departments.

Examples of such Local Government Agencies are: the Chicago Board of Education, Chicago Park
District, City Colleges of Chicago, Chicago Transit Authority, Chicago Housing Authority, Chicago
Board of Elections, Metropolitan Pier and Exposition Authority (McCormick Place, Navy Pier), and
the Municipal Courts.

Said purchases will be made upon the issuance of a purchase order directly from the Local
Government Agency. The City will not be responsible for payment of any amounts owed by any
other Local Government Agencies, and will have no liability for the acts or omissions of any other
Local Government Agency.

3.1.5. Confidentiality

All deliverables and reports, data, findings or information in any form prepared, assembled or
encountered by or provided by Contractor under this Contract are property of the City and are
confidential, except as specifically authorized in this Contract or as may be required by law. Contractor
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must not allow the Deliverables to be made available to any other individual or organization without the
prior written consent of the City. Further, all documents and other information provided to Contractor
by the City are confidential and must not be made available to any other individual or organization
without the prior written consent of the City. Contractor must implement such measures as may be
necessary to ensure that its staff and its Subcontractors are bound by the confidentiality provisions
contained in this Contract.

Contractor must not issue any publicity news releases or grant press interviews, and except as may be
required by law during or after the performance of this Contract, disseminate any information regarding
its Services or the project to which the Services pertain without the prior written consent of the
Commissioner.

If Contractor is presented with a request for documents by any administrative agency or with a
subpoena duces tecum regarding any records, data or documents which may be in Contractor's
possession by reason of this Contract, Contractor must immediately give notice to the Commissioner,
CPO and the Corporation Counsel for the City with the understanding that the City will have the
opportunity to contest such process by any means available to it before the records or documents are
submitted to a court or other third party. Contractor, however, is not obligated to withhold the delivery
beyond the time ordered by the court or administrative agency, unless the subpoena or request is
quashed or the time to produce is otherwise extended.

3.1.6. Indemnity

Contractor must defend, indemnify, keep and hold harmless the City, its officers, representatives,
elected and appointed officials, agents and employees from and against any and all Losses (as defined
below), including those related to: injury, death or damage of or to any person or property; any
infringement or violation of any property right (including any patent, trademark or copyright); failure to
pay or perform or cause to be paid or performed Contractors covenants and obligations as and when
required under this Contract or otherwise to pay or perform its obligations to any subcontractor; the
City's exercise of its rights and remedies under this Contract; and injuries to or death of any employee of
Contractor or any subcontractor under any workers compensation statute.

"Losses" means, individually and collectively, liabilities of every kind, including monetary damages and
reasonable costs, payments and expenses (such as, but not limited to, court costs and reasonable
attorneys' fees and disbursements), claims, demands, actions, suits, proceedings, fines, judgments or
settlements, any or all of which in any way arise out of or relate to the negligent or otherwise wrongful
errors, acts, or omissions of Contractor, its employees, agents and subcontractors.

At the City Corporation Counsel's option, Contractor must defend all suits brought upon all such Losses
and must pay all costs and expenses incidental to them, but the City has the right, at its option, to
participate, at its own cost, in the defense of any suit, without relieving Contractor of any of its
obligations under this Contract. Any settlement must be made only with the prior written consent of the
City Corporation Counsel, if the settlement requires any action on the part of the City.

To the extent permissible by law, Contractor waives any limits to the amount of its obligations to
indemnify, defend or contribute to any sums due to third parties arising out of any Losses, including but
not limited to any limitations on Contractor's liability with respect to a claim by any employee of
Contractor arising under the Workers Compensation Act, 820 ILCS 305/1 et seq. or any other related law
or judicial decision (such as, Kotecki v. Cyclops Welding Corporation, 146 lll. 2d 155 (1991 )). The City,
however, does not waive any limitations it may have on its liability under the lllinois Workers
Compensation Act, the Illinois Pension Code or any other statute.

The indemnities in this section survive expiration or termination of this Contract for matters occurring or
arising during the term of this Contract or as the result of or during the Contractor's performance of
work or services beyond the term. Contractor acknowledges that the requirements set forth in this
section to indemnify, keep and save harmless and defend the City are apart from and not limited by the
Contractor's duties under this Contract, including the insurance requirements set forth in the Contract.
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3.1.7. Contract Extension Option

The City may extend this Contract once following the expiration of the contract term for up to 181
Calendar Days or until such time as a new contract has been awarded for the purpose of providing
continuity of services and/or supply while procuring a replacement contract subject to acceptable
performance by the Contractor and contingent upon the appropriation of sufficient funds. The CPO will
give the Contractor notice of the City’s intent to exercise its option to renew the Contract for the
approaching option period.

3.2. Compensation Provisions
3.2.1. Ordering, Invoices, and Payment

3.2.1.1. Purchase Orders
Requests for work, services or goods in the form of a Purchase Order will be issued by the
Department and sent to the Contractor to be applied against the Contract. The Contactor must not
honor any order(s), perform work or services or make any deliveries of goods without receipt of a
Purchase Order issued by the City of Chicago. Any work, services, or goods provided by the
Contractor without a Purchase Order is made at the Contractor's risk. Consequently, in the event
such Purchase Order is not provided by the City, the Contractor releases the City from any liability
whatsoever to pay for any work, services, or goods provided without said Purchase Order.

Purchase Orders will indicate quantities ordered for each line item, unit/total cost, shipping address,
delivery date, fund chargeable information, catalog information (if applicable), and other pertinent
instructions regarding performance or delivery.

3.2.1.2. Invoices

If required by the Scope of Work / Detailed Specifications, original invoices must be sent by the
Contractor to the Department to apply against the Contract. Invoices must be submitted in
accordance with the mutually agreed upon time period with the Department. All invoices must be
signed, dated and reference the City's Purchase Order number and Contract number. A signed work
ticket, time sheets, manufacturer's invoice, if applicable, or any documentation requested by the
Commissioner must accompany each invoice. If a Contractor has more than one contract with the
City, separate invoices must be prepared for each contract in lieu of combining items from different
contracts under the same invoice. Invoice quantities, description of work, services or goods, unit of
measure, pricing and/or catalog information must correspond to the items on the Proposal Pages of
the Bid Documents. If invoicing Price List/Catalog items, indicate Price List/Catalog number, item
number, Price List/Catalog date and Price List/Catalog page number on the invoice.

3.2.1.3. Centralized Invoice Processing

Unless stated otherwise in the Detailed Specifications, this Contract is subject to Centralized Invoice
Processing ("CIP"). Invoices must be submitted directly to the Comptroller's office by US Postal
Service mail to the following address as appropriate:

Invoices for any City department other than the Department of Aviation:

Invoices

City of Chicago, Office of the City Comptroller
33 N. LaSalle St., Room 700

Chicago, IL 60602

Invoices for the Department of Aviation:

Chicago Department of Aviation
10510 W. Zemke Blvd.

P.O. Box 66142

Chicago, IL 60666

Attn: Finance Department
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OR

Invoices for any department, including Aviation, may be submitted via email to:
invoices@cityofchicago.org with the word "INVOICE" in the subject line.

All invoices must be signed, marked "original," and include the following information or payment
will be delayed:

e Invoice number and date

e Contract/Purchase Order number

e Blanket Release number (if applicable)

e Vendor name and/or number

e Remittance address

e Name of City Department that ordered the goods or services

e Name and phone number of your contact at the ordering department

e Invoice quantities, commodity codes, description of deliverable(s)

e Amount due

e Receipt number (provided by the ordering department after delivery of goods/services)

Invoice quantities, service description, unit of measure, pricing and/or catalog information must
correspond to the terms of the Bid Page(s).

If applicable, if invoicing Price List/Catalog items, indicate Price List/Catalog number, item number,
Price List/Catalog date, and Price List/Catalog page number on the invoice.

Invoices for over-shipments or items with price/wage escalations will be rejected unless the
Contract includes a provision for such an adjustment.

Freight, handling and shipping costs are not to be invoiced; deliveries are to be made F.O.B., City of
Chicago. The City of Chicago is exempt from paying State of Illinois sales tax and Federal excise
taxes on purchases.

3.2.1.4. Payment

The City will process payment within sixty (60) calendar days after receipt of invoices and all
supporting documentation necessary for the City to verify the satisfactory delivery of work, services
or goods to be provided under this Contract.

Contractor may be paid, at the City's option, by electronic payment method. If the City elects to
make payment through this method, it will so notify the Contractor, and Contractor agrees to
cooperate to facilitate such payments by executing the City's electronic funds transfer form,
available for download from the City's website at:
http://www.cityofchicago.org/content/dam/city/depts/fin/supp_info/DirectDepositCityVendor.pdf.
The City reserves the right to offset mistaken or wrong payments against future payments.

The City will not be obligated to pay for any work, services or goods that were not ordered with a
Purchase Order or that are non-compliant with the terms and conditions of the Contract
Documents. Any goods, work, or services which fail tests and/or inspections are subject to
correction, exchange or replacement at the cost of the Contractor.

3.2.1.5. Electronic Ordering and Invoices

The Contractor will cooperate in good faith with the City in implementing electronic ordering and
invoicing, including but not limited to price lists/catalogs, purchase orders, releases and invoices.
The electronic ordering and invoice documents will be in a format specified by the City and
transmitted by an electronic means specified by the City. Such electronic means may include, but
are not limited to, disks, e-mail, EDI, FTP, web sites, and third party electronic services. The CPO
reserves the right to change the document format and/or the means of transmission upon written
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notice to the Contractor. Contractor will ensure that the essential information, as determined by
the CPOQ, in the electronic document, corresponds to that information submitted by the Contractor
in its paper documents. The electronic documents will be in addition to paper documents required
by this Contract, however, by written notice to the Contractor, the CPO may deem any or all of the
electronic ordering and invoice documents the official documents and/or eliminate the requirement
for paper ordering and invoice documents.

3.2.1.6. City Right to Offset

The City may offset against any invoice from Contractor any costs incurred by the City as a result of
event of default by Contractor under this Contract or otherwise resulting from Contractor's
performance or non-performance under this Contract, including but not limited to any credits due
as a result of over-billing by Contractor or overpayments made by the City. If the amount offset is
insufficient to cover those costs, Contractor is liable for and must promptly remit to the City the
balance upon written demand for it. This right to offset is in addition to and not a limitation of any
other remedies available to the City.

3.2.1.7.Records

Upon request the Contractor must furnish to the City such information related to the progress,
execution, and cost of the Services. All books and accounts in connection with this Contract must
be open to inspection by authorized representatives of the City. The Contractor must make these
records available at reasonable times during the performance of the Services and will retain them in
a safe place and must retain them for at least five (5) years after the expiration or termination of
the Contract.

3.2.1.8. Audits
3.2.1.8.1.City’s Right to Conduct Audits
The City may, in its sole discretion, audit the records of Contractor or its Subcontractors, or
both, at any time during the term of this Contract or within five years after the Contract ends,
in connection with the goods, work, or services provided under this Contract. Each calendar
year or partial calendar year may be deemed an "audited period".

3.2.1.8.2.Recovery for Over-Billing

If, as a result of such an audit, it is determined that Contractor or any of its Subcontractors has
overcharged the City in the audited period, the City will notify Contractor. Contractor must
then promptly reimburse the City for any amounts the City has paid Contractor due to the
overcharges and, depending on the facts, also some or all of the cost of the audit, as follows:

If the audit has revealed overcharges to the City representing less than 5% of the total value,
based on the contract prices, of the goods, work, or services provided in the audited period,
then the Contractor must reimburse the City for 50% of the cost of the audit and 50% of the
cost of each subsequent audit that the City conducts;

If, however, the audit has revealed overcharges to the City representing 5% or more of the total
value, based on the contract prices, of the goods, work, or services provided in the audited
period, then Contractor must reimburse the City for the full cost of the audit and of each
subsequent audit.

Failure of Contractor to reimburse the City in accordance with the foregoing is an event of
default under this Contract, and Contractor will be liable for all of the City's costs of collection,
including any court costs and attorneys’ fees.

3.2.2. Subcontractor Payment Reports

The Contractor must report payments to Subcontractors on a monthly basis in the form of an electronic
report. Upon the first payment issued by the City to the Contractor for services performed, on the first
day of each month and every month thereafter, email and/or fax notifications will be sent to the
Contractor with instructions to report payments to Subcontractors that have been made in the prior
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month. This information must be entered into the Certification and Compliance Monitoring System (C2),
or whatever reporting system is currently in place, on or before the fifteenth (15th) day of each month.

Once the Contractor has reported payments made to each Subcontractor, including zero dollar amount
payments, the Subcontractor will receive an email and/or fax notification requesting that they log into
the system and confirm payments received.

All monthly confirmations must be reported on or before the twentieth (20th) day of each month.
Contractor and Subcontractor reporting to the C2 system must be completed by the 25th of each month
or payments may be withheld.

All contracts between the Contractor and its Subcontractors must contain language requiring the
Subcontractors to respond to email and/or fax notifications from the City requiring them to report
payments received from the Contractor.

Access to the Certification and Compliance Monitoring System (C2), which is a web-based reporting
system, can be found at: https://chicago.mwdbe.com

(Note: This site works for reporting all Subcontractor payments regardless of ~ whether they are
MBE/WBE/DBE or non-certified entities.)

If a Subcontractor has satisfactorily performed in accordance with the requirements of the Contract,
Contractor must pay Subcontractor for such work, services, or materials within fourteen (14) calendar
days of Contractor receiving payment from the City. Failure to comply with the foregoing will be deemed
an event of default.

3.2.3. Prompt Payment to Subcontractors
3.2.3.1. Incorporation of Prompt Payment Language in Subcontracts
Contractor must state the requirements of these Prompt Payment provisions in all Subcontracts and
purchase orders. If Contractor fails to incorporate these provisions in all Subcontracts and purchase
orders, the provisions of this Section are deemed to be incorporated in all Subcontracts and
purchase orders. Contractor and the Subcontractors have a continuing obligation to make prompt
payment to their respective Subcontractors. Compliance with this obligation is a condition of
Contractor’s participation and that of its Subcontractors on this Contract.

3.2.3.2. Payment to Subcontractors Within Fourteen Days

The Contractor must make payment to its Subcontractors within 14 days of receipt of payment from
the City for each invoice, but only if the Subcontractor has satisfactorily provided goods or services
or completed its work or services in accordance with the Contract Documents and provided the
Contractor with all of the documents and information required of the Contractor. The Contractor
may delay or postpone payment for a to a Subcontractor when the Subcontractor’s work or
materials do not comply with the requirements of the Contract Documents, the Contractor is acting
in good faith, and not in retaliation for a Subcontractor exercising legal or contractual rights.

3.2.3.2.1.Reporting Failures to Promptly Pay

The City posts payments to prime contractors on the web at
http://webapps.cityofchicago.org/VCSearchWeb/org/cityofchicago/vcsearch/controller/payme
nts/begin.do?agencyld=city.

If the Contractor, without reasonable cause, fails to make any payment to its Subcontractors
and material suppliers within 14 days after receipt of payment under a City contract, the
Contractor shall pay to its Subcontractors and material suppliers, in addition to the payment
due them, interest in the amount of 2% per month, calculated from the expiration of the 14-
day period until fully paid.

In the event that a Contractor fails to make payment to a Subcontractor within the 14-day
period required above, the Subcontractor may notify the City by submitting a report form that
may be downloaded from the DPS website at:
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http://www.cityofchicago.org/content/dam/city/depts/dps/ContractAdministration/StandardF
ormsAgreements/Failure to Promtly Pay Fillable Form 3 2013.pdf

The report will require the Subcontractor to affirm that (a) its invoice to the Contractor was
included in the payment request submitted by the contractor to the City and (b) Subcontractor
has not, at the time of the report, received payment from the contractor for that invoice. The
report must reference the payment (voucher) number posted on-line by the City in the notice
of the payment to the contractor.

Subcontractors are hereby reminded that per Chapters 1-21, “False Statements,” and 1-22,
“False Claims,” of the Municipal Code of Chicago, making false statements or claims to the City
are violations of law and subject to a range of penalties including fines and debarment.

3.2.3.2.2. Whistleblower Protection

Contractor shall not take any retaliatory action against any Subcontractor for reporting non-
payment pursuant to this Sub-Section 3.2.3. Any such retaliatory action is an event of default
under this Contract and is subject to the remedies set forth in Section 3.5 hereof, including
termination. In addition to those remedies, any retaliatory action by a contractor may result in
a contractor being deemed non-responsible for future City contracts or, if, in the sole judgment
of the Chief Procurement Officer, such retaliatory action is egregious, the Chief Procurement
Officer may initiate debarment proceedings against the contractor. Any such debarment shall
be for a period of not less than one year.

3.2.3.3. Liquidated Damages for Failure to Promptly Pay

Much of the City’s economic vitality derives from the success of its small businesses. The failure by
contractors to pay their subcontractors in a timely manner, therefore, is clearly detrimental to the
City. Inasmuch as the actual damages to the City due to such failure are uncertain in amount and
difficult to prove, Contractor and City agree that the Chief Procurement Officer may assess
liguidated damages against contractors who fail to meet their prompt payment requirements. Such
liguidated damages shall be assessed to compensate the City for any and all damage incurred due to
the failure of the Contractor to promptly pay its subcontractors, and does not constitute a penalty.
Any and all such liquidated damages collected by the City shall be used to improve the
administration and outreach efforts of the City’s Small Business Program.

3.2.3.4. Action by the City

Upon receipt of a report of a failure to pay, the City will issue notice to the contractor, and provide
the contractor with an opportunity to demonstrate reasonable cause for failing to make payment
within applicable period set forth in the Contract. The Chief Procurement Officer, in his or her sole
judgment, shall determine whether any cause for nonpayment provided by a contractor is
reasonable. In the event that the contractor fails to demonstrate reasonable cause for failure to
make payment, the City shall notify the contractor that it will assess liquidated damages. Any such
liqguidated damages will be assessed according to the following schedule:

First Unexcused Report: S50

Second Unexcused Report: $100
Third Unexcused Report: $250
Fourth Unexcused Report: $500

3.2.3.5. Direct Payment to Subcontractors By City

The CPO may notify the Contractor that payments to the Contractor will be suspended if the CPO
has determined that the Contractor has failed to pay any Subcontractor, employee, or workman, for
work performed. If Contractor has not cured a failure to pay a Subcontractor, employee or
workman within 10 days after receipt of such notice, the CPO may request the Comptroller to apply
any money due, or that may become due, to Contractor under the Contract to the payment of such
Subcontractors, workmen, and employees and the effect will be the same, for purposes of payment
to Contractor of the Contract Price, as if the City had paid Contractor directly.
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3.3.

Further, if such action is otherwise in the City’s best interests, the CPO may (but is not obligated to)
request that the Comptroller make direct payments to Subcontractors for monies earned on
contracts and the effect will be the same, for purposes of payment to Contractor of the Contract
Price, as if the City had paid Contractor directly. The City’s election to exercise or not to exercise its
rights under this paragraph shall not in any way affect the liability of the Contractor or its sureties to
the City or to any such Subcontractor, workman, or employee upon any bond given in connection
with such Contract.

3.2.4. General Price Reduction — Automatic Eligibility for General Price Reductions

If at any time after the Bid Opening Date the Contractor makes a general reduction in the price of any
goods, services or work covered by the Contract to its customers generally, an equivalent price
reduction based on similar quantities and/or considerations shall apply to the Contract for the duration
of the contract period (or until the price is further reduced). Such price reduction will be effective at the
same time and in the same manner as the reduction in the price to customers generally.

For purpose of this provision, a general price reduction will mean any reduction in the price of an article
or service offered (1) to Contractor’s customers generally, or (2) in the Contractor's price schedule for
the class of customers, i.e., wholesalers, jobbers, retailers, etc., which was used as the basis for bidding
on this Contract. An occasional sale at a lower price, or sale of distressed merchandise at a lower price,
would not be considered a general price reduction under this provision.

The Contractor must invoice at such reduced prices indicating on the invoice that the reduction is
pursuant to the General Price Reduction provision of the Contract. The Contractor, in addition, must
within 10 calendar days of any general price reduction notify the CPO of such reduction by letter.
Failure to do so will be an event of default. Upon receipt of any such notice of a general price reduction
all participating Departments will be duly notified by the CPO.

Failure to notify the CPO of a General Price Reduction is an event of default, and the City’s remedies
shall include a rebate to the City of any overpayments.

Compliance With All Laws

3.3.1. General

Contractor must observe and comply with all applicable federal, state, county and municipal laws,
statutes, regulations, codes, ordinances and executive orders, in effect now or later and as amended
whether or not they appear in the Contract Documents.

Provisions required by law, ordinances, rules, regulations, or executive orders to be inserted in the
Contract are deemed inserted in the Contract whether or not they appear in the Contract.

Contractor must pay all taxes and obtain all licenses, certificates, and other authorizations required in
connection with the performance of its obligations hereunder, and Contractor must require all
Subcontractors to also do so. Failure to do so is an event of default and may result in the termination of
this Contract.

3.3.2. Non-Discrimination
3.3.2.1. Federal Affirmative Action
It is an unlawful employment practice for the Contractor (1) to fail or refuse to hire or to discharge
any individual, or otherwise to discriminate against any individual with respect to his compensation,
or the terms, conditions, or privileges of his employment, because of such individuals race, color,
religion, sex, age, handicap or national origin; or (2) to limit, segregate, or classify his employees or
applicants for employment in any way which would deprive or tend to deprive any individual of
employment opportunities or otherwise adversely affect his status as an employee, because of such
individuals race, color, religion, sex, age, handicap or national origin.

Contractor must comply with The Civil Rights Act of 1964, 42 U.S.C. sec. 2000 et seq. (1988), as
amended. Attention is called to: Exec. Order No. 11,246,30 Fed. Reg. 12,319 (1965), reprinted in 42
U.S.C. 2000(e) note, as amended by Exec. Order No. 11,375,32 Fed. Reg. 14,303 (1967) and by Exec.

Standard Terms and Conditions, 07.08.2013 14





Standard Terms and Conditions, 07.08.2013

Order No. 12,086,43 Fed. Reg. 46,501 (1978); Age Discrimination Act, 42 U.S.C. sec. 61 01-61 06
(1988); Rehabilitation Act of 1973, 29 U.S.C. sec. 793-794 (1988); Americans with Disabilities Act, 42
U.S.C. sec. 12102 et seq.; and 41 C.F.R. Part 60 et seq. (1990); and all other applicable federal laws,
rules, regulations and executive orders.

3.3.2.2. lllinois Human Rights Act

Contractor must comply with the lllinois Human Rights Act, 775ILCS 5/1-1 01 et seq., as amended
and any rules and regulations promulgated in accordance therewith, including, but not limited to
the Equal Employment Opportunity Clause, 445 lll. Admin. Code 750 Appendix A.

Contractor must comply with the Public Works Employment Discrimination Act, 775 ILCS 10/0.01 et
seq., as amended; and all other applicable state laws, rules, regulations and executive orders.

3.3.2.3. Chicago Human Rights Ordinance MCC Ch. 2-160

Contractor must comply with the Chicago Human Rights Ordinance, MCC Ch. 2-160, Sect. 2-160-010
et seq., as amended; and all other applicable municipal code provisions, rules, regulations and
executive orders.

Contractor must furnish or shall cause each of its Subcontractors to furnish such reports and
information as requested by the Chicago Commission on Human Relations.

3.3.2.4. Business Enterprises Owned by People With Disabilities (BEPD)

It is the policy of the City of Chicago that businesses certified as a BEPD in accordance with MCC
Sect. 2-92-337 et seq., Regulations Governing Certification of BEPDs, and all other Regulations
promulgated under the aforementioned sections of the MCC; shall have the full and fair
opportunities to participate fully in the performance of this Contract

Contractor shall not discriminate against any person or business on the basis of disability, and shall
take affirmative actions to ensure BEPDs shall have full and fair opportunities to compete for and
perform subcontracts for supplies or services.

Failure to carry out the commitments and policies set forth herein shall constitute a material breach
of the Contract and may result in the termination of the Contract or such remedy as the City deems
appropriate.

For purposes of this section only, the following definitions apply:

"Business Enterprises owned by People with Disabilities" or "BEPD" has the same meaning
ascribed to it in MCC Sect. 2-92-586.

"Bid incentive" means an amount deducted, for bid evaluation purposes only, from the contract
base bid in order to calculate the bid price to be used to evaluate the bid on a competitively bid
contract.

"Construction project" has the same meaning ascribed to it in MCC Sect. 2-92-335.

"Contract” means any contract, purchase order, construction project, or other agreement (other
than a delegate agency contract or lease of real property or collective bargaining agreement)
awarded by the City and whose costs is to be paid from funds belonging to or administered by the
City.

"Contract base bid" means the total dollar amount a contractor bids on a contract without

factoring any bid incentive or percentage reductions to the bid amount.

"Earned credit" means the amount of the bid incentive allocated to a contractor upon completion
of a contract in which the contractor met or exceeded his or her goals for the utilization of BEPDs in
the performance of the contract.

"Earned credit certificate" means a certificate issued by the Chief Procurement Officer evidencing
the amount of earned credit a contractor has been awarded.

15





The CPO shall award a bid incentive to Contractor for utilization of a BEPD as a prime contractor or
subcontractor in accordance with the provisions of this section. The bid incentive shall be earned in
the performance of the Contract, provided that the bid incentive earned in the performance of the
Contract shall only be applied to a future contract.

Where not otherwise prohibited by federal, state, or local law, the CPO shall allocate to any
qualified bidder the following bid incentive for utilization of a BEPD as a prime contractor or
subcontractor in the performance of the contract.

% of total dollar contract amount performed by BEPD Bid incentive
2to 5% %% of the contract base bid
6 to 10% 1% of the contract base bid
11% or more 2% of the contract base bid

The bid incentive shall be calculated and applied in accordance with the provisions of this section.
The bid incentive is used only to calculate an amount to be used in evaluating the bid. The bid
incentive does not affect the contract price.

As part of the contract close-out procedure, if the CPO determines that the Contractor has
successfully met his or her BEPD utilization goals either as a prime contractor or with
subcontractors, the CPO shall issue an earned credit certificate that evidences the amount of
earned credits allocated to the Contractor. The Contractor may apply the earned credits as the bid
incentive for any future contract bid of equal or less dollar amount. The earned credit certificate is
valid for three years from the date of issuance and shall not be applied towards any future contract
bid after the expiration of that period.

The Contractor may apply the earned credit certificate on multiple future contract bids during the
three-year period in which the certificate is valid, but may only receive one bid incentive for bid
evaluation purposes on one contract award. If the Contractor applies the earned credit certificate
on multiple contract bids and is the lowest responsive and responsible bidder on more than one
contract bid, the earned credit certificate shall be applied to the contract bid first to be advertised
by the Department of Procurement Services, or if multiple contract bids were advertised on the
same date, the earned credit certificate shall be applied only to the contract bid with the greatest
dollar value

The Contractor shall maintain accurate and detailed books and records necessary to monitor
compliance with this section and shall submit such reports as required by the CPO, or the
commissioner of the supervising department.

Full access to the Contractor’s and Subcontractor’s records shall be granted to the CPO, the
commissioner of the supervising department, or any duly authorized representative thereof. The
Contractor and Subcontractors shall maintain all relevant records for a period of at least three years
after final acceptance of the work.

The CPO is authorized to adopt, promulgate and enforce reasonable rules and regulations
pertaining to the administration and enforcement of this section.

3.3.3. Wages
3.3.3.1. Living Wage Ordinance
MCC Sect. 2-92-610 provides for a living wage for certain categories of workers employed in the
performance of City contracts, specifically non-City employed security guards, parking attendants,
day laborers, home and health care workers, cashiers, elevator operators, custodial workers, and
clerical workers ("Covered Employees"). Accordingly, pursuant to MCC Sect. 2-92-610 and
regulations promulgated thereunder:

if the Contractor has 25 or more full-time employees, and if at any time during the performance of
the contract the Contractor and/or any subcontractor or any other entity that provides any portion
of the Services (collectively "Performing Parties") uses 25 or more full-time security guards, or any

Standard Terms and Conditions, 07.08.2013 16





number of other full-time Covered Employees, then The Contractor's obligation to pay, and to
assure payment of, the Base Wage will begin at any time during the Contract term when the
conditions set forth in (1) and (2) above are met, and will continue thereafter until the end of the
Contract term.

As of July 1, 2013 the Base Wage is $11.78. The current rate can be found on the Department of
Procurement Services’ website. Each July 1st the Base Wage will be adjusted, using the most recent
federal poverty guidelines for a family of four (4) as published annually by the U.S. Department of
Health and Human Services, to constitute the following: the poverty guidelines for a family of four
(4) divided by 2000 hours or the current base wage, whichever is higher. At all times during the term
of this Contract, Contractor and all other Performing Parties must pay the Base Wage (as adjusted in
accordance with the above). If the payment of prevailing wages is required for work or services
done under this Contract, and the prevailing wages for Covered Employees are higher than the Base
Wage, then the Contractor must pay the prevailing wage rates.

The Contractor must include provisions in all subcontracts requiring its Subcontractors to pay the
Base Wage to Covered Employees. The Contractor agrees to provide the City with documentation
acceptable to the CPO demonstrating that all Covered Employees, whether employed by the
Contractor or by a subcontractor, have been paid the Base Wage, upon the City's request for such
documentation. The City may independently audit the Contractor and/or subcontractors to verify
compliance herewith.

Failure to comply with the requirements of this Section will be an event of default under this
Contract, and further, failure to comply may result in ineligibility for any award of a City contract or
subcontract for up to three years.

Not-for-Profit Corporations: If the Contractor is a corporation having Federal tax-exempt status
under Section 501 (c)(3) of the Internal Revenue Code and is recognized under lllinois not-for-profit
law, then the provisions above do not apply.

3.3.3.2. Prevailing Wage Rates

Unless this Contract is identified in the Bid Documents as federally funded, if this Contract calls for
the construction of a "public work" within the meaning of Illinois Prevailing Wage Act, 820 ILCS
130/.01 et seq. ("the Act"), the Act requires contractors and subcontractors to pay laborers, workers
and mechanics performing services on public works projects no less than the current “prevailing
rate of wages” (hourly cash wages plus amount for fringe benefits) in the county where the work is
performed. The Department publishes the prevailing wage rates on its website at
http://www.state.il.us/agency/idol/rates/rates.HTM. The Department revises the prevailing wage
rates and the contractor/subcontractor has an obligation to check the Department’s web site for
revisions to prevailing wage rates. For information regarding current prevailing wage rates, please
refer to the lllinois Department of Labor’s website. All contractors and subcontractors rendering
services under this contract must comply with all requirements of the Act, including but not limited
to, all wage requirements and notice and record keeping duties.

If this Contract is federally funded, the Contractor will ensure that it and its Subcontractors comply
with the applicable provisions of the Davis-Bacon Act (prevailing wages) Act, 40 U.S.C. sec 276, as
amended, and the Copeland (anti-kickback) Act, 18 U.S.C., sec 874, and related regulations and pay
such applicable prevailing wage rates. Please refer to: http://www.wdol.gov for wage rates and
more information. Additional or more detailed requirements may be set forth in a subsequent
section of this Contract (see Table of Contents).

As a condition of making payment to the Contractor, the City may require the Contractor to submit
an affidavit to the effect that not less than the prevailing hourly wage rate is being paid to laborers,
mechanics, and other workmen employed on this Contract in accordance with Illinois or federal law,
as applicable.

3.3.3.3. Multi Project Labor Agreement (PLA)
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The City has entered into the PLA with various trades regarding projects involving construction,
demolition, maintenance, rehabilitation, and/or renovation work, as described in the PLA, a copy of
which may be found on the City’s website at:
http://www.cityofchicago.org/dam/city/depts/dps/RulesRegulations/Multi-
ProjectLaborAgreement-PLAandSignatoryUnions.pdf.

To the extent that this Contract involves a project that is subject to the PLA, Contractor
acknowledges familiarity with the requirements of the PLA and its applicability to any Work under
this Agreement, and shall comply in all respects with the PLA.

3.3.4. Economic Disclosure Statement and Affidavit and Appendix A ("EDS")

Pursuant to MCC Ch. 2-154 and 65 ILCS 5/8-10-8.5 any person, business entity or agency submitting a
bid or proposal to or contracting with the City of Chicago will be required to complete the Disclosure of
Ownership Interests in the EDS. Failure to provide complete or accurate disclosure will render this
Contract voidable by the City.

Contractors must complete an online EDS prior to the Bid Opening Date. Contractors are responsible for
notifying the City and updating their EDS any time there is a change in circumstances that makes any
information provided or certification made in an EDS inaccurate, obsolete or misleading. Failure to so
notify the City and update the EDS is grounds for declaring the Contractor in default, terminating the
Contract for default, and declaring the Contractor ineligible for future contracts.

Contractor makes certain representations and certifications that the City relies on in its decision to enter
into a contract. The Laws and requirements that are addressed in the EDS include the following:

3.3.4.1. Business Relationships With Elected Officials MCC Sect. 2-156-030(b)

Pursuant to MCC Sect. 2-156-030(b), it is illegal for any elected official, or any person acting at the
direction of such official, to contact either orally or in writing any other City official or employee
with respect to any matter involving any person with whom the elected official has any business
relationship that creates a financial interest on the part of the official, or the domestic partner or
spouse of the official, or from whom or which he has derived any income or compensation during
the preceding twelve months or from whom or which he reasonably expects to derive any income
or compensation in the following twelve months. In addition, no elected official may participate in
any discussion in any City Council committee hearing or in any City Council meeting or vote on any
matter involving the person with whom the elected official has any business relationship that
creates a financial interest on the part of the official, or the domestic partner or spouse of the
official, or from whom or which he has derived any income or compensation during the preceding
twelve months or from whom or which he reasonably expects to derive any income or
compensation in the following twelve months.

Violation of MCC Sect. 2-156-030 by any elected official with respect to this contract will be grounds
for termination of this contract. The term financial interest is defined as set forth in MCC Chapter 2-
156.

3.3.4.2. MCC 1-23 and 720 ILCS 5/33E Bribery, Debts, and Debarment Certification

The Contractor or each joint venture partner, if applicable, must complete the appropriate
subsections in the EDS which certify that the Contractor or each joint venture partner, its agents,
employees, officers and any subcontractors (a) have not been engaged in or been convicted of
bribery or attempted bribery of a public officer or employee of the City of Chicago, the State of
Illinois, any agency of the federal government or any state or local government in the United States
or engaged in or been convicted of bid-rigging or bid-rotation activities as defined in this section as
required by the Illinois Criminal Code; (b) do not owe any debts to the State of Illinois, in accordance
with 65 ILCS 5/11-42.1-1 and (c) are not presently debarred or suspended; Certification Regarding
Environmental Compliance; Certification Regarding Ethics and Inspector General; and Certification
Regarding Court-Ordered Child Support Compliance.

Contractor, in performing under this contract shall comply with MCC Sect. 2-92-320, as follows:
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No person or business entity shall be awarded a contract or sub-contract if that person or business
entity: (a) has been convicted of bribery or attempting to bribe a public officer or employee of the
City of Chicago, the State of lllinois, or any agency of the federal government or of any state or local
government in the United States, in that officers or employee's official capacity; or (b) has been
convicted of agreement or collusion among bidders or prospective bidders in restraint of freedom
of competition by agreement to bid a fixed price, or otherwise; or (c) has made an admission of guilt
of such conduct described in (a) or (b) above which is a matter of record but has not been
prosecuted for such conduct.

For purposes of this section, where an official, agent or employee of a business entity has
committed any offense under this section on behalf of such an entity and pursuant to the direction
or authorization of a responsible official thereof, the business entity will be chargeable with the
conduct.

One business entity will be chargeable with the conduct of an affiliated agency. Ineligibility under
this section will continue for three (3) years following such conviction or admission. The period of
ineligibility may be reduced, suspended, or waived by the CPO under certain specific circumstances.
Reference is made to Section 2-92-320 for a definition of affiliated agency, and a detailed
description of the conditions which would permit the CPO to reduce, suspend, or waive the period
of ineligibility.

3.3.4.3. Federal Terrorist (No-Business) List

Contractor warrants and represents that neither Contractor nor an Affiliate, as defined below,
appears on the Specially Designated Nationals List, the Denied Persons List, the Unverified List, the
Entity List, or the Debarred List as maintained by the Office of Foreign Assets Control of the U.S.
Department of the Treasury or by the Bureau of Industry and Security of the U.S. Department of
Commerce or their successors, or on any other list of persons or entities with which the City may
not do business under any applicable law, rule, regulation, order or judgment.

"Affiliate" means a person or entity which directly, or indirectly through one or more
intermediaries, controls, is controlled by or is under common control with Contractor. A person or
entity will be deemed to be controlled by another person or entity if it is controlled in any manner
whatsoever that results in control in fact by that other person or entity, either acting individually or
acting jointly or in concert with others, whether directly or indirectly and whether through share
ownership, a trust, a contract or otherwise.

3.3.4.4. Inspector General and Legislative Inspector General

It is the duty of any bidder, proposer or Contractor, all Subcontractors, every applicant for
certification of eligibility for a City contract or program, and all officers, directors, agents, partners
and employees of any bidder, proposer, Contractor, Subcontractor or such applicant to cooperate
with the Inspector General or the Legislative Inspector General in any investigation or hearing, if
applicable, undertaken pursuant to MCC Ch. 2-56 or 2-55, respectively. Contractor understands and
will abide by all provisions of MCC Ch. 2-56 and 2-55.

All subcontracts must inform Subcontractors of this provision and require understanding and
compliance with them.

3.3.4.5. Governmental Ethics Ordinance 2-156

Contractor must comply with MCC Ch. 2-156, Governmental Ethics, including but not limited to MCC
Sect. 2-156-120 pursuant to which no payment, gratuity or offer of employment will be made in
connection with any City contract, by or on behalf of a subcontractor to the prime Contractor or
higher tier subcontractor or any person associated therewith, as an inducement for the award of a
subcontract or order. Any contract negotiated, entered into, or performed in violation of any of the
provisions of this Chapter will be voidable as to the City.

3.3.5. Restrictions on Business Dealings
3.3.5.1. Conflicts of Interest
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The Contractor covenants that it presently has no interest and will not acquire any interest, direct or
indirect, in any enterprise which would conflict in any manner or degree with the performance of
the work, services or goods to be provided hereunder. The Contractor further covenants that in its
performance of the Contract no person having any such interest shall be employed. If the City
determines that the Contractor does have such a conflict of interest, the City will notify the
Contractor in writing, stating the basis for its determination. The Contractor will thereafter have 30
days in which to respond with reasons why the Contractor believes a conflict of interest does not
exist. If the Contractor does not respond or if the City still reasonably determines a conflict of
interest to exist, the Contractor must terminate its interest in the other enterprise.

3.3.5.2. Prohibition on Certain Contributions, Mayoral Executive Order 2011-4

No Contractor or any person or entity who directly or indirectly has an ownership or beneficial
interest in Contractor of more than 7.5% ("Owners"), spouses and domestic partners of such
Owners, Contractor’s Subcontractors, any person or entity who directly or indirectly has an
ownership or beneficial interest in any Subcontractor of more than 7.5% ("Sub-owners") and
spouses and domestic partners of such Sub-owners (Contractor and all the other preceding classes
of persons and entities are together, the "ldentified Parties"), shall make a contribution of any
amount to the Mayor of the City of Chicago (the "Mayor") or to his political fundraising committee
during (i) the bid or other solicitation process for this Contract or Other Contract, including while
this Contract or Other Contract is executory, (ii) the term of this Contract or any Other Contract
between City and Contractor, and/or (iii) any period in which an extension of this Contract or Other
Contract with the City is being sought or negotiated.

Contractor represents and warrants that since the date of public advertisement of the specification,
request for qualifications, request for proposals or request for information (or any combination of
those requests) or, if not competitively procured, from the date the City approached the Contractor
or the date the Contractor approached the City, as applicable, regarding the formulation of this
Contract, no Identified Parties have made a contribution of any amount to the Mayor or to his
political fundraising committee.

Contractor shall not: (a) coerce, compel or intimidate its employees to make a contribution of any
amount to the Mayor or to the Mayor’s political fundraising committee; (b) reimburse its employees
for a contribution of any amount made to the Mayor or to the Mayor’s political fundraising
committee; or (c) bundle or solicit others to bundle contributions to the Mayor or to his political
fundraising committee.

The Identified Parties must not engage in any conduct whatsoever designed to intentionally violate
this provision or Mayoral Executive Order No. 2011-4 or to entice, direct or solicit others to
intentionally violate this provision or Mayoral Executive Order No. 2011-4.

Violation of, non-compliance with, misrepresentation with respect to, or breach of any covenant or
warranty under this provision or violation of Mayoral Executive Order No. 2011-4 constitutes a
breach and default under this Contract, and under any Other Contract for which no opportunity to
cure will be granted. Such breach and default entitles the City to all remedies (including without
limitation termination for default) under this Contract, under Other Contract, at law and in equity.
This provision amends any Other Contract and supersedes any inconsistent provision contained
therein.

If Contractor violates this provision or Mayoral Executive Order No. 2011-4 prior to award of the
Contract resulting from this specification, the CPO may reject Contractor’s bid.

For purposes of this provision:

"Other Contract" means any agreement entered into between the Contractor and the City that is (i)
formed under the authority of MCC Ch. 2-92; (ii) for the purchase, sale or lease of real or personal
property; or (iii) for materials, supplies, equipment or services which are approved and/or
authorized by the City Council.
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"Contribution" means a "political contribution" as defined in MCC Ch. 2-156, as amended.

"Political fundraising committee" means a "political fundraising committee" as defined in MCC Ch.
2-156, as amended.

3.3.6. Debts Owed to the City; Anti-Scofflaw, MCC Sect. 2-92-380
In addition to the certifications regarding debts owed to the City in the EDS, Contractor is subject to MCC
Sect. 2-92-380.

Pursuant to MCC Sect. 2-92-380 and in addition to any other rights and remedies (including set-off)
available to the City under this Contract or permitted at law or in equity, the City will be entitled to set
off a portion of the contract price or compensation due under the Contract, in an amount equal to the
amount of the fines and penalties for each outstanding parking violation complaint and the amount of
any debt owed by the contracting party to the City. For purposes of this section, outstanding parking
violation complaint means a parking ticket, notice of parking violation, or parking violation complaint on
which no payment has been made or appearance filed in the Circuit Court of Cook County within the
time specified on the complaint, and debt means a specified sum of money owed to the City for which
the period granted for payment has expired.

However no such debt(s) or outstanding parking violation complaint(s)will be offset from the contract
price or compensation due under the contract if one or more of the following conditions are met:

the contracting party has entered into an agreement with the Department of Revenue, or other
appropriate City department, for the payment of all outstanding parking violation complaints and debts
owed to the City and the Contracting party is in compliance with the agreement; or

the contracting party is contesting liability for or the amount of the debt in a pending administrative or
judicial proceeding; or the contracting party has filed a petition in bankruptcy and the debts owed the
City are dischargeable in bankruptcy.

3.3.7. Other City Ordinances and Policies
3.3.7.1. False Statements
False statements made in connection with this Contract, including statements in, omissions from
and failures to timely update the EDS, as well as in any other affidavits, statements or Contract
Documents constitute a material breach of the Contract. Any such misrepresentation renders the
Contract voidable at the option of the City, notwithstanding any prior review or acceptance by the
City of any materials containing such a misrepresentation. In addition, the City may debar
Contractor, assert any contract claims or seek other civil or criminal remedies as a result of a
misrepresentation (including costs of replacing a terminated Contractor pursuant to MCC Sect. 1-21-
010.

3.3.7.2. MacBride Principles Ordinance, MCC Sect. 2-92-580

This law promotes fair and equal employment opportunities and labor practices for religious
minorities in Northern Ireland and provide a better working environment for all citizens in Northern
Ireland.

In accordance with MCC Sect. 2-92-580, if the primary Contractor conducts any business operations
in Northern Ireland, it is hereby required that the Contractor will make all reasonable and good faith
efforts to conduct any business operations in Northern Ireland in accordance with the MacBride
Principles for Northern Ireland as defined in lllinois Public Act 85-1390 (1988 Ill. Laws 3220).

For those bidders who take exception in competitive bid contracts to the provision set forth above,
the City will assess an eight percent (8%) penalty. This penalty will increase their bid price for the
purpose of canvassing the bids in order to determine who is to be the lowest responsible bidder.
This penalty will apply only for purposes of comparing bid amounts and will not affect the amount
of any contract payment.
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The provisions of this Section will not apply to contracts for which the City receives funds
administered by the United States Department of Transportation (USDOT) except to the extent
Congress has directed that USDOT not withhold funds from states and localities that choose to
implement selective purchasing policies based on agreement to comply with the MacBride
Principles for Northern Ireland, or to the extent that such funds are not otherwise withheld by the
DOT.

3.3.7.3.Shakman Accord
A. The City is subject to the May 31,2007 Order entitled "Agreed Settlement Order and

Accord" (the "Shakman Accord") and the June 24, 2011 "City of Chicago Hiring Plan" (the
"City Hiring Plan") entered in Shakman v. Democratic Organization of Cook County, Case No
69 C 2145 (United States District Court for the Northern District of Illinois). Among other
things, the Shakman Accord and the City Hiring Plan prohibit the City from hiring persons as
governmental employees in non-exempt positions on the basis of political reasons or
factors.

B. Contractor is aware that City policy prohibits City employees from directing any individual
to apply for a position with Contractor, either as an employee or as a subcontractor, and
from directing Contractor to hire an individual as an employee or as a Subcontractor.
Accordingly, Contractor must follow its own hiring and contracting procedures, without
being influenced by City employees. Any and all personnel provided by Contractor under
this Contract are employees or Subcontractors of Contractor, not employees of the City of
Chicago. This Contract is not intended to and does not constitute, create, give rise to, or
otherwise recognize an employer-employee relationship of any kind between the City and
any personnel provided by Contractor.

C. Contractor will not condition, base, or knowingly prejudice or affect any term or aspect of
the employment of any personnel provided under this Contract, or offer employment to
any individual to provide services under this Contract, based upon or because of any
political reason or factor, including, without limitation, any individual's political affiliation,
membership in a political organization or party, political support or activity, political
financial contributions, promises of such political support, activity or financial
contributions, or such individual's political sponsorship or recommendation. For purposes
of this Contract, a political organization or party is an identifiable group or entity that has
as its primary purpose the support of or opposition to candidates for elected public office.
Individual political activities are the activities of individual persons in support of or in
opposition to political organizations or parties or candidates for elected public office.

D. Inthe event of any communication to Contractor by a City employee or City official in
violation of paragraph B above, or advocating a violation of paragraph C above, Contractor
will, as soon as is reasonably practicable, report such communication to the Hiring
Oversight Section of the City's Office of the Inspector General, and also to the head of the
relevant City Department utilizing services provided under this Contract. Contractor will
also cooperate with any inquiries by IGO Hiring Oversight or the Shakman Monitor's Office
related to the Contract.

3.3.8. Compliance with Environmental Laws and Related Matters
3.3.8.1. Definitions
For purposes of this section, the following definitions shall apply:

Environmental Agency: An Environmental Agency is any governmental agency having
responsibility, in whole or in part, for any matter addressed by any Environmental Law. An agency
need not be responsible only for matters addressed by Environmental Law(s) to be an
Environmental Agency for purposes of this Contract.
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Environmental Claim: An Environmental Claim is any type of assertion that Contractor or any
Subcontractor is liable, or allegedly is liable, or should be held liable, under any Environmental Law,
or that Contractor or any Subcontractor has or allegedly has violated or otherwise failed to comply
with any Environmental Law. A non-exhaustive list of Environmental Claims includes, without
limitation: demand letters, lawsuits and citations of any kind regardless of originating source.

Environmental Law: An Environmental Law is any Law that in any way, directly or indirectly, in
whole or in part, bears on or relates to the environment or to human health or safety. A non-
exhaustive list of Environmental Laws includes without limitation the Comprehensive Environmental
Response, Compensation and Liability Act, 42 U.S.C. 9601, et seq., the Resource Conservation and
Recovery Act, 42 U.S.C. 6901, et seq., the Hazardous Materials Transportation Act, 49 U.S.C. 5101,
et seq., the Clean Air Act, 42 U.S.C. 7401, et seq., the Federal Water Pollution Control Act, 33 U.S.C.
1251, et seq., the Occupational Safety and Health Act, 29 U.S.C. 651, et seq., the Illinois
Environmental Protection Act, 415 ILCS 5/1, et seq., the lllinois Health and Safety Act, 820 ILCS
225/.01, et seq., Chapters 7-28 and 11-4 of the Chicago Municipal Code, and all related rules and
regulations.

Law(s): The word "Law" or "Laws," whether or not capitalized, is intended in the broadest
possible sense, including without limitation all federal, state and local: statutes; ordinances; codes;
rules; regulations; administrative and judicial orders of any kind; requirements and prohibitions of
permits, licenses or other similar authorizations of any kind; court decisions; common law; and all
other legal requirements and prohibitions.

Routine: As applied to reports or notices, "routine" refers to a report or notice that must be made,
submitted or filed on a regular, periodic basis (e.g., quarterly, annually, biennially) and that in no
way arises from a spill or other release or any kind, or from an emergency response situation, or
from any actual, possible or alleged noncompliance with any Environmental Law.

3.3.8.2. Joint Ventures

If Contractor or any Subcontractor is a joint venture, then every party to every such joint venture is
deemed a Subcontractor for purposes of this section, which is entitled "Compliance with
Environmental Laws and Related Matters" and every subsection thereof.

3.3.8.3. Compliance With Environmental Laws

Any noncompliance, by Contractor or any Subcontractor, with any Environmental Law during the
time that this Contract is effective is an event of default, regardless of whether the noncompliance
relates to performance of this Contract. This includes without limitation any failure by Contractor or
any Subcontractor to keep current, throughout the term of this Contract, all insurance certificates,
permits and other authorizations of any kind that are required, directly or indirectly, by any
Environmental Law.

3.3.8.4. Costs

Any cost arising directly or indirectly, in whole or in part, from any noncompliance, by Contractor or
any Subcontractor, with any Environmental Law, will be borne by the Contractor and not by the
City. No provision of this Contract is intended to create or constitute an exception to this provision.

3.3.8.5. Proof of Noncompliance; Authority; Cure

Any adjudication, whether administrative or judicial, against Contractor or any Subcontractor, for a
violation of any Environmental Law, is sufficient proof of noncompliance, and therefore of an event
of default, for purposes of this Contract.

Any citation issued to/against Contractor or any Subcontractor, by any government agent or entity,
alleging a violation of any Environmental Law, is sufficient proof of noncompliance for purposes of
this Contract, and therefore of an event of default, if the citation contains or is accompanied by, or
the City otherwise obtains, any evidence sufficient to support a reasonable conclusion that a
violation has occurred.
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Any other evidence of noncompliance with any Environmental Law is sufficient proof of
noncompliance for purposes of this Contract, and therefore of an event of default, if the evidence is
sufficient to support a reasonable conclusion that noncompliance has occurred.

The CPO shall have the authority to determine whether noncompliance with an Environmental Law
has occurred, based on any of the foregoing types of proof. Upon determining that noncompliance
has occurred, s/he may in his/her discretion declare an event of default and may in his/her
discretion offer Contractor an opportunity to cure the event of default, such as by taking specified
actions, which may include without limitation ceasing and desisting from utilizing a Subcontractor.

The CPO may consider many factors in determining whether to declare an event of default, whether
to offer an opportunity to cure, and if so any requirements for cure, including without limitation:
the seriousness of the noncompliance, any effects of the noncompliance, Contractor’s and/or
Subcontractor’s history of compliance or noncompliance with the same or other Laws, Contractor’s
and/or Subcontractor’s actions or inaction towards mitigating the noncompliance and its effects,
and Contractor’s or Subcontractor’s actions or inaction towards preventing future noncompliance.

3.3.8.6. Copies of Notices and Reports; Related Matters

If any Environmental Law requires Contractor or any Subcontractor to make, submit or file any non-
Routine notice or report of any kind, to any Environmental Agency or other person, including
without limitation any agency or other person having any responsibility for any type of emergency
response activity, then Contractor must deliver a complete copy of the notice or report (or, in the
case of legally required telephonic or other oral notices or reports, a comprehensive written
summary of same) to the Law Department within 48 hours of making, submitting or filing the
original report.

The requirements of this provision apply, regardless of whether the subject matter of the required
notice or report concerns performance of this Contract.

Failure to comply with any requirement of this provision is an event of default.

3.3.8.7. Requests for Documents and Information

If the Commissioner requests documents or information of any kind that directly or indirectly
relate(s) to performance of this Contract, Contractor must obtain and provide the requested
documents and/or information to the Commissioner within 5 business days.

Failure to comply with any requirement of this provision is an event of default.

3.3.8.8. Environmental Claims and Related Matters

Within 24 hours of receiving notice of any Environmental Claim, Contractor must submit copies of
all documents constituting or relating to the Environmental Claim to the Law Department .
Thereafter, Contractor must submit copies of related documents if requested by the Law
Department. These requirements apply, regardless of whether the Environmental Claim concerns
performance of this Contract.

Failure to comply with any requirement of this provision is an event of default.

3.3.8.9. Preference for Recycled Materials

To the extent practicable and economically feasible and to the extent that it does not reduce or
impair the quality of any work or services, Contractor must use recycled products in performance of
the Contract pursuant to U.S. Environment Protection Agency (U.S. EPA) guidelines at 40 CFR Parts
247-253, which implement section 6002 of the Resource Conservation and Recovery Act, as
amended, 42 USC § 6962.

3.3.8.10. No Waste Disposal in Public Way MCC 11-4-1600(E)

Contractor warrants and represents that it, and to the best of its knowledge, its Subcontractors
have not violated and are not in violation of the following sections of the Code (collectively, the
Waste Sections):

Standard Terms and Conditions, 07.08.2013 24





7-28-390 Dumping on public way;

7-28-440 Dumping on real estate without permit;
11-4-1410 Disposal in waters prohibited;

11-4-1420 Ballast tank, bilge tank or other discharge;
11-4-1450 Gas manufacturing residue;

11-4-1500 Treatment and disposal of solid or liquid;
11-4-1530 Compliance with rules and regulations required;
11-4-1550 Operational requirements; and

11-4-1560 Screening requirements.

During the period while this Contract is executory, Contractor's or any Subcontractor's violation of
the Waste Sections, whether or not relating to the performance of this Contract, constitutes a
breach of and an event of default under this Contract, for which the opportunity to cure, if curable,
will be granted only at the sole discretion of the CPO. Such breach and default entitles the City to all
remedies under the Contract, at law or in equity.

This section does not limit the Contractor's and its Subcontractors' duty to comply with all
applicable federal, state, county and municipal laws, statutes, ordinances and executive orders, in
effect now or later, and whether or not they appear in this Contract.

Non-compliance with these terms and conditions may be used by the City as grounds for the
termination of this Contract, and may further affect the Contractor's eligibility for future contract
awards.

3.4. Contract Disputes
3.4.1. Procedure for Bringing Disputes to the Department
The Contractor and using Department must attempt to resolve all disputes arising under this Contract in
good faith, taking such measures as, but not limited to investigating the facts of the dispute and meeting
to discuss the issue(s).

In order to bring a dispute to the Commissioner of a Department, Contractor must provide a general
statement of the basis for its claim, the facts underlying the claim, reference to the applicable Contract
provisions, and all documentation that describes, relates to and supports the claim. By submitting a
Claim, the Contractor certifies that:

A The Claim is made in good faith;

B. The Claim's supporting data are accurate and complete to the best of the person's
knowledge and belief;

C. The amount of the Claim accurately reflects the amount that the claimant believes is
due from the City; and

D. The certifying person is duly authorized by the claimant to certify the Claim.

The Commissioner shall have 30 days from receipt of the Claim to render a written "final decision of the
Commissioner" stating the Commissioner's factual and contractual basis for the decision. However, the
Commissioner may take an additional period, not to exceed 10 days, to render the final decision. If the
Commissioner does not render a "final decision of the Commissioner" within the prescribed time frame,
then the Claim should be deemed denied by the Commissioner.

3.4.2. Procedure for Bringing Disputes before the CPO
Only after the Commissioner has rendered a final decision denying the Contractor’s claim may a dispute
be brought before the CPO.

If the Contractor and using Department are unable to resolve the dispute, prior to seeking any judicial
action, the Contractor must and the using Department may submit the dispute the CPO for an
administrative decision based upon the written submissions of the parties. The party submitting the
dispute to the CPO must include documentation demonstrating its good faith efforts to resolve the
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dispute and either the other party’s failure to exercise good faith efforts or both parties’ inability to
resolve the dispute despite good faith efforts.

The decision of the CPO is final and binding. The sole and exclusive remedy to challenge the decision of
the CPO is judicial review by means of a common law writ of certiorari.

The administrative process is described more fully in the "Regulations of the Department of
Procurement Services for Resolution of Disputes between Contractors and the City of Chicago", which
are available in City Hall, 121 N. LaSalle Street, Room 301, Bid and Bond Room, and on-line at:

http://www.cityofchicago.org/content/dam/city/depts/dps/RulesRegulations/Dispute_Regulations_200
2.pdf

3.5. Events of Default and Termination
3.5.1. Events of Default
In addition to any breach of contract and events of default described within the Contract Documents,
the following constitute an event of default:

A. Any material misrepresentation, whether negligent or willful and whether in the inducement or
in the performance, made by Contractor to the City.

B. Contractor's material failure to perform any of its obligations under this Contract including the
following:

C. Failure to perform the Services with sufficient personnel and equipment or with sufficient
material to ensure the timely performance of the Services

D. Failure to have and maintain all professional licenses required by law to perform the Services;
E. Failure to timely perform the Services;

F. Failure to perform the Services in a manner reasonably satisfactory to the Commissioner or the
CPO or inability to perform the Services satisfactorily as a result of insolvency, filing for
bankruptcy or assignment for the benefit of creditors;

G. Failure to promptly re-perform, as required, within a reasonable time and at no cost to the City,
Services that are rejected as erroneous or unsatisfactory;

H. Discontinuance of the Services for reasons within Contractor's reasonable control;

I.  Failure to update promptly EDS(s) furnished in connection with this Contract when the
information or responses contained in it or them is no longer complete or accurate;

). Failure to comply with any other term of this Contract, including the provisions concerning
insurance and nondiscrimination; and

K. Any change in ownership or control of Contractor without the prior written approval of the
CPO, which approval the CPO will not unreasonably withhold.

L. Contractor's default under any other Contract it may presently have or may enter into with the
City during the life of this Contract. Contractor acknowledges and agrees that in the event of a
default under this Contract the City may also declare a default under any such other
agreements.

M. Contractor’s repeated or continued violations of City ordinances unrelated to performance
under the Contract that in the opinion of the CPO indicate a willful or reckless disregard for City
laws and regulations.

N. Contractor’s use of a subcontractor that is currently debarred by the City or otherwise ineligible
to do business with the City.

3.5.2. Cure or Default Notice
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The occurrence of any event of default permits the City, at the City(s sole option, to declare Contractor
in default.

The CPO will give Contractor written notice of the default, either in the form of a cure notice ("Cure
Notice"), or, if no opportunity to cure will be granted, a default notice ("Default Notice").

If a Cure Notice is sent, the CPO may in his/her sole discretion will give Contractor an opportunity to
cure the default within a specified period of time, which will typically not exceed 30 days unless
extended by the CPO. The period of time allowed by the CPO to cure will depend on the nature of the
event of default and the Contractor’s ability to cure. In some circumstances the event of default may be
of such a nature that it cannot be cured. Failure to cure within the specified time may result in a Default
Notice to the Contractor.

Whether to issue the Contractor a Default Notice is within the sole discretion of the CPO and neither
that decision nor the factual basis for it is subject to review or challenge under the Disputes provision of
this Contract

If the CPO issues a Default Notice, the CPO will also indicate any present intent the CPO may have to
terminate this Contract. The decision to terminate is final and effective upon giving the notice. If the
CPO decides not to terminate, this decision will not preclude the CPO from later deciding to terminate
the Contract in a later notice, which will be final and effective upon the giving of the notice or on such
later date set forth in the Default Notice.

When a Default Notice with intent to terminate is given, Contractor must discontinue any Services,
unless otherwise directed in the notice.

3.5.3. Remedies
After giving a Default Notice, the City may invoke any or all of the following remedies:

A. The right to take over and complete the Services, or any part of them, at Contractor(s expense
and as agent for Contractor, either directly or through others, and bill Contractor for the cost of
the Services, and Contractor must pay the difference between the total amount of this bill and
the amount the City would have paid Contractor under the terms and conditions of this
Contract for the Services that were assumed by the City as agent for Contractor

B. The right to terminate this Contract as to any or all of the Services yet to be performed effective
at a time specified by the City;

C. The right to seek specific performance, an injunction or any other appropriate equitable
remedy;

D. The right to seek money damages;
E. The right to withhold all or any part of Contractor's compensation under this Contract;
F. The right to deem Contractor non-responsible in future contracts to be awarded by the City.

3.5.4. Non-Exclusivity of Remedies

The remedies under the terms of this Contract are not intended to be exclusive of any other remedies
provided, but each and every such remedy is cumulative and is in addition to any other remedies,
existing now or later, at law, in equity or by statute. No delay or omission to exercise any right or power
accruing upon any event of default impairs any such right or power, nor is it a waiver of any event of
default nor acquiescence in it, and every such right and power may be exercised from time to time and
as often as the City considers expedient.

3.5.5. City Reservation of Rights

If the CPO considers it to be in the City(s best interests, the CPO may elect not to declare default or to
terminate this Contract. The parties acknowledge that this provision is solely for the benefit of the City
and that if the City permits Contractor to continue to provide the Services despite one or more events of
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default, Contractor is in no way relieved of any of its responsibilities, duties or obligations under this
Contract, nor does the City waive or relinquish any of its rights.

3.5.6. Early Termination

The City may terminate this Contract, in whole or in part, at any time by a notice in writing from the City
to the Contractor. The effective date of termination will be the date the notice is received by the
Contractor or the date stated in the notice, whichever is later.

After the notice is received, the Contractor must restrict its activities, and those of its Subcontractors, to
activities pursuant to direction from the City. No costs incurred after the effective date of the
termination are allowed unless the termination is partial.

Contractor is not entitled to any anticipated profits on services, work, or goods that have not been
provided. The payment so made to the Contractor is in full settlement for all services, work or goods
satisfactorily provided under this Contract. If the Contractor disputes the amount of compensation
determined by the City to be due Contractor, then the Contractor must initiate dispute settlement
procedures in accordance with the Disputes provision.

If the City's election to terminate this Contract for default pursuant to the default provisions of the
Contract is determined in a court of competent jurisdiction to have been wrongful, then in that case the
termination is to be deemed to be an early termination pursuant to this Early Termination provision.

3.6. Department-specific Requirements
Contractor must comply with the relevant user Department’s specific requirements in the performance of
this Contract if applicable.

3.6.1. Department of Aviation Standard Requirements
For purposes of this section "Airport" refers to either Midway International Airport or O’Hare
International Airport, which are both owned and operated by the City of Chicago.

3.6.1.1. Confidentiality of Airport Security Data

Contractor has an ongoing duty to protect confidential information, including but not limited to any
information exempt from disclosure under the lllinois Freedom of Information Act such as
information affecting security of the airport ("Airport Security Data"). Airport Security Data includes
any Sensitive Security Information as defined by 49 CFR Part 1520. Contractor acknowledges that
information provided to, generated by, or encountered by Contractor may include Airport Security
Data. If Contractor fails to safeguard the confidentiality of Airport Security Data, Contractor is liable
for the reasonable costs of actions taken by the City, the airlines, the Federal Aviation
Administration ("FAA"), or the Transportation Security Administration ("TSA") that the applicable
entity, in its sole discretion, determines to be necessary as a result, including without limitation the
design and construction of improvements, procurement and installation of security devices, and
posting of guards. All Subcontracts or purchase orders entered into by the Contractor, with parties
providing material, labor or services to complete the Work, must contain the language of this
section. If the Contractor fails to incorporate the required language in all Subcontracts or purchase
orders, the provisions of this section are deemed incorporated in all Subcontracts or purchase
orders.

3.6.1.2. Aviation Security

This Contract is subject to the airport security requirements of 49 United States Code, Chapter 449,
as amended, the provisions of which govern airport security and are incorporated by reference,
including without limitation the rules and regulations in 14 CFR Part 107 and all other applicable
rules and regulations promulgated under them. All employees providing services at the City’s
airports must be badged by the City. (See Airport Security Badges.) Contractor, Subcontractors and
the respective employees of each are subject to such employment investigations, including criminal
history record checks, as the Administrator of the Federal Aviation Administration ("FAA"), the
Under Secretary of the Transportation Security Administration ("TSA"), and the City may deem
necessary. Contractor, Subcontractors, their respective employees, invitees and all other persons
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under the control of Contractor must comply strictly and faithfully with any and all rules, regulations
and directions which the Commissioner, the FAA, or the TSA may issue from time to time may issue
during the life of this Contract with regard to security, safety, maintenance and operation of the
Airport and must promptly report any information regarding suspected violations in accordance
with those rules and regulations.

Gates and doors that permit entry into restricted areas at the Airport must be kept locked by
Contractor at all times when not in use or under Contractor’s constant security surveillance. Gate
or door malfunctions must be reported to the Commissioner without delay and must be kept under
constant surveillance by Contractor until the malfunction is remedied.

3.6.1.3. Airport Security Badges

As part of airport operations and security, the Contractor must obtain from the airport badging
office Airport Security Badges for each of his employees, subcontractors, material men, invitees or
any person(s) over whom Contractor has control, which must be visibly displayed at all times while
at the airport. No person will be allowed beyond security checkpoints without a valid Airport
Security Badge. Each such person must submit signed and properly completed application forms to
receive Airport Security Badges. Additional forms and tests may be required to obtain Airport
Drivers Certification and Vehicle Permits. The application forms will solicit such information as the
Commissioner may require in his discretion, including but not limited to name, address, date of
birth (and for vehicles, driver's license and appropriate stickers). The Contractor is responsible for
requesting and completing the form for each employee and subcontractor employee who will be
working at the Airport and all vehicles to be used on the job site. Upon signed approval of the
application by the Commissioner or his designee, the employee will be required to attend a
presentation regarding airport security and have his or her photo taken for the badge. The
Commissioner may grant or deny the application in his sole discretion. The Contractor must make
available to the Commissioner, within one day of request, the personnel file of any employee who
will be working on the project.

As provided in Aviation Security above, in order for a person to have an Airport Security Badge that
allows access to the airfield or aircraft, a criminal history record check (CHRC) conducted by the
Department of Aviation will also be required. The CHRC will typically include a fingerprint analysis
by the Federal Bureau of Investigation and such other procedures as may be required by the TSA.

Airport Security Badges, Vehicle Permits and Drivers Licenses will only be issued based upon
properly completed application forms. Employees or vehicles without proper credentials may be
removed from the secured area and may be subject to fine or arrest. Contractor will be jointly and
severally liable for any fines imposed on its employees or its Subcontractors employees.

In addition to other rules and regulations, the following rules related to Airport Security Badges,
Vehicle Permits and Drivers Licenses must be adhered to:

A. Each person must wear and display his or her Airport Security Badge on their outer apparel
at all times while at the airport.

B. Allindividuals operating a vehicle on the Aircraft Operations Area (AOA) must be familiar
and comply with motor driving regulations and procedures of the State of Illinois, City of
Chicago and the Department of Aviation. The operator must be in possession of a valid,
State-issued Motor Vehicle Operators Driver's License. All individuals operating a vehicle
on the AOA without an escort must also be in possession of a valid Aviation-issued Airport
Drivers Permit.

C. All operating equipment must have an Airport Vehicle Access Permit affixed to the vehicle
at all times while operating on the Airport. All required City stickers and State Vehicle
Inspection stickers must be valid.
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D. Individuals must remain within their assigned area and haul routes unless otherwise
instructed by the Department of Aviation.

E. The Contractors personnel who function as supervisors, and those that escort the
Contractors equipment/operators to their designated work sites, may be required to
obtain an added multi-area access designation on their personnel Airport Security Badge
which must also be displayed while on the AOA.

3.6.1.4. General Requirements Regarding Airport Operations
3.6.1.4.1. Priority of Airport Operations
Where the performance of the Contract may affect airport operation, the Contractor must
cooperate fully with the Commissioner and his representatives in all matters pertaining to
public safety and airport operation. Whether or not measures are specifically required by this
Contract, the Contractor at all times must maintain adequate protection to safeguard aircraft,
the public and all persons engaged in the work and must take such precaution as will
accomplish such end, without interference with aircraft, the public, or maintenance and
operations of the airport.

The Contractor's attention is drawn to the fact that airport facilities and infrastructure,
including but not limited to runways, taxiways, vehicular roadways, loadways, loading aprons,
concourses, holdrooms, gates, and passenger right-of-ways, are being used for scheduled and
unscheduled civilian air transportation. Arrivals and departures are under the control of the
FAA control tower(s). Use of the Airport for air transportation takes precedence over all of the
Contractor's operations. No extra compensation will be allowed for any delays brought about
by the operations of the Airport which require that Contractor’s work must be interrupted or
moved from one part of the work site to another.

3.6.1.4.2.Interruption of Airport Operations

If Contractor requires interruption of Airport facilities or utilities in order to perform work,
Contractor must notify the Deputy Commissioner in charge of the project at least five (5)
working days in advance of such time and must obtain the Deputy Commissioner’s approval
prior to interrupting the service. Interruption of service must be kept to an absolute minimum,
and to the extent practicable the work which occasions such interruptions must be performed
in stages in order to reduce the time of each interruption. In case of interruptions of electrical
services, service must be restored prior to sunset of the same day.

Prior to start of work, the Contractor must request of the Deputy Commissioner in charge of
the project to provide specific requirements and instructions which are applicable to the
particular work site areas, including, but not limited to, areas available for storage of any
equipment, materials, tools and supplies needed to perform the work. Contractors must advise
the Deputy Commissioner in charge of the project of the volume of equipment, materials, tools,
and supplies that will be required in the secured areas of the airport in order to make
arrangements for inspection of such equipment, materials, tools, and supplies at a security
checkpoint.

3.6.1.4.3.Safeguarding of Airport Property and Operations

The Contractor must not permit or allow its employees, subcontractors, material men, invitees
or any other persons over whom Contractor has control to enter or remain upon, or to bring or
permit any equipment, materials, tools, or supplies to remain upon any part of the work site if
any hazard to aircraft, threat to airport security, or obstruction of airport maintenance and
operations, on or off the ground, would be created in the opinion of either the Commissioner
or the Deputy Commissioner. Contractors must safeguard, and may be required to account for,
all items brought beyond a security checkpoint, especially with respect to tools used in a
terminal building.

3.6.1.4.4.Work on the Airfield
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For any work on the airfield, between sunset and sunrise, any equipment and materials stored
outside must be marked with red obstruction lights acceptable to the Commissioner and in
conformity with all FAA requirements, including Advisory Circular 150/5345-43F. All
obstruction lights must be kept continuously in operation between sunset and sunrise 7 days a
week and also during any daylight periods when aircraft ceiling is below 500 feet and visibility is
less than 5 miles. Information on ceiling and visibility may be obtained by the Contractor on
request at the office of the Deputy Commissioner of Operations or from the FAA Control Tower
Operator. Proper compliance with these obstruction light requirements is essential to the
protection of aircraft and human life and the Contractor has the responsibility of taking the
initiative at all times to be aware of ceiling and visibility conditions, without waiting for the FAA
Control Tower Operator or any other City representative to ask the Contractor to post
obstruction lights.

For any work on the airfield, the Contractor must furnish aircraft warning flags, colored orange
and white, in two sizes, one size 2' x 3' for hand use, and one size 3' x 5'. Each separate group
or individual in all work areas, regardless of whether or not near runways, taxiways or aprons,
must display a flag which must be maintained vertical at all times. Each truck or other piece of
equipment of the Contractor must have attached to it, in a vertical and clearly visible position, a
warning flag of the larger size. Except as otherwise agreed by the Commissioner or his
designee, all cranes or booms used for construction work on the airfield must be lowered to
ground level and moved 200 feet off the runways, taxiways and aprons during all hours of
darkness and during all daylight hours when the aircraft ceiling is below the minimums
specified in this section.

The Contractor acknowledges the importance of fully complying with the requirements of this
section in order to protect aircraft and human life, on or off the ground. Failure on the part of
the Contractor to perform the work in accordance with the provisions of this section and to
enforce same with regard to all subcontractors, material men, laborers, invitees and all other
persons under the Contractor's control is an event of default.

3.6.1.4.5. Parking Restrictions

Prior to commencing work, the Contractor must provide the Deputy Commissioner in charge of
the project with an estimate of the number of vehicles that will require parking. Contractors
are encouraged to provide employee parking elsewhere and shuttle their employees to the
work site. The Department of Aviation may, but is not required to, provide parking areas for a
limited number of vehicles in designated storage areas. All other vehicles must be parked in
the public parking lots at the Airport, and there will be no reduced rate or complimentary
parking for such vehicles. Employees must not, at any time, park their personal automobiles,
no matter how short the duration, in any drive, road, or any other non-parking lot location at
the airport. Such vehicles will be subject to immediate towing at the employees expense.

3.6.2. Emergency Management and Communications (OEMC) Security Requirements
3.6.2.1. Identification of Workers and Vehicles
All employees and vehicles working within O.E.M.C facilities must be properly identified. All
vehicles and personnel passes will be issued to the Contractor by the Executive Director, as
required. Contractor, Subcontractors, and employees must return identification material to the
Executive Director upon completion of their respective work within the Project, and in all cases, the
Contractor must return all identification material to the Executive Director after completion of the
Project. Final Contract Payment will not be made until all passes issued have been returned to
0O.E.M.C Security.

3.6.2.2. Access to Facilities

For purposes of this section, "employee" refers to any individual employed or engaged by
Contractor or by any Subcontractor. If the Contractor, or any employee, in the performance of this
Contract, has or will have access to a Office of Emergency Management and Communications
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(0.E.M.C) facility, the City may conduct such background and employment checks, including criminal
history record checks and work permit documentation, as the Executive Director of the Office of
Emergency Management and Communications and the City may deem necessary, on the
Contractor, any Subcontractor, or any of their respective employees. The Executive Director of the
Office of Emergency Management and Communications has the right to require the Contractor to
supply or provide access to any additional information the Executive Director deems relevant.
Before beginning work on the project, Contractor must:

Provide the City with a list of all employees requiring access to enable the City to conduct such
background and employment checks;

Deliver to the City consent forms signed by all employees who will work on the project consenting
to the City's and the Contractor's performance of the background checks described in this Section;
and

Deliver to the City consent forms signed by all employees who will require access to the O.E.M.C
facility consenting to the searches described in this Section.

The Executive Director may preclude Contractor, any Subcontractor, or any employee from
performing work on the project. Further, the Contractor must immediately report any information
to the Executive Director relating to any threat to O.E.M.C infrastructure or facilities or the water
supply of the City and must fully cooperate with the City and all governmental entities investigating
the threat. The Contractor must, notwithstanding anything contained in the Contract Documents to
the contrary, at no additional cost to the City, adhere, and cause its Subcontractors to adhere, to
any security and safety guidelines developed by the City and furnished to the Contractor from time
to time during the term of the Contract and any extensions of it.

Each employee whom Contractor wishes to have access to an 0.E.M.C facility must submit a signed,
completed "Area Access Application" to the O.E.M.C to receive a O.E.M.C Security Badge. If
Contractor wishes a vehicle to have access to a O.E.M.C facility, Contractor must submit a vehicle
access application for that vehicle. The applications will solicit such information as the Executive
Director may require in his discretion, including name, address, date of birth (and for vehicles,
driver's license and appropriate stickers). The Contractor is responsible for requesting and
completing these forms for each employee who will be working at O.E.M.C facilities and all vehicles
to be used on the job site. The Executive Director may grant or deny the application in his sole
discretion. The Contractor must make available to the Executive Director, within one (1) day of
request, the personnel file of any employee who will be working on the project.

At the Executive Director's request, the Contractor and Subcontractor must maintain an
employment history of employees going back five years from the date Contractor began Work or
Services on the project. If requested, Contractor must certify that it has verified the employment
history as required on the form designated by the Executive Director. Contractor must provide the
City, at its request, a copy of the employment history for each employee. Employment history is
subject to audit by the City.

3.6.2.3. Security Badges and Vehicle Permits

0O.E.M.C Security Badges and Vehicle Permits will only be issued based upon properly completed
Area Access Application Forms. Employees or vehicles without proper credentials will not be
allowed on O.E.M.C property.

The following rules related to Security Badges and Vehicle Permits must be adhered to:

A. Each employee must wear and display the O.E.M.C Security Badge issued to that employee
on his or her outer apparel at all times.

B. Atthe sole discretion of the Executive Director and law enforcement officials, including but
not limited to the Chicago Police Department, Cook County Sheriffs Office, lllinois State
Police or any other municipal, state or federal law enforcement agency, all vehicles (and
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their contents) are subject to interior and/or exterior inspection entering or exiting
0.E.M.C facilities, and all employees and other individuals entering or exiting O.E.M.C
facilities are subject to searches. Vehicles may not contain any materials other than those
needed for the project. The Executive Director may deny access to any vehicle or
individual in his sole discretion.

C. Allindividuals operating a vehicle on O.E.M.C property must be familiar and comply with
motor driving regulations and procedures of the State of Illinois and the City of Chicago.
The operator must be in possession of a valid, state-issued Motor Vehicle Operator's Driver
License.

D. Allrequired City stickers and State Vehicle Inspection stickers must be valid.

E. Individuals must remain within their assigned area and haul routes unless otherwise
instructed by the City.

F. Access to the Work sites will be as shown or designated on the Contract Documents
Drawings or determined by the Executive Director. The Executive Director may deny
access when, in his sole discretion, the vehicle or individual poses some security risk to
0.E.M.C.

3.6.2.4. Gates and Fences

Whenever the Contractor receives permission to enter O.E.M.C property in areas that are
exit/entrance points not secured by the City, the Contractor may be required to provide gates that
comply with O.E.M.C design and construction standards. Contractor must provide a licensed and
bonded security guard, subject to the Executive Director's approval and armed as deemed
necessary by the Executive Director, at the gates when the gates are in use. 0.E.M.C Security will
provide the locks. Failure to provide and maintain the necessary security will result in an immediate
closure by O.E.M.C personnel of the point of access.

Stockpiling materials and parking of equipment or vehicles near O.E.M.C security fencing is
prohibited.

Any security fencing, gates, or alarms damaged by the Contractor or its Subcontractors must be
manned by a licensed and bonded security guard of the Contractor at Contractor's expense until the
damaged items are restored. Contractor must restored them to their original condition within an
eight (8) hour period from the time of notice given by the Executive Director.

Temporary removal of any security fencing, gate or alarm to permit construction must be approved
by the Executive Director, and Contractor must man the site by a licensed and bonded security
guard, approved by and armed as deemed necessary by the Executive Director, at Contractor's
expense, on a twenty-four (24) hour basis during the period of temporary removal. Contractor
must restore the items removed to their original condition when construction is completed.

3.6.2.5. Hazardous or lllegal Materials

Unauthorized hazardous or illegal materials, including but not limited to hazardous materials as
defined in 49 C.F.R. Parts 100-185 (e.g. explosives, oxidizers, radiological materials, infectious
materials), contraband, firearms and other weapons, illegal drugs and drug paraphernalia, may not
be taken on O.E.M.C property. Alcoholic beverages are also prohibited.

3.6.3. Chicago Police Department Security Requirements

As part of Police operations and security, the Contractor must obtain from the Police Department,
Security Badges for each of its employees, subcontractors, material men, invitees or any person(s) over
whom Contractor has control, which must be visibly displayed at all times while at any Police
Department facility. No person will be allowed beyond security checkpoints without a valid Security
Badge. Each such person must submit signed and properly completed application forms to receive
Security Badges. The application forms will solicit such information as the Superintendent may require;
including but not limited to name, address, date of birth (driver's license). The Contractor is responsible
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for requesting and completing the form for each employee and subcontractors employee. The
Superintendent may grant or deny the application in his sole discretion. The Contractor must make
available to the Superintendent, within one (1) day of request, the personnel file of any employee who
will be working on the project.

In addition to other rules and regulations, the following rules related to Security Badges, must be
adhered to:

A. Each person must wear and display his or her Security Badge on their outer apparel at all times
while at any Chicago Police Department facility.

B. Individuals must remain within their assigned area unless otherwise instructed by the Chicago
Police Department.

3.6.4. Department of Water Management ("DOWM") Security Requirements
3.6.4.1. Identification of Workers and Vehicles
All employees and vehicles working within DOWM facilities must be properly identified. All vehicles
and personnel passes will be issued to the Contractor by the Commissioner, as required.
Contractor, Subcontractors, and employees must return identification material to the Commissioner
upon completion of their respective work within the Project, and in all cases, the Contractor must
return all identification material to the Commissioner after completion of the Project. Final
Contract Payment will not be made until all passes issued have been returned to DOWM Security.

3.6.4.2. Access to Facilities

For purposes of this section, "employee" refers to any individual employed or engaged by
Contractor or by any Subcontractor. If the Contractor, or any employee, in the performance of this
Contract, has or will have access to a Department of Water Management (DOWM) facility, the City
may conduct such background and employment checks, including criminal history record checks and
work permit documentation, as the Commissioner of the Department of Water Management and
the City may deem necessary, on the Contractor, any Subcontractor, or any of their respective
employees. The Commissioner of the Department of Water Management has the right to require
the Contractor to supply or provide access to any additional information the Commissioner deems
relevant. Before beginning work on the project, Contractor must:

Provide the City with a list of all employees requiring access to enable the City to conduct such
background and employment checks;

Deliver to the City consent forms signed by all employees who will work on the project consenting
to the City's and the Contractor's performance of the background checks described in this Section;
and

Deliver to the City consent forms signed by all employees who will require access to the DOWM
facility consenting to the searches described in this Section.

The Commissioner may preclude Contractor, any Subcontractor, or any employee from performing
work on the project. Further, the Contractor must immediately report any information to the
Commissioner relating to any threat to DOWM infrastructure or facilities or the water supply of the
City and must fully cooperate with the City and all governmental entities investigating the threat.
The Contractor must, notwithstanding anything contained in the Contract Documents to the
contrary, at no additional cost to the City, adhere, and cause its Subcontractors to adhere, to any
security and safety guidelines developed by the City and furnished to the Contractor from time to
time during the term of the Contract and any extensions of it.

3.6.4.3. Security Badges and Vehicle Permits

Each employee whom Contractor wishes to have access to a DOWM facility must submit a signed,
completed "Area Access Application" to the DOWM to receive a DOWM Security Badge. If
Contractor wishes a vehicle to have access to a DOWM facility, Contractor must submit a vehicle
access application for that vehicle. The applications will solicit such information as the
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Commissioner may require in his discretion, including name, address, date of birth (and for vehicles,
driver's license and appropriate stickers). The Contractor is responsible for requesting and
completing these forms for each employee who will be working at DOWM facilities and all vehicles
to be used on the job site. The Commissioner may grant or deny the application in his sole
discretion. The Contractor must make available to the Commissioner, within one (1) day of request,
the personnel file of any employee who will be working on the project.

At the Commissioner's request, the Contractor and Subcontractor must maintain an employment
history of employees going back five years from the date Contractor began Work or Services on the
project. If requested, Contractor must certify that it has verified the employment history as
required on the form designated by the Commissioner. Contractor must provide the City, at its
request, a copy of the employment history for each employee. Employment history is subject to
audit by the City.

DOWM Security Badges and Vehicle Permits will only be issued based upon properly completed
Area Access Application Forms. Employees or vehicles without proper credentials will not be
allowed on DOWM property.

The following rules related to Security Badges and Vehicle Permits must be adhered to:

A. Each employee must wear and display the DOWM Security Badge issued to that employee
on his or her outer apparel at all times.

B. At the sole discretion of the Commissioner and law enforcement officials, including but not
limited to the Chicago Police Department, Cook County Sheriffs Office, lllinois State Police
or any other municipal, state or federal law enforcement agency, all vehicles (and their
contents) are subject to interior and/or exterior inspection entering or exiting DOWM
facilities, and all employees and other individuals entering or exiting DOWM facilities are
subject to searches. Vehicles may not contain any materials other than those needed for
the project. The Commissioner may deny access to any vehicle or individual in his sole
discretion.

C. Allindividuals operating a vehicle on DOWM property must be familiar and comply with
motor driving regulations and procedures of the State of Illinois and the City of Chicago.
The operator must be in possession of a valid, state-issued Motor Vehicle Operator's Driver
License.

D. Allrequired City stickers and State Vehicle Inspection stickers must be valid.

E. Individuals must remain within their assigned area and haul routes unless otherwise
instructed by the City.

F. Access to the Work sites will be as shown or designated on the Contract Documents
Drawings or determined by the Commissioner. The Commissioner may deny access when,
in his sole discretion, the vehicle or individual poses some security risk to DOWM.

3.6.4.4. Gates and Fences

Whenever the Contractor receives permission to enter DOWM property in areas that are
exit/entrance points not secured by the City, the Contractor may be required to provide gates that
comply with DOWM design and construction standards. Contractor must provide a licensed and
bonded security guard, subject to the Commissioner's approval and armed as deemed necessary by
the Commissioner, at the gates when the gates are in use. DOWM Security will provide the locks.
Failure to provide and maintain the necessary security will result in an immediate closure by DOWM
personnel of the point of access.

Stockpiling materials and parking of equipment or vehicles near DOWM security fencing is
prohibited.

Standard Terms and Conditions, 07.08.2013 35





Any security fencing, gates, or alarms damaged by the Contractor or its Subcontractors must be
manned by a licensed and bonded security guard of the Contractor at Contractor's expense until the
damaged items are restored. Contractor must restored them to their original condition within an
eight (8) hour period from the time of notice given by the Commissioner.

Temporary removal of any security fencing, gate or alarm to permit construction must be approved
by the Commissioner, and Contractor must man the site by a licensed and bonded security guard,
approved by and armed as deemed necessary by the Commissioner, at Contractor's expense, on a
twenty-four (24) hour basis during the period of temporary removal. Contractor must restore the
items removed to their original condition when construction is completed.

3.6.4.5. Hazardous or lllegal Materials

Unauthorized hazardous or illegal materials, including but not limited to hazardous materials as
defined in 49 C.F.R. Parts 100-185 (e.g. explosives, oxidizers, radiological materials, infectious
materials), contraband, firearms and other weapons, illegal drugs and drug paraphernalia, may not
be taken on DOWM property. Alcoholic beverages are also prohibited.
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Special Conditions for Professional Services 04.24.2013

SPECIAL CONDITIONS FOR PROFESSIONAL SERVICES CONTRACTS

4.1. Providing Services

The Contractor must not honor any verbal requests for Services or perform or bill for any Services without
receipt of a written Purchase Order issued by the Department. Any work performed by the Contractor
without a written Purchase Order is done at the Contractor’s risk. Consequently, in the event a written
Purchase Order is not provided by the City, the Contractor releases the City form any liability whatsoever to
pay for any work performed provided without a Purchase Order.

If indicated in the Scope or Detailed Specifications, the Services will be determined on an as-needed basis
and as described on a Task Order Services Request (“TOSR”) (which process is described in the Scope or
Detailed Specifications). Only if the Contractor has successfully been awarded a Task Order will it then
receive a Purchase Order (a.k.a. purchase order release, blanket order release, or sub-order) authorizing the
Contractor to perform Services. Purchase Orders will indicate the specification number, purchase order
number, project description, milestones, deadlines, funding, and other such pertinent information.

4.2. Standard of Performance

Contractor must perform all Services required of it under this Contract with that degree of skill, care and
diligence normally shown by a Contractor in the community performing services of a scope and purpose and
magnitude comparable with the nature of the Services to be provided under this Contract. Contractor
acknowledges that it may be entrusted with or may have access to valuable and confidential information and
records of the City and with respect to that information only, Contractor agrees to be held to the standard of
care of a fiduciary.

Contractor must ensure that all Services that require the exercise of professional skills or judgment are
accomplished by professionals qualified and competent in the applicable discipline and appropriately
licensed, if required by law. Contractor must provide the City copies of any such licenses. Contractor
remains responsible for the professional and technical accuracy of all Services or Deliverables furnished,
whether by Contractor or its Subcontractors or others on its behalf. All Deliverables must be prepared in a
form and content satisfactory to the Department and delivered in a timely manner consistent with the
requirements of this Contract.

If Contractor fails to comply with the foregoing standards, Contractor must perform again, at its own
expense, all Services required to be re-performed as a direct or indirect result of that failure. Any review,
approval, acceptance or payment for any of the Services by the City does not relieve Contractor of its
responsibility for the professional skill and care and technical accuracy of its Services and Deliverables. This
provision in no way limits the City's rights against Contractor either under this Contract, at law or in equity.

Contractor shall not have control over, or charge of, and shall not be responsible for, construction means,
methods, schedules, or delays, or for safety precautions and programs in connection with construction work
performed by others.

To the extent they exist, the City may furnish structural, mechanical, chemical, air, and water pollution and
hazardous materials tests, and other laboratory and environmental tests, inspections, and reports required
by law or by authorities having jurisdiction over any work, or reasonably requested by Contractor.

In the event Contractor's Services include any remodeling, alteration, or rehabilitation work, City
acknowledges that certain design and technical decisions shall be made on assumptions based on available
documents and visual observations of existing conditions.

4.3. Deliverables

In carrying out its Services, Contractor must prepare or provide to the City various Deliverables.
“Deliverables” include work product, produced by Contractor, including but not limited to written reviews,
reports, recommendations, charts, analysis, designs, plans, specifications, drawings, or other similar
products.

The City may reject Deliverables that do not include relevant information or data, or do not include all
documents or other materials specified in this Contract or reasonably necessary for the purpose for which
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the City made this Contract. If the City determines that Contractor has failed to comply with the foregoing
standards, the City has 30 days from the discovery to notify Contractor of its failure. If Contractor does not
correct the failure within 30 days after receipt of notice from the City specifying the failure, then the City, by
written notice, may treat the failure as a default of this Contract.

Partial or incomplete Deliverables may be accepted for review only when required for a specific and well-
defined purpose for the benefit of the City and when consented to in advance by the City. Such Deliverables
will not be considered as satisfying the requirements of this Contract and the City’s acceptance of partial or
incomplete Deliverables in no way relieves Contractor of its commitments under this Contract.

4.4. Additional Services

Additional Services means those Services which are within the general scope of Services of this Contract, but
beyond the description of services in the Detailed Specifications and all services reasonably necessary to
complete the Additional Services to the standards of performance required by this Contract. Any Additional
Services requested by the Department require the approval by the City through a formal amendment
pursuant to Section 1.4.9 of the Standard Terms and Conditions before Contractor is obligated to perform
those Additional Services and before the City becomes obligated to pay for those Additional Services.

4.5. Timeliness of Performance

Contractor must provide the Services and Deliverables within the term and within the time limits required
under this Contract, pursuant to Detailed Specifications or as specified in the applicable Task Order or
Purchase Order. Further, Contractor acknowledges that TIME IS OF THE ESSENCE and that the failure of
Contractor to comply with the time limits may result in economic or other losses to the City.

Neither Contractor nor its agents, employees or Subcontractors are entitled to any damages from the City,
nor is any party entitled to be reimbursed by the City, for damages, charges or other losses or expenses
incurred by Contractor by reason of delays or hindrances in the performance of the Services, whether or not
caused by the City.

4.6. Suspension

The City may at any time request that Contractor suspend its Services, or any part of them, by giving 15 days
prior written notice to Contractor or upon informal oral, or even no notice, in the event of emergency. No
costs incurred after the effective date of such suspension are allowed. Contractor must promptly resume its
performance of the Services under the same terms and conditions as stated in this Contractor upon written
notice by the Chief Procurement Officer and such equitable extension of time as may be mutually agreed
upon by the Chief Procurement Officer and Contractor when necessary for continuation or completion of
Services. Any additional costs or expenses actually incurred by Contractor as a result of recommencing the
Services must be treated in accordance with the compensation provisions of this Contract.

No suspension of this Contract is permitted in the aggregate to exceed a period of 45 days within any one
year of this Contract. If the total number of days of suspension exceeds 45 days, Contract by written notice
to the City may treat the suspension as an early termination of this Agreement under the "Standard Terms
and Conditions."

4.7. Personnel
4.7.1. Adequate Staffing
Contractor must, upon receiving a fully executed copy of this Contract, assign and maintain during the
term of this Contract and any extension of it an adequate staff of competent personnel that is fully
equipped, licensed as appropriate, available as needed, qualified and assigned to perform the Services.
The level of staffing may be revised from time to time by notice in writing from Contractor to the City
with a detailed explanation and/or justification only with prior written consent of the Commissioner,
which consent the Commissioner will not withhold unreasonably. The City may also from time to time
request that the Contractor adjust staffing levels to reflect workload and level of required Services or
Additional Services.

4.7.2. Key Personnel
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In selecting the Contractor for this Contract the City relied on the qualifications and experience of those
persons identified by Contractor by name as performing the Services ("Key Personnel"). Contractor
must not reassign or replace Key Personnel without the written consent of the Commissioner, which
consent the Commissioner will not unreasonably withhold. The Commissioner may at any time in
writing notify Contractor that the City will no longer accept performance of Services under this Contract
by one or more Key Personnel. Upon that notice Contractor must immediately suspend the services of
such person(s) and provide a replacement of comparable qualifications and experience who is
acceptable to the Commissioner. Contractor's Key Personnel, if any, are identified in the Scope of
Services / Detailed Specifications portion of this Contract.

4.7.3. Salaries and Wages

Contractor and any subcontractors must pay all salaries and wages due all employees performing
Services under this Contract unconditionally and at least once a month without deduction or rebate on
any account, except only for those payroll deductions that are mandatory by law or are permitted under
applicable law and regulations. If in the performance of this Contract Contractor underpays any such
salaries or wages, the Comptroller for the City may withhold, out of payments due to Contractor, an
amount sufficient to pay to employees underpaid the difference between the salaries or wages required
to be paid under this Agreement and the salaries or wages actually paid these employees for the total
number of hours worked. The amounts withheld may be disbursed by the Comptroller for and on
account of Contractor to the respective employees to whom they are due. The parties acknowledge that
this paragraph is solely for the benefit of the City and that it does not grant any third party beneficiary
rights.

4.8. Ownership of Documents

Except as otherwise agreed to in advance by the Commissioner in writing, all Deliverables, data, findings or
information in any form prepared or provided by Contractor or provided by City under this Contract are
property of the City, including all copyrights inherent in them or their preparation. During performance of its
Services, Contractor is responsible for any loss or damage to the Deliverables, data, findings or information
while in Contractor's or any Subcontractor's possession. Any such lost or damaged Deliverables, data,
findings or information must be restored at Contractor’s expense. If not restorable, Contractor must bear
the cost of replacement and of any loss suffered by the City on account of the destruction. Notwithstanding
the foregoing, Contractor shall retain all rights to its standard details and specifications and proprietary
software, and nothing in this section shall be construed to be a transfer of rights which are not owned by
Contractor.

4.9. Copyright Ownership and other Intellectual Property

Contractor and the City intend that, to the extent permitted by law, the Deliverables to be produced by
Contractor at the City's instance and expense under this Contract are conclusively considered "works made
for hire" within the meaning and purview of Section 101 of the United States Copyright Act, 17 US.C. §101 et
sed., and that the City will be the sole copyright owner of the Deliverables and of aspects, elements and
components of them in which copyright can subsist, and which are owned and transferable by, and of all
rights to apply for copyright registration or prosecute any claim of infringement. To the extent that any
Deliverable does not qualify as a "work made for hire", Contractor hereby irrevocably grants, conveys,
bargains, sells, assigns, transfers and delivers to the City, its successors and assigns, all right, title and interest
in and to the copyright and all U.S. and foreign copyright registrations, copyright applications and copyright
renewals for them, and other intangible, intellectual property embodied in or pertaining to the Deliverables
prepared for the City under this Contract and all goodwill relating to them, free and clear of any liens, claims
or other encumbrances, to the fullest extent permitted by law. Notwithstanding the foregoing, Contractor
shall retain all rights to its standard details and specifications and proprietary software, and nothing in this
section shall be construed as a transfer of rights, which are not owned by Contractor. Contractor shall have
no liability or duty whatsoever for any modification or change of the Deliverables or work, without
Contractor's direct involvement and consent.

Contractor will, and will cause all of its Subcontractors, employees, agents and other persons within its
control to, execute all documents and perform all acts that the City may reasonably request in order to assist
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the City in perfecting its rights in and to the copyrights relating to the Deliverables, at the sole expense of the
City. Contractor warrants to the City, its successors and assigns, that, on the date of delivery, except as
expressly stated otherwise in writing to the Commissioner or before that date: (a) Contractor will be the
lawful owner of good and marketable title in and to the copyrights for the Deliverables it prepared, (b)
Contractor will have the legal rights to fully assign the copyrights, (c) Contractor will not assign any
copyrights and will not grant any licenses, exclusive or nonexclusive, to any other party (except pursuant to
(3) below), (d) Contractor is not a party to any other agreements or subject to any other restrictions with
respect to the Deliverables, (e) the Deliverables will be complete, entire and comprehensive within the
standard of performance under Section 2.3 of this Contract, and (f) the Deliverables will constitute works of
original authorship.

4.9.1. Patents

If any invention, improvement, or discovery of the Contractor or its Subcontractors is conceived or first
actually reduced to practice during performance of or under this Contract, and that invention,
improvement, or discovery is patentable under the laws of the United States of America or any foreign
country, the Contractor must notify the City immediately and provide the City a detailed report
regarding such invention, improvement, or discovery. If the City determines that patent protection for
such invention, improvement, or discovery should be sought, Contractor agrees to seek patent
protection for such invention, improvement, or discovery and to fully cooperate with the City
throughout the patent process. The Contractor must transfer to the City, at no cost, the patent in any
invention, improvement, or discovery developed under this Contract and any patent rights to which the
Contractor purchases ownership with funds provided to it under this Contract.

4.9.2. Indemnity

Without limiting any of its other obligations under this Contract and in addition to any other obligations
to indemnity under this Contract, Contractor must, upon request by the City, indemnify, save, and hold
harmless the City, and if this Contract is federally funded the Federal Government, and their respective
officers, agents, and employees acting within the scope of their original duties against any liability,
including costs and expenses, resulting from any willful or intentional violation by the Contractor of
proprietary rights, copyrights, or right of privacy, arising out of the publication, translation,
reproduction, delivery, use or disposition of any Deliverables furnished under the Contract. The
Contractor is not required to indemnify the City or Federal Government for any such liability arising out
of the wrongful acts of employees or agents of the City or Federal Government.

4.9.3. Limitation of Liability

Contractor will have no liability to the City for losses arising out of any use by or through the City of
Deliverables prepared by Contractor pursuant to this Contract for any project or purpose other than the
project or purpose for which they were prepared.

4.10.Suspension

The City may at any time request that Contractor suspend its Services, or any part of them, by giving 15
Calendar Days prior written notice to Contractor or in the event of emergency, upon informal, oral, or even
no notice. No costs incurred after the effective date of such suspension are allowed. Contractor must
promptly resume its performance of the Services under the same terms and conditions as stated in this
Contract upon written notice by the CPO and such equitable extension of time as may be mutually agreed
upon by the CPO and Contractor when necessary for continuation or completion of Services. Any additional
costs or expenses actually incurred by Contractor as a result of recommencing the Services must be treated
in accordance with the compensation provisions of this Contract.
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SCOPE OF WORK AND DETAILED SPECIFICATIONS
5.1. Scope of Services
This Contract is for

More specifically, the Services that Consultant must provide are described in Exhibit 1, "Scope of Services
and Time Limits for Performance."

This description of Services is intended to be general in nature and is neither a complete description of
Contractor's Services nor a limitation on the Services that Contractor is to provide under this Contract.

5.2. List of Key Personnel
Key Personnel are (or are listed in)

5.3. Term of Performance

This Agreement takes effect as of the Effective Date and continues, except as provided under the paragraph
regarding "Contract Extension Option" or the section regarding "Events of Default and Termination" in the
"Standard Terms and Conditions" above, until the later of (i) , as that date may be
extended pursuant to "Contract Extension Option," or (ii) completion of the final task assigned before the
date, if and as extended, in (i).

5.4. Payment
5.4.1. Basis of Payment
The City will pay Contractor according to the Schedule of Compensation in the attached Exhibit 2 for the
completion of the Services in accordance with this Agreement, including the standard of performance
found in "Special Conditions for Professional Services Contracts," above.

5.4.2. Method of Payment

Contractor must submit monthly invoices to the City for costs billed, as outlined in the Schedule of
Compensation in Exhibit 2. The invoices must be in such detail as the City requests. The City will process
payment within 60 days after receipt of invoices and all supporting documentation necessary for the City
to verify the Services provided under this Agreement.

5.5. Funding
The source of funds for payments under this Contract is Fund number . Payments under
this Agreement must not exceed $ without a written amendment in accordance with the

Amendments section of the "Standard Terms and Conditions" above. Funding for this Contract is subject to
the availability of funds and their appropriation by the City Council of the City.
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6. SPECIAL CONDITIONS REGARDING MINORITY AND WOMAN-OWNED BUSINESS ENTERPRISE
COMMITMENT
"Special Conditions Regarding Minority and Woman-Owned Commitment" follows.

Special Conditions Regarding M/WBE
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Insert Special Conditions Regarding M/WBE & associated forms here—Pro Serv not currently available in Word
editable format. Please adjust page numbering accordingly.

Special Conditions Regarding M/WBE
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7. INSURANCE REQUIREMENTS
[NOTE TO CA—PLEASE FILL IN CORRECT VALUES/COVERAGES INSERT CORRECT ATTACHMENT]

The Contractor must provide and maintain for the life of this Contract and at Contractor's own expense, until Contract completion
and during the time period following final completion if Contractor is required to return and perform any additional work, the
insurance coverage and requirements specified below, insuring all operations related to the Contract.

7.1. Insurance to be Provided
7.1.1. Workers Compensation and Employers Liability
Workers Compensation Insurance, as prescribed by applicable law covering all employees who are to provide a service
under this Contract and Employers Liability coverage with limits of not less than $ each accident, illness or
disease.

7.1.2. Commercial General Liability (Primary and Umbrella)

Commercial General Liability Insurance or equivalent with limits of not less than S, per occurrence for bodily
injury, personal injury, and property damage liability. Coverages must include the following: All premises and operations,
products/completed operations, explosion, collapse, underground, separation of insureds, defense, and contractual liability
(with no limitation endorsement). The City of Chicago is to be named as an additional insured on a primary, non-
contributory basis for any liability arising directly or indirectly from the work.

Subcontractors performing work for the Contractor must maintain limits of not less than $ with the same
terms herein.

7.1.3. Automobile Liability (Primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in connection with work to be performed, the Contractor
must provide Automobile Liability Insurance with limits of not less than $2,000,000 per occurrence for bodily injury and
property damage. The City of Chicago is to be named as an additional insured on a primary, non-contributory basis.

Subcontractors performing work for the Contractor must maintain limits of not less than $ with the same terms
herein.

7.1.4. All Risk Property

The Contractor must maintain All Risk Commercial Property Insurance covering loss or damage at full replacement cost to
any City of Chicago equipment, materials, parts, or supplies while in the care, custody, and control of the Contractor as part
of the Contract. The Contractor is responsible for any damage to City property at replacement cost that results from this
Contract.

7.2. Additional Requirements

The Contractor must furnish the City of Chicago, Department of Procurement Services, City Hall, Room 806, 121 North LaSalle
Street, Chicago, lllinois 60602, original Certificates of Insurance, or such similar evidence, to be in force on the date of this
Contract, and Renewal Certificates of Insurance, or such similar evidence, if the coverages have an expiration or renewal date
occurring during the term of this Contract. The Contractor must submit evidence of insurance on the City of Chicago Insurance
Certificate Form (copy attached as an exhibit) or equivalent prior to Contract award. The receipt of any certificate does not
constitute agreement by the City that the insurance requirements in the Contract have been fully met or that the insurance
policies indicated on the certificate are in compliance with all Contract requirements. The failure of the City to obtain
certificates or other insurance evidence from Contractor is not a waiver by the City of any requirements for the Contractor to
obtain and maintain the specified coverages. The Contractor must advise all insurers of the Contract provisions regarding
insurance. Non-conforming insurance does not relieve Contractor of the obligation to provide insurance as specified herein. No
fulfillment of the insurance conditions may constitute a violation of the Contract, and the City retains the right to stop work until
proper evidence of insurance is provided, or the Contract may be terminated.

Contractor must furnish Certificates Insurance of Coverage of any or all insurance policies listing the City as an additional
insured upon request by the Chief Procurement Officer. All Certificates Insurance of Coverage must be signed, dated and
reference the City contract number.

The insurance must provide for sixty (60) days prior written notice to be given to the City in the event coverage is substantially
changed, canceled, or non-renewed.

Any deductibles or self-insured retentions on referenced insurance coverages must be borne by Contractor.
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The Contractor agrees that insurers waive their rights of subrogation against the City of Chicago, its employees, elected officials,
agents, or representatives.

The coverages and limits furnished by Contractor in no way limit the Contractor's liabilities and responsibilities specified within
the Contract or by law.

Any insurance or self-insurance programs maintained by the City of Chicago do not contribute with insurance provided by the
Contractor under the Contract.

The required insurance to be carried is not limited by any limitations expressed in the indemnification language in this Contract
or any limitation placed on the indemnity in this Contract given as a matter of law.

If Contractor is a joint venture or limited liability company, the insurance policies must name the joint venture or limited liability
company and each of its separate constituent entities as named insureds.

The Contractor must require all subcontractors to provide the insurance required herein, or Contractor may provide the
coverages for subcontractors. All subcontractors are subject to the same insurance requirements of Contractor unless otherwise
specified in this Contract.

If Contractor or subcontractor desire additional coverages, the party desiring the additional coverages is responsible for the
acquisition and cost.

Notwithstanding any provision in the Contract to the contrary, the City of Chicago Risk Management Department maintains the
right to modify, delete, alter or change these requirements.
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8. ECONOMIC DISCLOSURE STATEMENT AND AFFIDAVIT (EDS)

8.1. Online EDS Filing Required Prior To Bid Opening
The Bidder must prepare an online EDS prior to the bid opening date.

A BIDDER THAT DOES NOT PREPARE AN ELECTRONIC EDS PRIOR TO THE BID OPENING WILL BE FOUND NON-RESPONSIVE AND
ITS BID WILL BE REJECTED.

NOTE:
A. Filing an “EDS Information Update” does NOT satisfy the requirement to file an electronic EDS prior to bid opening.

B. Filingan EDS in a hard copy or paper copy form does NOT satisfy the requirement to file an electronic EDS prior to bid
opening.

C. Filing an EDS for another mater (different bid, contract, etc.) does NOT satisfy the requirement to file an electronic EDS
prior to bid opening.

D. When completing the online EDS, please choose the Department of Procurement Services as the City agency or
department that is requesting the EDS.

8.2. Online EDS Web Link
The web link for the Online EDS is https://webapps.cityofchicago.org/EDSWeb

8.3. Online EDS Number

Upon completion of the online EDS submission process, the Bidder will be provided an EDS number. Bidders should provide this
number here:

EDS Number:

8.4. Online EDS Certification of Filing
Upon completion of the online submission process, the Bidder will be able to print a hard copy Certificate of Filing. The Bidder
should submit the signed Certificate of Filing with its bid.

Please insert your Certification of Filing following this page.

A Bidder that does not include a signed Certificate of Filing with its bid must provide it upon the request of the Chief
Procurement Officer.
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8.5. Preparation Checklist for Registration

To expedite and ease your registration process, we recommend that you collect the following information prior to registering
for an Online EDS user account:

1.

2
3.
4

Invitation number, if you were provided an invitation number.
EDS document from previous years, if available.
Email address to correspond with the Online EDS system.

Company Information:

a. Legal Name

b. FEIN/SSN

c. City of Chicago Vendor Number, if available.

d. Address and phone number information that you would like to appear on your EDS documents.
e. EDS Captain. Check for an EDS Captain in your company - this maybe the person that usually

submits EDS for your company or the first person that registers for your company.

8.6. Preparation Checklist for EDS Submission

To expedite and ease your EDS submission, we recommend that you collect the following information prior to updating your
EDS information online.

Items #1 through #7 are needed for both EDS information updates and contract related EDS documents:

1.

vk N

Invitation number, if you were provided with an invitation number.
Site address that is specific to this EDS.

Contact that is responsible for this EDS.

EDS document from previous years, if available.

Ownership structure and if applicable, owners’ company information:

a. % of ownership

b. Legal Name

c. FEIN/SSN

d. City of Chicago Vendor Number, if available.
e. Address

List of directors, officers, titleholders, etc. (if applicable).

For partnerships/LLC/LLP/Joint ventures, etc.; List of controlling parties (if applicable).

Items #8 and #9 are needed ONLY for contract related EDS documents:

1. Contract related information (if applicable):

a. City of Chicago contract package

b. Cover page of City of Chicago bid/solicitation package

c. If EDS is related to a mod, then cover page of your current contract with the City.
2. List of subcontractors and retained parties:

a. Name
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b. Address
c. Fees — Estimated or paid

8.7. EDS Frequently Asked Questions

Where do | file?
A: The web link for the Online EDS is https://webapps.cityofchicago.org/EDSWeb

Q: How do I get help?

A: If thereis a question mark on a page or next to a field, click on the question mark for help filling out the page or field. You
may also consult the User Manual and the Training Videos available on the left menu.

Q: Why do | have to submit an EDS?

A: The Economic Disclosure Statement (EDS) is required of applicants making an application to the City for action requiring
City Council, City department or other City agency approval. For example, all bidders seeking a City contract are required to
submit an EDS. Through the EDS, applicants make disclosures required by State law and City ordinances and certify compliance
with various laws and ordinances. An EDS is also required of certain parties related to the applicant, such as owners and
controlling parties.

Q: Whois the Applicant?

A: “Applicant” means any entity or person making an application to the City for action requiring City Council or other City
agency approval. The applicant does not include owners and parent companies.

Who is the Disclosing Party?

A: “Disclosing Party” means any entity or person submitting an EDS. This includes owners and parent companies.

Q: What is an entity or legal entity?

A:  “Entity’ or ‘Legal Entity” means a legal entity (for example, a corporation, partnership, joint venture, limited liability
company or trust).

What is a person for purposes of the EDS?

A: “Person” means a human being.

Who must submit an EDS?
A. An EDS must be submitted in any of the following three circumstances:

Applicants: An Applicant must always file this EDS. If the Applicant is a legal entity, state the full name of that legal
entity. If the Applicant is a person acting on his/her own behalf, state his/her name.

Entities holding an interest: Whenever a legal entity has a beneficial interest (E. G. direct or indirect ownership) of
more than 7.5% in the Applicant, each such legal entity must file an EDS on its own behalf.

Controlling entities: Whenever a Disclosing Party is a general partnership, limited partnership, limited liability
company, limited liability partnership or joint venture that has a general partner, managing member, manager or other
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entity that can control the day-to-day management of the Disclosing Party, that entity must also file an EDS on its own
behalf. Each entity with a beneficial interest of more than 7.5% in the controlling entity must also file an EDS on its own
behalf.

What information is needed to submit an EDS?

A: Theinformation contained in the Preparation Checklist for EDS submission.

| don’t have a user ID & password. Can | still submit an Online EDS?

A: No. You must register and create a user ID and password before submitting an Online EDS.

What information is needed to request a user ID & password for Online EDS?

A: The information contained in the Preparation Checklist for Registration is needed to request a login for the Online EDS.

Q: Ialready have a username and password from another City web site (City Web Portal, Department of Construction and
Permits, Department of Consumer Services, etc.). Can | log-in the Online EDS with that account?

A: Usually not. The Online EDS uses a user ID and password system that is shared by the Public Vehicle Advertising and Water
Payment web sites. You may use a username and password from those sites by answering “Yes” to “Is this an existing City of
Chicago user ID?” when registering. Other usernames and passwords will not be automatically recognized. However, you may
choose to create an identical username for the Online EDS if it is not already taken.

Q: |don’t have an email address. How do | submit an Online EDS?

A: You cannot get an account to submit an online EDS without an email address. If you need an e-mail address, we suggest
that you use a free internet email provider such as www.hotmail.com, www.yahoo.com or rnail.google.com to open an account.
The City does not endorse any particular free internet email provider. Public computers are available at all Chicago Public
Library branches.

Q: |forgot my user ID. Can | register again?

A: No. If you are the EDS Captain of your organization, please contact the Department of Procurement Services at 312-744-
4900. If you are an EDS team member, contact your EDS Captain, who can look up your user ID.

Q: Whoisthe EDS Captain?

A: The EDS Captain is a person who performs certain administrative functions for an organization which files an EDS. Each
organization registered with the Online EDS has at least one EDS Captain. There may be co-captains, who are all equal. EDS
Captains approve new users, change contact information for an organization and de-active accounts of employees who have left
the organization. Please see the User Manual for more information.

Q: Why do we need EDS Captains?

A: The Online EDS is designed to be a self-service web application which allows those doing or seeking to do business with the
City to perform as many routine functions as possible without City intervention. Because many organizations have multiple staff
filing an EDS, the EDS Captain role allows those organizations to self-manage the contact information and users.
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Q: Whois the EDS team?

A: The EDS team for an organization is everyone who is registered to file an EDS on behalf of the organization.

Q: | forgot my password. What should | do?

A: Toretrieve a temporary password, click the “Forgot your password?” link on the login page. Enter your user ID that you
provided when you registered your account. The system will automatically generate a temporary password and send it to you.
When you log-in with your temporary password, you will be asked to create a new password.

Q: How do | complete an Online EDS?

A: Click on “Create New” after logging in. The Online EDS system will walk you through the EDS questions. Please see the User
Manual for details.

Q: How do I fill out a Disclosure of Retained Parties?

A: Thereis no longer a separate Disclosure of Retained Parties filing. After logging in, click on “Create New”. Answer (click)
“Contract” to “Is this EDS for a contract or an EDS information update?” Click “Fill out EDS” and click on the “Retained Parties”
tab. When finished, click on “Ready to Submit”.

Q: How do | attach documents?

A: Attachments are discouraged. If at all possible, please provide a concise explanation in the space provided in the online
form. Attachments with pages of officers are not acceptable. Names of officers must be typed into the system. If you must
provide an attachment for another reason, please send it to your City of Chicago contact (contract administrator or negotiator
for procurements) and they will attach it for you. Documents can be sent in PDF (preferred), Word or paper format.

Q: Who can complete an Economic Disclosure Statement online?

A: Any authorized representative of your business with a user ID and password can complete your EDS online. One person,
such as an assistant, can fill in the information and save it and another person can review and electronically sign the Online EDS.

Q: What are the benefits of filing my Economic Disclosure statement electronically?

A: Filing electronically reduces the chance of filing an incomplete EDS and speeds up the processing of contract awards. A
certificate of filing can be printed at the completion of the process and inserted into your bid package. The biggest benefit for
those who frequently do business with the City is that after the first EDS, each EDS is much easier to fill out because non-
contract specific information is pre-filled from the last submitted EDS.

Q: Will my information be secure?

A: Yes. When making your internet connection to our Web Server, you will connect through a Secure Socket Layer (SSL for
short) to the “Online EDS” login page. All information you type will be protected using strong encryption. Within the login page,
you will provide us with a user ID, password and secret question for user authentication, only you will have knowledge of this
unique identification information.

Q: |amfiling electronically. How do | sigh my EDS?
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A: Once you have completed the EDS, you will be prompted to enter your password and answer to your secret question.
Together, these will serve as your electronic signature. Although you will also print and physically sign an EDS certification of
filing as a notice that your EDS was filed, your EDS is complete as a legal document with only the electronic filing.

Q: My address has changed. How can | update my information?

A: You must be an EDS Captain for your organization to update this. Log-in and click on “Vendor Admin, Site Administration”.
Select the appropriate site and click edit.

Q: | have more questions. How can | contact the Department of Procurement Services?

A: Please contact the contract administrator or negotiator assigned to your solicitation or contract. You may call DPS at 312-
744-4900 between 8:30 AM and 5:00 PM Central Time.

Q: Canlsave a partially complete EDS?

A: Yes. Click “Save”. To avoid data loss, we recommend you save your work periodically while filling out your EDS.

Q: Dol have to re-type my information each time | submit an EDS?

A: No. The system will remember non-contract specific information from your last submitted EDS for one year. This
information will be filled-in for you in your new EDS. You will have an opportunity to correct it if it has changed since your last
filing. When you submit your new EDS, the information is saved and the one-year clock begins running anew.

Q: What are the system requirements to use the Online EDS?
A: The following are minimum requirements to use the Online EDS:

o A PDF viewer such as Adobe Reader is installed and your web browser is configured to display PDFs automatically.
You may download and install Adobe Reader free at www.adobe.comlproducts/reader/

o Your web browser is set to permit running of JavaScript.

. Your web browser allows cookies to be set for this site. Please note that while we use cookies in the Online EDS,
we do not use them to track personally identifiable information, so your privacy is maintained.

. Your monitor resolution is set to a minimum of 1024 x 768.

o While not required to submit an EDS, if you wish to view the training videos, you must have Adobe Flash Plugin
version 9 or higher, speakers and sound. Please note that very old computers may not be able to run Adobe Flash and will
not be able to play the training videos. In that case, we encourage you to seek help using the Online EDS Manuals. You may
download and install Adobe Flash Plugin free at htty://get.adobe.comiflashplayer

The Online EDS has been tested on Internet Explorer 6.0, 7.0, Firefox 2.0 and 3.0 on Windows XP and Mac OS X. Although it
should work on other browsers and operating systems, the City of Chicago cannot guarantee compatibility.
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9. SIGNATURE PAGE

SIGNED at Chicago, lllinois:

CITY OF CHICAGO

By:
Mayor
Comptroller
Chief Procurement Officer
Recommended By:
Commissioner,
Department of Aviation
CONTRACTOR
By:
Name:
Its:
Attest:
State of
County of
This instrument was acknowledged before me on (date) by (name/s
of person/s) as (type of authority, e.g., officer, trustee, etc.) of (name of

party on behalf of whom instrument was executed).

Notary Public

Execution page
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EXHIBITS

Exhibits follow this page. Remainder of page intentionally blank.
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EXHIBIT 1: SCOPE OF WORK
Attach here.
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EXHIBIT 2: COMPENSATION
Attach here.
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EXHIBIT 3: INSURANCE CERTIFICATE OF COVERAGE

Named Insured: Specification #:
Address: RFP:
(Number and Street) Project #:
Contract #:
(City) (State) (ZIP)

Description of Operation/Location

The insurance policies and endorsements indicated below have been issued to the designated named insured with the policy limits as set forth herein
covering the operation described within the contract involving the named insured and the City of Chicago. The Certificate issuer agrees that in the event of
cancellation, non-renewal or material change involving the indicated policies, the issuer will provide at least sixty (60) days prior written notice of such
change to the City of Chicago at the address shown on this Certificate. This certificate is issued to the City of Chicago in consideration of the contract
entered into with the named insured, and it is mutually understood that the City of Chicago relies on this certificate as a basis for continuing such

agreement with the named insured:

Type of Insurance Insurer Name

Policy Number Expiration Date Limits of Liability
All Limits in Thousands

General Liability

[ ] Claims made [ ] Occurrence

[ ] Premise-Operations

[ 1 Explosion/Collapse Underground
[ 1 Products/Completed-Operations
[ ] Blanket Contractual

[ ]1Broad Form Property Damage

[ 1 Independent Contractors

[ 1Personal Injury

[ ] Pollution

CSL Per
Occurrence S

General
Aggregate S

Products/Completed
Operations
Aggregate S

Automobile Liability

CSL Per
Occurrence  $

[ ] Excess Liability
[ 1 Umbrella Liability

Each
Occurrence  $

Worker=s Compensation and Employer=s Liability

Statutory/Illinois
Employers
Liability S

Builders Risk/Course of Construction

Amount of Contract

Professional Liability S
Owner Contractors Protective S
Other S

a) Each Insurance policy required by this agreement, excepting policies for worker=s compensation and professional liability, will read: AThe City of Chicago
is an additional insured as respects operations and activities of, or on behalf of the named insured, performed under contract with or permit from the

City of Chicago.@

b) The General, Automobile and Excess/Umbrella Liability Policies described provide for severability of Interest (cross liability) applicable to the named

insured and the City.

c) Workers Compensation and Property Insurers shall waive all rights of subrogation against the City of Chicago.
d) The receipt of this certificate by the City does not constitute agreement by the City that the insurance requirements in the contract have been fully met, or
that the insurance policies indicated by this certificate are in compliance with all contract requirements.

Name and Address of Certificate Holder and Recipient of Notice

Certificate Holder/Additional Insured
City of Chicago

Procurement Department

121 N. LaSalle St., #806

Chicago, IL 60602

Signature of Authorized Rep.
Agency/Company:
Address
Telephone

For City use only
Name of City Department requesting certificate: (Using Dept.)
Address:

ZIP Code: Attention:
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1. Policy Responsibilities & Oversight

The purpose of this Information Security Policy is to formalize the Security and Internal Control standards that the City of
Chicago has adopted to mitigate security risks to employee and constituent data as well as to comply with applicable
regulations including the Health Information Portability and Accountability Act (HIPAA), Health Information Technology for

Economic and Clinical Health (HITECH) Act, and the Payment Card Industry's Data Security Standards (PCI-DSS).

In addition, this policy specifically defines how computing and communication assets, systems and resources should be
accessed, configured, used and protected and the types of monitoring activities City personnel should execute to maintain

the security of the City operating environment.

This document is published under the authority of the City’s Chief Information Officer and provides a framewaork for

safeguarding data and information including personally identifiable information (PIl), protected health information (PHI) and
payment cardholder data (cardholder data), including the creation, processing, management, transmission, storage, and

disposal of information within the scope the Ci
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1.1 Roles and Responsibilities

All employees, contractors and agents must support the information security program detailed herein.

1.1.1 Management Commitment to Information Security & Sponsorship

Management must approve and be committed to all Information Security initiatives set forth in this Information Security
Policy. As such, management must identify a sponsor to drive assessment, compliance, and enforcement activities.

a. Ultimately, the Chief Information Officer will be responsible for compliance and enforcement activities associated with
this Information Technology and Security Policy. The Information Security Office will be responsible for driving day to
day activities and enforcement.

HIPAA: 164.308(a)(2).

b. The Information Security Office is the internal group responsible for managing and directing a city-wide information
protection program. Specific responsibilities include:

e developing or coordinating the development of security policy, standards, guidelines and procedures;

e managing a data, application and platform classification program which includes the identification of information
and application owners;

e ensuring the coordination of all corporate security-related functions (e.g., physical security, personnel security,
the security of information stored in non-electronic form and incident response activities);

o identifying information protection goals and objectives within the scope of a strategic plan;

o identifying key information security program elements;

o identifying key corporate information security initiatives and standards;

e developing information security guidelines for personnel;

e developing and managing an information security program budget;

e ensuring the timely publication of approved information security related policies and procedures;
e coordinating information security awareness activities across the City of Chicago;

e taking appropriate action on security violations;

e coordinating information security for future initiatives related to privacy and security of data or other areas as
deemed appropriate by the City Compliance Office; and

e Reporting on a regular basis to the City Compliance Office.
HIPAA: 164.308(a)(2), ISO: 6.1.1
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1.1.2 Allocation of Information Security Responsibilities

Roles and responsibilities for ensuring support of the Information Security Policy must be assigned.

a. The City’s Chief Information Officer is responsible for overall security of information assets and technology at the City.
The CIO may delegate specific responsibilities related to information security to others within the City based on their
job function. Specific responsibilities are assigned as follows:

The responsibility to establish, document, and distribute security policies and standards is assigned to the Chief
Information Security Officer. Should the Chief Information Security Officer position become vacant, this
responsibility will be assigned to a security-knowledgeable member of management by the Chief Information
Officer.

PCIDSS 12.5.1

The responsibility to establish, document, and distribute procedures and guidelines that are aligned to pertinent
policies and standards is assigned to each support organization that is responsible for the delivery of the
product or service.

PCIDSS 12.5.1

The responsibility to monitor and analyze security alerts and information, and distribute to appropriate
personnel is assigned to the Chief Information Security Officer. Should the Chief Information Security Officer
position become vacant, this responsibility will be assigned to a security-knowledgeable member of
management by the Chief Information Officer.

PCI DSS 12.5.2

The responsibility to establish, document, and distribute information security incident response and escalation
procedures to ensure timely and effective handling of all situations is assigned to the Chief Information Security
Officer. Should the Chief Information Security Officer position become vacant, this responsibility will be
assigned to a security-knowledgeable member of management by the Chief Information Officer.

PCIDSS 12.5.3

Overall responsibility for administering user accounts, including additions, deletions, and modifications, is
assigned to the Head of Technical Operations and Enterprise Network Architecture. Should that position
become vacant, this responsibility will be assigned to a security-knowledgeable member of management by the
Chief Information Officer. Wherever additional user accounts may be required for a specific software application
or Program, the responsibility for administering user accounts, including additions, deletions, and modifications,
is assigned to the Program Manager responsible for that Program.

PCIDSS 12.5.4

The responsibility to monitor and control all access to data is assigned to the Head of Technical Operations and
Enterprise Network Architecture for file, print, email and network access. Should the IT Director’s position
become vacant, this responsibility will be assigned to a security-knowledgeable member of management by the
Chief Information Officer. For data that is created, maintained and/or managed in conjunction with a specific
software application or Program, the responsibility to monitor and control all access to data is assigned to the
Program Manager responsible for that Program.

PCIDSS 12.5.5

b. The Information Security Office is responsible for coordinating the review of risks and security implications associated
with the use of all technologies within the City’s operating environment.
PCl: 12.3.1
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c. AnInformation User is any City employee, vendor, contractor, or other authorized person who uses City information in
the course of their daily work. Information User responsibilities include:

e maintaining the confidentiality of their user credentials;

reporting suspected security violations to the Information Security Office;

adhering to corporate information security policies, standards and technical controls; and;

using City information resources responsibly and for authorized purposes only.
1SO:6.1.3, PCl:12.4

d. An Information Owner is a manager responsible for the City information assets. Individual business units or
departments, not the Department of Innovation and Technology, own information. Information Owner responsibilities
include:

e assigning initial information classification levels;

e periodic reviews to ensure current information classification meets the current business need and level of
perceived risk;

o verifying that employee and third party access rights are current;

e determining security access criteria; and

e determining availability and backup requirements for the information they own.
ISO: 6.1.3

e. An Information Custodian is any the City employee, vendor, contractor, or other authorized person who has the
responsibility for maintaining and/or supporting information. Information Owners have the right to delegate data
maintenance and ownership responsibilities to Information Custodians. The Information Owner may designate one
or more Information Custodians based on the level of delegated responsibilities. The Information Custodian must
provide the following:

e assistance to the Information Owners in determining appropriate levels of data classification (see Information
Classification (6.2)); and

e operationally provide assurance for the confidentiality, integrity and availability of information.
ISO: 6.1.3

f. System Administrators are required to maintain, operate and implement technology solutions for the City in
accordance with the security policy. Access to servers is restricted to authorized System Administrators who are
responsible for deploying, implementing and monitoring security controls on an operational basis. Guidance for the
specific controls must be provided by Information Security Office. Responsibilities include:

e system security patch applications;

system documentation;

e system performance;

e security monitoring;

e application of necessary technical security controls; and

e communication to Information Security Office on security related incidents and issues.
ISO: 6.1.3
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g. The Information Security Office or a designated Internal Audit group is responsible for monitoring compliance with the
standards and guidelines outlined by the security policy. If an Internal Audit group is designated, frequent
communication between the Information Security Office and Internal Audit is critical to the protection of the City's
information assets. The Information Security Office must aid Internal Audit by assisting in the identification of security
threats and vulnerabilities throughout the City environment. These risks must be communicated appropriately so
suitable mitigating controls can be put in place.

HIPAA:164.308(a)(8), ISO: 6.1.3

h. Technical Operations and Enterprise Network Architecture is responsible for the day-to-day data center operations.
This includes the management of the Uninterruptible Power Supply (UPS) and all other environmental controls, in
addition to racking new devices, pulling cabling, and operating network jacks. This team is also responsible for
understanding, maintaining and operating the data center fire suppression systems.

i. Technical Operations and Enterprise Network Architecture is responsible for configuring and maintaining the City
network. This includes implementing specific logical controls for segmenting the network and providing network
access control.

1.1.3 Independent Review of Information Security

A review of the City environment must be conducted by either the Information Security Office or a designated internal audit
team or an independent third party to identify any new threats and to ensure proper security controls are in place throughout
the organization.

a. The City's security policy, standards and security environment must be reviewed annually. Any recommendations
from this review must be resolved and considered for incorporation into the security policy and implemented as
applicable. Determining the level of assurance is the responsibility of the Information Security Office and/or Internal
Audit.

HIPAA: 164.308(a)(8), ISO: 6.1.8, PCI: 12.1.2
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1.2 Information Technology and Security Policy Maintenance

The City of Chicago Information Security Policy must be approved, maintained, and annually reviewed in order to ensure its
effectiveness.

1.2.1 Security Policy Approval

The Information Security Policy must be approved by management. Based on the review being conducted, all approvals
must follow the pre-defined, documented information security policy approval process.

a. The Information Security Office is responsible for creating, reviewing and coordinating the approval and
implementation of any security practices, policies, and standards.
HIPAA: 164.308(a)(2), ISO: 5.1, PCI: 12.5.1

b. The Information Security Office is responsible for ensuring that all security practices and standards are reviewed and
approved on an annual basis.
ISO: 5.1

1.2.2 Additions & Changes to Policy

Any additions or changes to the Information Security Policy must be managed and approved. All additions to the information
security policy must follow the pre-defined, documented information security policy change process.

a. Any business unit, group or department may initiate practice or standards development with the Information Security
Office. The Information Security Office will analyze requests and address each at their discretion based upon this
analysis.

ISO: 5.1

b. The Information Security Office is responsible for ensuring that all new information security policies and standards
follow the existing practice structure and format of the information security policy or as deemed appropriate by the
Chief Information Officer. At a minimum, the following tasks must be conducted for all new or changed information
security policies:

e« A communication plan must be developed, at a minimum including notification of new practices, integration into
security awareness materials, and special training for technical users/personnel (if deemed necessary);

e Animpact analysis must be conducted or coordinated by the Information Security Office prior to all information
security policy changes to measure the risk and security implications driving the requested change and
potential implementation requirements for full implementation of the changed policy;

HIPAA: 164.316(b)(1)(ii), ISO: 5.1
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1.2.3 Review of the Information Security Policy

An annual review of the Information Security Policy must be conducted to ensure relevance and identify any gaps in the
policy.

a. The Information Security Office is responsible for initiating an annual review of the information security policy.
HIPAA: 164.308(a)(8), ISO: 5.2, PCI: 12.1.3

b. The Information Security Office must perform a technical review to ensure standards remain in sync with business
requirements, vendor- and industry-recommended practices and current technology and regulatory requirements.
HIPAA: 164.308(a)(8), ISO: 5.2

c. The annual review must include a review of any impacting legal changes to ensure practice compliance with all
applicable municipal, state and federal laws.
HIPAA: 164.308(a)(8), ISO: 5.2

d. The annual review results must be presented to the City’s Chief Information Officer. All comments and requests made
must be addressed and any modifications must be made via the Information Security Policy Change Procedures
processes outlined by the Information Security Office.

ISO: 5.2
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2. Physical and Environmental Security

Robust physical and environmental controls must exist to protect information assets and systems from unauthorized access
and safeguard against environmental threats. Access to secured data areas and data system display mechanisms will be
limited to individuals with an approved and demonstrated business need. Users are prohibited from using the City of
Chicago’s Data and Information facilities in any way that violates this policy, Federal, State, Municipal Law and Personnel
Rules. A list of authorized personnel must be established and maintained regularly to reflect changes in personnel access
privileges.

This policy reviews the following areas:
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2.1 Equipment Security

All City of Chicago (“City”) information systems must be properly protected from potential physical and environmental threats
to ensure the confidentiality, integrity, and availability of the data contained within.

2.1.1 Network Jacks and Cabling Security

Network jacks and cables must be properly secured from unauthorized physical access and environmental threats.

a. Technical Operations and Enterprise Architecture must restrict access to all publicly accessible network jacks or
implement network access control to restrict access to network resources to unauthorized systems.
HIPAA: 164.310(a)(1)(ii), 1ISO: 9.2.3, PCI: 9.1.2

b. Technical Operations and Enterprise Architecture must ensure additional cabling security for critical systems and may
include one or more of the following:

e Segregated, locked conduit rooms/boxes
e Alternative routing or segmented cabling schemes

HIPAA: 164.310(a)(L)(ii), 1SO: 9.2.3

c. Technical Operations and Enterprise Architecture must ensure that all power and telecommunications equipment and
cabling coming into information processing facilities from external sources are protected against deliberate or
accidental interruption of service. This includes protecting control boxes, cables, wiring closets and other equipment
from fire, vandalism, interception of communications or disruption of service.

HIPAA: 164.310(a)(1)(ii), 1ISO: 9.2.3

d. Technical Operations and Enterprise Architecture must ensure that conduits for network cabling are protected against
interference or interruption. This includes avoiding routes through public areas, segregation from power cabling to
eliminate interference, and clearly identified labeling on equipment.

HIPAA: 164.310(a)(1)(ii), 1ISO: 9.2.3

e. Technical Operations and Enterprise Architecture must ensure that all City network connections are removed and/or
deactivated when a site is being vacated.
HIPAA: 164.310(a)(1)(iv), ISO: 9.2.3

2.1.2 Equipment Maintenance

City of Chicago systems must be properly maintained by authorized individuals.

a. Technical Operations and Enterprise Architecture must ensure that all utilities (e.g. Uninterruptible Power Supply
[UPS], generator) equipment is monitored in accordance with manufacturer specification and correctly maintained to
ensure the availability, integrity and confidentiality of information contained within it.

ISO:9.2.4

b. Technical Operations and Enterprise Architecture must ensure that only authorized maintenance personnel are
allowed to perform repairs and that all repairs or service work is documented.
HIPAA: 164.310(d)(1)(iii), 1SO: 9.2.4
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2.1.3 Data Center Environmentalism

All new and remodeled computer or communications centers must be constructed so that they are protected against fire,
water damage, vandalism, and other threats known or likely to occur at their respective locations.

a.

Technical Operations and Enterprise Architecture must ensure that smoking, drinking and eating in computer
processing rooms is strictly prohibited.
HIPAA: 164.310(b), 1ISO: 9.2.1

Technical Operations and Enterprise Architecture must ensure that rooms adjacent to the data center do not pose a
high risk to the data center itself.
HIPAA: 164.310(a)(2)(ii), 1SO: 9.2.1

Technical Operations and Enterprise Architecture must ensure that walls surrounding computer facilities are
non-combustible and resistant to fire for at least one hour. All openings to these walls (e.g., doors, ventilation ducts,
etc.) must be self-closing and resistant to fire for at least one hour.

ISO:9.2.1

Technical Operations and Enterprise Architecture must ensure that all computer equipment operates in a
climate-controlled atmosphere at all times. Redundant ventilation must be provided in the event that air conditioning
systems in data center facilities fail.

HIPAA: 164.308(a)(7), ISO: 9.2.1

Technical Operations and Enterprise Architecture must ensure that computer equipment is housed in an environment
equipped with fire detection and suppression measures.
1SO: 9.2.1

Technical Operations and Enterprise Architecture must ensure that procedures exist for facilities management to test
fire suppression system equipment at least once every 6 months. The test results must be documented.
HIPAA: 164.308(a)(7)(D), ISO: 9.2.1

Technical Operations and Enterprise Architecture must ensure that all computer room personnel are trained in the use
of any automatic fire suppression systems, the use of portable fire extinguishers and in the proper response to smoke
and fire alarms.

HIPAA: 164.308(a)(7), ISO: 9.2.1

2.1.4 Data Center Supporting Utilities

All utilities (e.g., water, electricity, etc.) must be adequate for the systems they are supporting. In addition, Disaster
Recovery procedures must be properly documented.

a.

Technical Operations and Enterprise Architecture must ensure that a suitable, redundant electrical power supply is in
place to avoid power failures. Based on business criticality, the use of a back-up generator must be considered.
HIPAA: 164.308(a)(7)(B), 1SO: 9.2.2

Technical Operations and Enterprise Architecture must ensure that UPSes are used for equipment supporting critical
business operations to facilitate system availability or orderly system shutdown. UPS equipment must be checked on
a regular basis to ensure it has adequate capacity and must be tested in accordance with the manufacturer's
recommendations.

ISO: 9.2.2

Emergency power switches must be located in equipment rooms and other locations as necessary.
HIPAA: 164.308(a)(7)(C), ISO: 9.2.2
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d. Technical Operations and Enterprise Architecture must ensure that a suitable, redundant telecommunications
infrastructure is in place to avoid communication failures and single points of failure. Based on business criticality, the
use of backup communications lines or providers must be considered.

HIPAA: 164.308(a)(7)(B), 1ISO: 9.2.2

e. All utilities, (e.g., water, electricity, sewage and heating/ventilation) must be adequate for all systems they are
supporting and must be inspected on a regular basis.
HIPAA: 164.308(a)(7), 1ISO: 9.2.2

f. Disaster Recovery procedures must be documented to ensure proper fallback or fail-over processes for the following
supporting utilities:

e Electrical power
e Communications
e HVAC

2.1.5 Removal of Property

Removal of City property from City premises must be authorized and logged.

a. Employees or contractors must not remove property from the City data center premises without prior authorization
from Technical Operations and Enterprise Architecture. All individuals must be aware that spot checks may take
place when leaving data center facilities.

HIPAA: 164.310(d)(1), ISO: 9.2.7

b. Technical Operations and Enterprise Architecture must ensure that an inventory of all computing equipment
(excluding employee laptops) removed from the City data center premises is logged out when removed and logged
back in when returned.

HIPAA: 164.310(d)(1)(iii), 1SO: 9.2.7

2.1.6 Security of Off-Site Equipment

Authorized equipment and media taken outside City premises must be controlled, secured and protected.

a. Security standards documented within the security policy apply to all City equipment and information regardless of
physical location.
HIPAA: 164.310(b), ISO: 9.2.5

b. Employees that travel with a laptop or other equipment with sensitive information, including briefcases, personal
digital assistants (PDAs) and portable hard drives, must be cautious and keep the items with them at all times. These
items should not be included with checked luggage.

HIPAA: 164.310(b), 1ISO: 9.2.5
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2.2

Secure Areas

All City facilities must have controls in place to protect the assets contained within from physical and environmental threats.
Access to facilities must be controlled at defined access points.

2.2.1 Physical Security Perimeter

A security perimeter must be established for all City facilities. All visitors to City facilities must be logged and escorted as
required.

a.

Facility Management personnel must ensure that a security perimeter is established for City facilities. The strength of
the security perimeter will be determined by an assessment of the risks and threats to the physical environment. The
Technical Operations and Enterprise Architecture Management is responsible for coordinating additional security
perimeter controls around data center facilities.

HIPAA: 164.310(a)(1)(ii), ISO: 9.1.1

The security perimeter for all of City’s sensitive facilities should have a staffed reception area to control access to the
main entry of the facility and appropriate controls to secondary entrances. For facilities without a staffed reception
area, the perimeter must be controlled via access controls on doors and windows, and doors and windows must be
locked at all times. Facility Management personnel must ensure that access is properly maintained.

HIPAA: 164.310(a)(1)(ii), ISO: 9.1.1

Technical Operations and Enterprise Architecture must ensure that all City buildings are separated into secure areas
based on sensitivity. Based on the sensitivity of the secure area, additional physical security measures must be
implemented to provide adequate protection.

HIPAA: 164.310(a)(1), ISO: 9.1.1

For all City facilities, Facility Management personnel must ensure that the security perimeter has alarmed fire control
doors in accordance with local and organizational safety requirements.
ISO: 9.1.1

2.2.2 Physical Entry Controls

A process for restricting and monitoring physical access to City facilities must be implemented.

a. Information Security Office must ensure that access rights to all data center facilities are reviewed, quarterly, and
approved by an appropriate party. Those identified as having separated from the City or no longer have a business
need to access the facility must be terminated.

HIPAA: 164.308(a)(4)(C), 1SO: 9.1.2

b. Technical Operations and Enterprise Architecture must ensure that physical access to all secure areas is tightly
controlled. Doors must be secured at all times and only authorized personnel may have access.
HIPAA: 164.310(a)(1), ISO: 9.1.2

c. Badges must be worn by all employees, contractors, third party users and visitors and must clearly distinguish
between visitors and employees. Temporary badges must expire after a set period of time. Badges must be visible
at all times while in City facilities.

I1SO: 9.1.2, PCI: 9.3

d. All employees, contractors, vendors and visitors must report any lost identification badges immediately.

1SO: 9.1.2
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2.2.3

All employees, contractors, vendors, and visitors must be authorized by an authorized member of the Technical
Operations and Enterprise Architecture, Information Security Office, Human Resources or an appropriate approving
party for physical entry into secured City facilities.

HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.2

Authorized employees must not allow unknown or unauthorized individuals into restricted areas without an escort.
Employees must notify Human Resources, Building Security and/or the Information Security Office of any
unrecognized and unescorted personnel within a secure area. Human Resources is responsible for escalating the
situation as appropriate and notifying the appropriate parties, including the Information Security Office

HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.2

Visitor log information must be retained for a minimum of 90 days, and reviewed by the Information Security Office.
HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.1, PCI: 9.4

Employees hosting visitors must ensure that their visitors are escorted when on a premises containing secure
facilities.
HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.1

Securing Data Center Facilities

Access to all City data center facilities must be monitored, authorized, and periodically reviewed to avoid unauthorized

access.

a.

Technical Operations and Enterprise Architecture must ensure that Data Center access is limited to only those
people with a valid business reason for access. Access must be reviewed quarterly and revoked immediately once
it is no longer needed.

HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.3

b. Information Owners must ensure that directories and internal documents identifying locations of City’s information
processing facilities or any other sensitive or secure area are not accessible by the public.
ISO: 9.1.3

c. Technical Operations and Enterprise Architecture must ensure that all critical computer rooms and data centers,
including those operated by third parties, are monitored 24 hours per day. This monitoring must include video
surveillance and secured and alarmed doors. All data collected through this monitoring, including video
surveillance, must be maintained for a rolling 90 day period.
ISO:9.1.3, PCI: 9.1.1

d. Technical Operations and Enterprise Architecture must ensure that unauthorized users are not permitted
unsupervised access to the data center.
HIPAA: 164.310(a)(1), 1ISO: 9.1.3

e. Technical Operations and Enterprise Architecture must ensure that data centers are not used for printing, faxing,
storage of computers, or any other purpose other than to support City computer hardware and information assets.
ISO:9.1.3

f. Technical Operations and Enterprise Architecture must ensure that computer facility rooms are equipped with doors
that automatically close immediately after they have been opened, and that set off an audible alarm when they have
been kept open beyond a pre-determined period of time.
ISO: 9.1.3

g. Facility Management personnel must ensure that rooms containing network, wiring or communications equipment
(e.g., wiring closets, etc.) are locked at all times with access restricted to authorized personnel only. Signs are not to
be posted on wiring closets, telephone rooms, data center facilities or other equipment components that would
attract the attention of unauthorized individuals.
HIPAA: 164.310(a)(1), 1ISO: 9.1.3, PCI: 12.3.6
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2.2.4 Working in Secure Areas

All work areas and the City material contained within must be secured to protect from physical threats.

a. Technical Operations and Enterprise Architecture with responsibility for a secure area are responsible for any person
working in or having access to the secure area. The managers of secure areas must inform personnel that they are
working in a secure area and advise them of any additional security requirements they must follow. The manager is
also responsible for implementing any additional physical or procedural security requirements needed to protect
information stored in the secure area.

HIPAA: 164.310(a)(1), ISO: 9.1.5

b. Facility Management personnel must ensure that any third party granted access to a secure area, including support
services such as cleaning and waste removal, is strictly controlled and monitored. All parties with access to the area
must be authorized and logged.

HIPAA: 164.310(a)(1)(iii), 1SO: 9.1.5

c. Recording equipment such as photo, video and audio is not permitted within a secure area unless specifically
authorized by Information Security Office.
HIPAA:164.310(b), ISO: 9.1.5

d. During any relocation of an employee's workspace, the relocating employee must ensure that all information assets
are protected during the moving process. This includes, but is not limited to, computer and hard copy files.
HIPAA: 164.310(d)(1)(iv), ISO: 9.1.5

e. Employees must collect all printed documents (e.g., printouts, faxes, and photocopies) in a timely manner. Printers,
faxes and photocopiers in secure work areas must be checked regularly (at least every day after business hours) for
prints which are not collected. Uncollected items must be destroyed or secured until the proper owners of the
documents are available.

HIPAA:164.310(b), 1ISO: 9.1.5, PCI: 9.6

f.  Employees must ensure that all information on whiteboards or work boards is wiped after use.
ISO: 9.1.5
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2.2.5 Protecting Against External and Environmental Threats

All City facilities must be properly protected and/or separated from potential external and environmental threats.

a. Facility Management personnel must ensure that any hazardous or combustible materials are stored at a safe
distance from any secure area in accordance with local safety regulations and manufacturer specifications.
I1SO: 9.1.4

b. Facility Management personnel must ensure that appropriate firefighting equipment is available at all sites. Equipment
must be checked periodically. All firefighting equipment location and maintenance must be in compliance with local
fire regulations.

HIPAA: 164.308(a)(7)(C), ISO: 9.1.4

c. Technical Operations and Enterprise Architecture must ensure that backup and recovery media and facilities are
located at a safe distance from main facilities. The backup facilities must be at a distance that would protect them from
damage from any incident at the main site(s).

HIPAA: 164.308(a)(7)(A), ISO: 9.1.4
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2.3

Auditing, Review, Certification and Termination of Access

The Information Security Office will review swipe card usage for the Data Center monthly. Any questionable access will be
investigated and the necessary staff will be contacted to appropriately resolve an incident.

2.3.1 Data Center Access Levels

Access to the Data Center, by way of a HID swipe card, assigned to authorized individuals. A swipe card assigned to an
individual cannot be loaned to another individual.

a.

Escorted Access

Escorted Access is granted to individuals that have an infrequent need for Data Center access. Individuals with
Escorted Access be accompanied by a person with Authorized Access, and must sign in and out, in the Data Center
access log and specify the reason for entry. They are required to provide identification on demand and leave the
facility when requested to do so.

Authorized Access

Employees that work inside the Data Center and other individuals that have been granted the access based a
demonstrated business need have 24/7 access to the Data Center. Persons requesting Authorized Access must
complete a Data Center Authorized Access Application.

Vendor Access
Approved vendors with HID Cards may be granted unescorted access to the Data Center to perform scheduled
maintenance or repair work. Vendors not approved for Authorized access may be granted escorted access.

Data Center Tours
Tours must be pre-approved by Technical Operations and Enterprise Architecture, or the Information Security Office.
All visitors must sign in and out and must be escorted while touring the Data Centers.

Maintenance and Custodial Access

Custodial staff access is limited to the times they are assigned to work in the Data Center. All Custodial Staff must sign
the access log upon entering and leaving the Data Center. Maintenance staff must inform the Information Security
Office of any maintenance work, and enter the maintenance work in the operations log.

2.3.2 Audits, Certification and Termination of Access

a. Data Center reports that provide information on individual access to the data center will be provided to the appropriate
staff, managers and data center vendors, for verification and review.

b. The Information Security Office will review, quarterly, the access list for recertification. Those identified as having
separated from the City or no longer have a business need to access the Data Center will be terminated.

c. The Information Security Office will request immediate termination of access rights of employees or vendors leaving
the department. Human Resources Department or Approved vendors will notify the Information Security Office as part
of an employee separation procedure.

d. Managers and Vendors will receive a report with the names of their staff that have access to the data Center. They
should indicate which members have separated and/or no longer need access to the Data Center.
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3. Personnel Security

All employees are responsible for ensuring the security of City of Chicago (City) information Technology resources and data.
Information security expectations must be clearly defined and communicated to all staff through targeted communications,

training, and awareness programs. Appropriate disciplinary actions, in accordance with City of Chicago Personnel

Handbook must be in pl

ace to address instances of non-compliance.

This policy reviews the following areas:
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3.1 Acceptable Use

Information security, confidentiality, and copyright protection are matters of concern for employees of the City of
Chicago (“City”) and for all other persons who have access to City computer files and information assets, whether they
are employees, vendors, consultants, or others. The City maintains information in the form of computerized files for
City departments, boards, and agencies as well as other entities. The City utilizes computer software and
methodologies created internally and by third parties who are protected by intellectual property, patent, copyright and
trade secret laws. As such, the City is contractually obligated to prevent any and all unauthorized disclosure or use of
these information assets.

3.1.1 Obligations

A position of trust has been conferred upon every authorized person who, as part of their job function, comes in
contact with confidential information to keep this information secure and private. Both City employees and contractors
are obligated to recognize and adhere to these responsibilities while on or off the job. Therefore, an employee of the
City or a person authorized to access City data files and information is required:

a. To follow the City's privacy and security policies, standards and guidelines

b. Not to expose customers’ or employees’ confidential information (such as social security number, driver’s license
number, and credit card data or account information);

c. To maintain credit card data confidential and in full compliance of the current Payment Card Industry (PCI) Data
Security Standards;

d. Not to expose health information (such as an individual’s diagnosis or treatment) as protected by HIPAA privacy and
security rules;

e. Not to engage in or permit unauthorized use of any information in files or programs maintained by the City;

f.  Notto seek to benefit personally or permit others to benefit personally through the release of confidential information
which has come to him/her by virtue of their job function or assignment;

g. Not to copy, alter, modify, disassemble, reverse engineer or decompile any intellectual property. Intellectual
property that is created for the City by its employees, vendors, consultants and others is property of the City unless
otherwise agreed upon by means of third party agreements or contracts;

h. Not to exhibit or divulge the contents of any City record to any person except in the conduct of his/her work
assignment or in accordance with the policies of the City;

i. Not to disclose the specifics of non-public City related business to unauthorized personnel;

j- Not to remove or cause to be removed copies of any official record or report from any file from the office where it is
kept except in the performance of his/her duties;

k. Not to use or request others to use the City's information technology for personal reasons beyond limited personal
use as described in the Information Security Policy;

[.  Not to conduct City business on devices that allow P2P communication (such as music file sharing) without explicit
approval from the Department of Innovation and Technology;

m. To password protect mobile devices issued by the City or those authorized to connect to the City’s information
technology resources. Examples include but are not limited to: personal digital assistants (PDA), smart phones,
laptops, handhelds (e.g. Blackberries) and off-site desktops;

To treat all passwords as Confidential information;
Not to aid, abet, or act in conspiracy with another to violate any part of this Confidentiality and Acceptable Use
Policy;

p. To report any violation of this code by anyone to his/her supervisor immediately
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3.2 Current Employees and Contractors

The Department of Innovation and Technology should define all IT related positions such that there is a clear separation of
duties enforceable by the Access Controls defined in the Access Control Policy

All City employees and contractors must understand their specific responsibilities related to information security, as set forth
in this Information Security and Technology Policy (I, as well as the consequences of not abiding by the IS Policy.

3.2.1 Employee and Contractor Responsibilities

All City employees and contractors are responsible for adhering to the IS Policy while in and outside of City facilities. For
broader employee responsibilities, please see the City Employee Code of Conduct and the City Personnel Handbook.

a. All employees, contractors, vendors, and persons with access to City facilities and information must abide by the
standards as documented in the security policy and include security as one of their core job responsibilities.
HIPAA: 164.308(a)(1)(C), ISO: 8.1.3

b. All employees, contractors, vendors, and persons with access to City of Chicago facilities are required to protect City
of Chicago assets, both physical and logical, from any compromise of confidentiality, integrity or availability.
ISO: 8.1.1

c. Employees must maintain confidentiality of information outside of work and in remote access situations.
HIPAA: 164.310(b), ISO: 8.1.3

d. Employees must report any security incidents, potential security risks or vulnerabilities to the Information Security
Office.
HIPAA: 164.308(a)(5)(C), ISO: 8.1.1

e. User information stored on or passed through City computer communications hardware is not considered private.
Users of this equipment must not have expectations of privacy of any data or information, including electronic mail and
voice mail.

ISO: 8.1.1

f.  Human Resources must provide a copy of the information security policies and/or security awareness materials to
new employees appropriate for their position and role within City of Chicago. = New employees must acknowledge in
writing that they understand their responsibilities as stated in the policies.

HIPAA: 164.308(a)(5), ISO: 8.1.1, PCI: 12.6.2

g. Employees and contractors are responsible for all actions taken by them or through their assigned access accounts.
HIPAA: 164.312(a)(1)(i), IS0O: 8.1.1

3.2.2 Disciplinary Process

Violations of the Information Security and Technology Policy will result in disciplinary actions, coordinated through Human
Resources as defined by the employee personnel Handbook. Any violation of this Policy, or any Part or provision hereof,
may result in disciplinary action, including termination and/or civil action and/or criminal prosecution.

a. For City employees or contractors, disciplinary action as a result of the Information Security and Technology Policy
violations must be consistent with the severity of the incident, as determined by an investigation. Disciplinary actions
may include, but are not limited to, loss of access privileges to data processing resources, dismissal of consultants,
cancellation of contracts, termination of employment, or other actions as deemed appropriate. Disciplinary actions are
to be coordinated through Human Resources as defined by the employee personnel Handbook.

HIPAA: 164.308(a)(1)(C), 1SO: 8.2.3
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3.3 Prospective Employees

Prospective City employees must be adequately screened and understand the terms and conditions of employment prior to
being hired.

3.3.1 Screening

A pre-employment screening, to include a criminal background check, process must be undertaken prior to offering
employment to a new employee. Any information collected on the potential employee must be properly secured.

a.

Human Resources must perform a pre-employment screening for all potential employees, including a background
check to determine or validate a potential employee’s qualification, past performance and appropriateness for a
particular position.. If the employee is being hired via a third party or staffing agency, proper screening checks must
be verified by that agency.

HIPAA: 164.308(a)(3)(B), ISO: 8.1.2, PCI: 12.7

Information gathered on potential employees or contractors must be secured in accordance with all laws and
regulations and be limited to a 'need to know' basis.
ISO: 8.1.2

3.3.2 Terms and Conditions of Employment

All new employees are responsible for reviewing and understanding the Information Security and Technology Policy and
procedures. Employees must agree in writing to accept and abide by the standards set forth in the IS Policy and may be
required to sign a Non-Disclosure Agreement where applicable.

a. Contract staff, contractors, vendors or other third parties must be covered under a non-disclosure agreement under
the third party contract. If persons under a third party's responsibility are to access confidential information, an
individual confidentiality agreement must be signed by that individual
HIPAA 164.308(a)(1)(C), 1ISO 8.1.3

b. Human Resources must ensure that all employees and relevant non-employees meet Information Security and
Technology Policy requirements prior to accessing any City facilities that house confidential information.

ISO: 8.1.3
c. Before gaining access to City information systems, all employees must:
e Review of the IS Policy, or a synopsis thereof, and acknowledge their understanding and agreement to accept
and abide by the standards as set forth in the IS Policy;
e Acknowledge their understanding of City network monitoring, and sign appropriate confidentiality and
non-disclosure agreements as required by the Employee Handbook.
HIPAA: 164.308(a)(1)(C), 1ISO: 8.1.3
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3.4 Termination or Change of Employment

Upon termination of employment with the City, the employee's access rights must be removed from all systems and all City
assets must be returned by the employee. It is the responsibility of the employee’s immediate supervisor or manager to
initiate the required actions or process, based on the circumstances, to terminate access.

3.4.1 Removal of Access Rights

Access to all City information systems and information, physical locations, and other assets must be removed immediately
for any terminated employee.

a.

Employee Managers must immediately notify Human Resources upon the resignation or termination of any
employee.
HIPAA: 164.308(a)(3)(C), ISO: 8.3.1

Upon notification of termination, user provisioning processes must ensure that the terminated employee's user ID
access is revoked or modified and any employee access badges are collected. Any access to confidential data
must be removed immediately upon termination. Information Security Office is responsible for performing periodic
audits ensuring this process is adequately functioning.

HIPAA: 164.308(a)(3)(C), ISO: 8.3.3, PCI: 8.5.4

Upon termination of an employee or contractor, the person who requested access to technology resources must
request the termination of that access using the City’s access request procedure. In the event that the requestor is
not available, the responsibility is placed upon the manager of the employee or contractor. The City may
automatically disable or delete accounts where termination is suspected even if formal notification was by-passed.

3.4.2 Return of Assets

All information assets are the property of the City. All City assets must be returned by the employee immediately upon
termination.

a.

Any items issued to an employee or contractor such as laptop computers, keys, ID cards, software, data,
documentation, manuals, etc. must be returned to their manager or Human Resources as appropriate, immediately
upon termination.

HIPAA: 164.308(a)(3)(C), IS0: 8.3.1

b. When an employee or contractor leaves the City, all Infformation Assets remain the property of the City. The employee
or contractor must not take away such information or take away a copy of such information when he or she leaves the

City without the prior express written permission of the City.
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3.5 User Training

All City employees must be made aware of information security threats through a variety of physical, electronic, and verbal
information security training and awareness programs. The City’s Intranet site contains the City’s Information Security
Policies as well as educational materials, such as the “Security First” presentation. Employees should read the Security
Reminders that are distributed periodically. System users must also respond to any Information Security Notice that is
displayed while logging on to City systems.

3.5.1 Information Security Awareness, Education, and Training

Responsibility for training City employees on an annual basis must be assigned to ensure all employees are properly
educated on security awareness. Security Awareness begins during the hiring process and it is the responsibility of the
employee to remain aware of current security policies

a. The Information Security Office must create a security awareness, education, and training program to promote
constant security awareness to all employees. The security awareness program must consist of training and
continuous awareness briefings.

HIPAA: 164.308(a)(5), ISO: 8.2.2, PCI: 12.6

b. Upon permanent or contract employment at City, all new employees must be briefed on the Information Security
Policy and related procedures. A written summary of the basic information security measures must be provided to
new employees and contractors and a signed copy must be kept on file in the employee folder maintained by Human
Resources. Also, contractors must receive a copy of the non-disclosure agreement signed between the City and the
contractor's employer.

HIPAA: 164.308(a)(5), ISO: 8.2.2, PCI: 12.6.1

c. The Information Security Office is responsible for the development of security materials. These materials must define
security requirements and expectations, legal responsibilities, and provide training in the proper use of City resources.
HIPAA: 164.308(a)(5), 1SO:8.2.2

d. The Information Security Office is responsible for posting security advisories for all system users who may be affected
by security issues. Security advisories should include warnings about viruses, social engineering, new technical
vulnerabilities and other specifics security risks to City as well as their associated counter measures.

HIPAA: 164.308(a)(5)(A), 1ISO: 8.2.2

e. All employees and contractors must be briefed on information security awareness annually.
HIPAA: 164.308(a)(5)(A), 1ISO: 8.2.2, PCI: 12.6.1, 12.6.2

City of Chicago Internal
3.0 Personnel Security





3.6 Revision History

Date Version Description Author
01/15/2013 0.5 Initial Draft ISO
07/26/2013 1.0 Approved & Released CISO

City of Chicago
3.0 Personnel Security

Internal





Number 4.0 Policy Owner

Device Build and Configuration

Management Department of
_ Innovation and
Information Security and Effective 07/26/2013 Technology
Technology Policy Last Revised 07/26/2013

4. Device Build and Configuration Management

A set of well-defined, enterprise device build and configuration management controls must be implemented across all City of
Chicago (City) IT Infrastructure. The City must conduct an appropriate analysis of each platform’s information security
requirements and appropriate controls must be implemented to mitigate identified risks. An asset inventory of configured
devised must be and updated to reflect the current infrastructure.

This policy reviews the following areas:
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4.1 Security Requirements of Systems

An analysis must be performed on all critical information systems to determine appropriate security controls. Controls
identified through this analysis must be dictated through City device build and configuration management standards.

4.1.1 Security Requirements Analysis and Specification

All platforms and enterprise applications being used within the City must undergo a security analysis to determine the
controls needed to meet information security policy requirements. All software products must be formally tested for security
functionality, including new software developed internally and software purchased from external parties.

a. Software Development must ensure that security requirements are determined prior to the application development
phase for all systems. Application Development Management must ensure that these requirements are implemented
during testing. System requirements must include specifications for:

Access control
Authorization

System criticality
Information classification
System availability

Information confidentiality and integrity

ISO: 12.1.1

b. Software Development must ensure that a security assessment is conducted and control requirements are
documented.

ISO: 12.1.1

c. The Information Security Office must ensure that security requirements are defined and documented for all external
software products purchased by the City. The Application Owner must ensure these guidelines are considered during
product evaluation.

ISO: 12.1.1

4.1.2 Platform/Device Build Standards

Platform and device build standards must exist to ensure proper security controls are placed around the information
contained or transmitted by all devices in the City’s environment.

a. IT Operations must ensure that technical build standards exist for all critical platforms and contain clearly defined,
required security parameters. Such build standards must ensure that the platform requirements set forth in this
information security policy are implemented and include the following:

each server in the cardholder data environment is allocated only one primary function;

unnecessary functionality, such as scripts, drivers, features, subsystems, file systems, and unnecessary web
servers are removed from systems prior to use, and;

all unnecessary and insecure services and are disabled.

PCl: 2.2.1,2.2.2,2.2.3,2.2.4

Technical Operations and Enterprise Network Architecture Management, and Software Development must
ensure that a common configuration management standard, which complies with the requirements set forth in
this information security policy, is enforced across all devices and includes but is not limited to, Network
Devices, City PCs, and Point of Sale Systems.
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5. Application Development

City of Chicago (City) staff and contract application developers must use a standardized development framework which
requires specific information security steps, to ensure the protection of sensitive information, application availability, and

data integrity.

This policy reviews the following areas:

5.1 Security in Development and Support
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5.1 Security in Development and Support Processes

A system development lifecycle methodology, in accordance with current industry best practices and standards for secure
application development, must be followed. Clear segregation of duties must be established between release managers,
testers, and developers in order to effectively manage viewing, changing, and migration of source code. Additionally, a
technical review must be performed after each software change to ensure security standards are met.

5.1.1 Separation of Development and Production Environments

Appropriate requirements and controls must be in place requiring the physical separation of development, test and
production environments.

a. Technical Operations and Enterprise Network Architecture must ensure that the production, test, and development
environments are physically separated.

ISO: 10.1.4, PCI: 6.3.2

b. Technical Operations and Enterprise Network Architecture must ensure that test environments emulate the
production environment as closely as possible, including the use of a common operating system, database, web
application server, and similar hardware to the degree possible.

ISO:10.1.4

c. Technical Operations and Enterprise Network Architecture must ensure that only authorized release managers and
system administrators have access to the production environment where the production executable code for an
application resides. Application developers may have read-only access to production log and configuration files as
deemed necessary.

HIPAA: 164.310(a)(1)(iii), ISO: 10.1.4

5.1.2 Segregation of Duties

Segregation of duties controls must be in place to manage the ability to view, change, and migrate source code.
Developers, release managers, and testers must specifically be controlled in the actions they can take in the development,
test, and production environments.

a. Application Development Management must ensure that specific segregation of duties controls are in place and that
distinct, separate roles exist for developers, release managers, and testers.

PCI: 6.3.2

b. Application Development Management must ensure that developers, release managers, and testers are restricted in
the activities they can perform, as defined in the table below.

PCI: 6.3.2
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c. Separation of duties must exist between personnel assigned to the development/test environments and those
assigned to the production environment.

PCI. 6.3.3
Environment
= (V)iew: This action allows for the viewing of source
g s code within the environment
Q. =
o ]
F>J 7 3 (C)hange: This action allows for the changing of
2 2 g source code within the environment
Role
Developer V,C vV \Vi (M)igrate: This action allows for the migration of
code between environments
Release Manager M M M
Tester \Y, \%

d. Application Development Management and Information Security Office must ensure that directories or repositories
containing application source code are secured from unauthorized access.

HIPAA: 164.310(a)(1)(iii), 1SO: 12.4.3

e. Application Development Management must ensure that access controls are developed to prevent unauthorized
parties from gaining access to source code in an uncontrolled manner. This includes restricted access for developers
to production systems and monitoring of access by developers to production systems during maintenance or support
activities.

HIPAA: 164.310(a)(1)(iii), ISO: 12.4.3

f.  Source code must not be stored on production systems when possible.
ISO: 12.4.3

g. Application Development Management must ensure that access levels restrict developers from making changes to
the code maintained in the test environment during acceptance testing. When appropriate, a change control software
tool must be utilized to ensure that programmers are adequately restricted from accessing production environments
and testing environments.

HIPAA: 164.310(a)(1)(iii), 1SO: 12.4.3

h. Application Development Management must ensure that all changes to code are logged in a central version control
solution. To the extent possible, this solution should also log all access to source code files.

ISO:12.4.3

i. Application Development Management must ensure that access and modification access is properly assigned. During
acceptance and system testing, logical access restrictions must ensure that developers have no update access and
that the code being tested cannot be modified without the consent of the user. The developer must make appropriate
modifications in the development environment and submit it to the release engineer for retesting.

HIPAA: 164.310(a)(1)(iii), 1SO: 12.5.1
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5.1.3 Information Leakage

Controls must be implemented to prevent information leakage at system runtime.

a. Application Development Management must ensure that system information provided through error messages does
not provide any information about an application's architecture or the City network.

HIPAA: 164.310(a)(1)(iii), ISO: 12.5.4, PCI: 6.5.6

5.1.4 Outsourced Software Development

All outsourced development must be reviewed and approved by appropriate City personnel. In addition, all contracts for
outsourced development must include the necessary provisions to ensure secure coding.

a. All contracts for outsourced development must be reviewed by the Department of Law and Application Development
Management.

ISO:12.5.5

b. All code, software, or infrastructure provided by an outsourced development contractor must be reviewed and
accepted in writing by the Application Development Management in conjunction with Information Security Office.

ISO: 12.5.5

c. The Department of Law must ensure that all outsourced software development contracts provide protections for the
City including the following:

e Licensing arrangements, code ownership, and intellectual property rights
e Service level agreements, including quality assurance and control of delivered software

¢ “Right to audit” contractor’s processes, infrastructure, development methodologies, security or any other
control area deemed necessary by Internal Audit

e Acceptance requirements
ISO: 12.5.5

d. Application Development Management is responsible for monitoring all activity performed by software development
firms engaged by the City.

ISO: 12.5.5

e. Application Development Management or any business unit seeking to contract for outsourced software development
must notify the Information Security Office prior to the release of any requests for proposal or information.

ISO:12.5.5

5.1.5 Technical Review of Applications after Changes

All software releases and updates/patches to production systems must to be tested for functionality and security.

a. After changes (e.g., patches, upgrades, or new versions), Application Development Management must ensure that
applications and support processes are reviewed and tested as deemed necessary. These processes include but are
not limited to the following

e Application control and integrity procedures

e Support and development plans for operating system changes

¢ Proper notification of changes to user community

¢ Updates to any applicable business continuity plans and/or recovery processes
HIPAA: 164.312(c)(1), 1ISO:12.5.2

City of Chicago Internal
5.0 Application Development





b. Application Development Management must ensure that all new or modified software, including the application of
patches, is adequately tested, approved, and consistent with change and management standards before being
deployed to the City’s production environment. Such testing must include validation of input into the application,
proper error handling, proper use of Role Based Access Controls (RBAC), secure cryptographic storage, and secure
cryptographic communications as required for specific data and within the cardholder environment.

ISO:12.5.1, PCI: 6.3.1

c. Code changes must be reviewed by individuals (other than the originating code author) educated in the execution of
code review techniques and secure coding practices, or by an automated code review tool approved by Application
Development Management. Based on the code review results, appropriate corrections must be made, and the code
review results must be reviewed and approved by management prior to release into production.

PCI: 6.5, 6.3.7

d. Application Development Management must ensure that all significant modifications, major enhancements, and new
systems undergo system testing prior to installation of the software in production. System stress testing, volume
testing, and parallel testing should be performed as appropriate. System testing must be conducted in a separate,
independently-controlled environment.

ISO:12.5.1

e. Application Development Management must ensure that all significant modifications, major enhancements, and new
systems undergo acceptance testing by the appropriate Application Owners prior to installation of the software in
production. The user acceptance plan must include tests of all major functions, processes, and interfacing systems,
as deemed necessary.

ISO: 12.5.1
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5.2 Secure Coding Standards

Developers must be trained in secure coding techniques such as input validation and restricted error reporting.

5.2.1 Secure Coding Requirements

A secure coding standard must be utilized as part of the software development methodology.

a. Allweb-based applications must be developed based on a current version of the OWASP secure code guidelines, and
must account for the following:

e Cross-site scripting (XSS) (validate all parameters before inclusion)

e Injection flaws, particularly SQL injection (validate input to verify user data, cannot modify meaning of
commands and queries)

e Malicious file execution (validate input to verify application does not accept filenames or files from users)

e Insecure direct object references (do not expose internal object references to users)

e Cross-site request forgery (CSRF)

e Information leakage and improper error handling (do not leak information via error messages or other means)

e Broken authentication and session management (properly authenticate users and protect account credentials
and session tokens)

e Insecure cryptographic storage (prevent cryptographic flaws)
e Insecure communications (properly encrypt all authenticated and sensitive communications)

o Failure to restrict URL access (consistency enforced access control in the presentation layer and business logic
for all URLS)

PCI:  6.5.1,6.5.2,6.5.3,6.5.4,6.5.5,6.5.6, 6.5.7,6.5.8, 6.5.9, 6.5.10

5.2.2 Input Data Validation

Data entered into City application systems must be validated where possible to ensure information quality and mitigate the
impacts of web-based attacks.

a. Application Development Management must implement data checks within information systems and applications to
validate business transactions, standing/master data or parameter tables. Dual input checks, such as boundary
checking or limiting fields to specific ranges of input data, must be used on critical inputs for systems when applicable.
Checks may include:

e Out-of-range validation checks
e Invalid characters in fields

e Mandatory field definition
HIPAA: 164.312(c)(2), 1ISO: 12.2.1, PCI: 6.5
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b. Application development Management must ensure that all data input fields properly validate the input in order to
minimize the threat of cross site scripting and SQL injection.

HIPAA: 164.312(c)(1), ISO: 12.2.1, PCI: 6.3.1.1

c. Application Development Management must ensure that data being entered into City application systems is validated
where possible to increase information quality.

HIPAA: 164.312(c)(2), ISO: 12.2.1

d. An application firewall must be configured and placed in front of all externally facing web applications containing
private data to detect and prevent external web-based attacks. Application Development Management must be
involved in the configuration of the web application firewalls in order to ensure that application-specific requirements
are properly accounted for.

PCI: 6.6

5.2.3 Developer Training

All City staff and contractor application developers must be properly trained in secure coding standards.

a. The City must ensure its developers are adequately trained in secure coding techniques, based on best practice
guidance.

PCI: 6.5
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5.3 Security of System Files

Operational systems must be configured according to the standards set forth in this policy prior to going into a production
environment to ensure the security of the files contained within.

5.3.1 Control of Operational Software

All operational software must be an authorized version supported by the vendor, where applicable, and configured securely.

a. Application Development Management must ensure that operational systems only hold/store approved code.
Development code or compilers must not be stored on production systems.

HIPAA: 164.310(a)(1)(iii), ISO: 10.1.4, 12.4.1

b. Application Development Management must ensure that vendor-supplied software is maintained at a version
supported by the vendor.

ISO: 12.4.1

c. An audit log of all program updates must be maintained and a library of previous source code versions must be
retained.

HIPAA: 164.310(a)(1)(iii), ISO: 12.4.1

d. Application Development Management is responsible for archiving old versions of software along with configurations,
parameters, procedures and other supporting documentation, as deemed appropriate.

ISO:12.4.1

e. Application Development Management must ensure that updates to operational software, applications and program
libraries are performed by designated, trained personnel.

HIPAA: 164.308(a)(1), ISO: 12.4.1

f.  Application Development Management must ensure that all vendor-supplied default passwords are changed prior to
the system being placed in a production environment.

HIPAA: 164.308(a)(5)(D), ISO: 12.4.1, PCI: 2.1

g. Application Development Management must ensure that system default settings are reviewed prior to installation to
determine potential security holes. Settings that could potentially compromise security must be changed prior to the
system being placed into a production environment.

HIPAA: 164.308(a)(1), ISO: 12.4.1, PCI: 2.1

City of Chicago Internal
5.0 Application Development





5.3.2 Protection of Live Data in Test Environments

All data classified as private or higher used in any non-production environment must be altered or obfuscated.

a. Any unaltered production data used for test purposes in nonproduction environments must be approved by
Information Owners and the Information Security Office. In the case where production data contains private data
elements, the Department of Law must also provide written approval to use or copy production data for test purposes.

HIPAA: 164.310(a)(1)(iii), 1SO: 12.4.2
b. Production data consisting of payment card data must not be used for testing or development.
PCl: 6.3.4

c. Application developers must ensure that test data, test accounts, custom application accounts, user IDs and/or
passwords are removed before a system is implemented into production.

PCI: 6.3.5,6.3.6

d. Where production data is copied to a test system, Application Development Management must ensure that the data is
subject to a similar level of control as the production version including all legal, regulatory, or security requirements.
The controls must include:

e Similar authorization methods and procedures for access to the data or test systems
o Defined plan for deletion of data after testing has been completed

e Audit log of activity and personnel accessing system and data

e Similar access controls to production to ensure confidentiality of data is maintained
HIPAA: 164.308(a)(4)(B), 1ISO: 12.4.2
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6. Data and Asset Management

A risk-based information data and asset classification scheme must be established in order to ensure that data is handled
and managed appropriately. Data and computer assets must be classified in a manner that indicates the need, priorities,
and expected degree of protection appropriate to the nature of the data and the potential impact of misuse.

This policy reviews the following areas:
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6.1 Responsibility for Assets

All computer and information assets must be accounted for and have an assigned owner. Acceptable use of City assets
must be understood by all employees and contingent staff.

6.1.1 Acceptable Use of Assets

The acceptable use of resources, information and assets must be documented and understood by all staff. Use of these
resources is intended for business purposes in accordance with individual job function and responsibilities. Personal use
which is limited and in accordance with the City's Ethics Ordinance, Personnel Rules and other Applicable Use policies is
permitted. The limited personal use of information technology resources is not permissible if it creates a non-negligible
expense to the City, consumes excessive time, or violates departmental policy. The privilege of limited personal use may
be revoked or limited at any time by the City or department officials.

a.  Thelnformation Security Office is responsible for defining acceptable use of resources, information and assets
including appropriate labeling and handling procedures. Inthe absence of specific guidance, Information Owners
and Department Management are primarily responsible to develop recommendations and minimum standards.
HIPAA: 164.310(d)(1)(iii), 1SO: 7.1.3, PCI: 12.3, 12.3.5

b.  An up-to-date list of all technologies as approved/coordinated by Technical Operations and Enterprise Network
Architecture must be maintained and readily available.
PCIl: 12.3.7

6.1.2 Inventory of Assets

An inventory of all information assets, including systems, software, and service providers, must be kept current at all times.

a.  Technical Operations and Enterprise Network Architecture must compile and maintain a data repository catalog
on all third party software-related assets (e.g., application software, development tools and all third party
purchased software). This catalog must be reviewed and updated annually. The catalog should contain
descriptive asset information (e.g., vendor, logical locations/associated applications or systems, physical location
(if applicable), owner/responsible party, information custodial responsibilities, information classification and
criticality level). Business leaders are required to assist in maintaining this catalog and should communicate any
changes or additions.

HIPAA: 164.310(d)(1)(iii) ISO: 7.1.1

b.  Technical Operations and Enterprise Network Architecture must compile and maintain a data repository catalog of
all physical assets owned by the City. This catalog must be reviewed and updated annually. The catalog must
contain descriptive asset information. Business unit managers are required to assist Technical Operations and
Enterprise Network Architecture in maintaining this catalog and should communicate any changes or additions in
a timely manner.

HIPAA: 164.310(d)(1)(iii), ISO: 7.1.1, PCI 12.3.3
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6.1.3 Ownership of Assets

Unless specifically identified and approved by the Legal Department, all information possessed or used by a particular
department and all information stored and processed over the City’s technology and information systems are the property of
the City and must have a designated Information Owner. Users of the system have no expectation of privacy associated with
the information they store in or send through these systems, within the limits of the federal, state and local laws of the United
States and, where applicable, foreign laws.

a.  All physical computing assets must have an assigned Asset Owner.

b.  All production information possessed or used by a particular organization or business unit within the organization
must have a designated Information Owner. Ownership and custodianship of assets must be documented.
HIPAA: 164.310(d)(1)(iii), 1SO: 7.1.2
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6.2 Information Classification

Information classification is based on the level of sensitivity of the data and the potential impact of inappropriate handling
should the confidentiality, integrity or availability of the information or data compromised. A classification scheme, which
establishes the baseline security controls for safeguarding information, must be used to ensure appropriate security
protections are placed around information during handling.

6.2.1 Information Classification Guidelines

An information classification scheme must be used throughout the organization to protect City of Chicago's assets.
a.  The Information Security Office is responsible for defining the Information Data Classification scheme.

b. Information Technology Operations and Enterprise Network Architecture is responsible for management oversight
of all IT assets and must define procedures for proper data identification and handling.
HIPAA: 164.308(a)(7)(E), ISO: 7.2.1, PCI: 9.7.1

c. Information Owners or an assigned Information Custodian is responsible for defining the classification of an
information asset.
ISO:7.2.1

d. It is the Information Owner or delegated Information Custodian's responsibility to monitor information assets and

continuously review the information's classification. The Information Owner or delegated Information Custodian
must sponsor a formal declassification effort before information can be downgraded to a lower classification,
based upon the definitions of the classification.

1SO:7.2.1

e. Employees, contractors, and vendors must protect all of the City's information in any format (e.qg., hard copy, disk,
tape, flash drive) at the level commensurate with its value as determined by its information classification. These
standards mitigate the risk that information of different classification levels be inadvertently combined and
released. Correctly classified information with proper controls can be instituted to manage the dissemination of
information throughout the City’s environment.

HIPAA: 164.310(d)(1), ISO: 7.2.1
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6.2.2

Information Classification Scheme

The City has a four-tier classification system consisting of “Public,” “Internal”, “Sensitive” and “Confidential” levels of
classification. The Public, Confidential, and Internal classifications are driven by regulatory and business considerations.

a. Public Information is defined as information that is intended for unrestricted public disclosure and is not exempt
from disclosure under the lllinois Freedom of Information Act (FOIA).

Examples include open datasets, announcements, press releases and marketing materials, and employment
advertisements.

b. Internal Information is defined as information that is related to the day to day operations of City departments and
services. Allinternal data is subject to the lllinois Freedom of Information Act (FOIA) and if disclosed would have
minimal to no impact on confidentiality, integrity, availability.

Examples include most business documents, minutes of meetings, emails and data related to how City services
are developed and delivered.

c. Sensitive information is defined as information that in isolation may not present any specific risk to the
confidentiality, integrity or availability of City operations, resources or constituents but if combined with other data
could represent inappropriate risk. Sensitive information can be exempt from the lllinois Freedom of Information
Act (FOIA). FOIA exempt information must be approved the Legal Department.

Examples include network diagrams, internet protocol (IP) addresses of computer assets, design documents, user
manuals, procedure documents,

d. Confidential information is defined as information that if lost, disclosed, or inappropriately modified could cause
significant impact to the confidentiality, integrity, availability of City operations, resources or constituents. Prior to
designation, the “Confidential” classification must be approved by the Legal Department or Information Security
Office. Confidential information is exempt from disclosure under the Freedom of Information Act (FOIA).
Examples include information related to the City’s Information Security controls, means and methods all
passwords and data defined as Card Holder Data (CHD-PCIDSS), Personal Health Information (PHI-HIPAA/) and
Personally Identifiable Information (PII).
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6.2.3 Information Labeling and Handling

All media must be labeled with its information classification to ensure the proper security controls are placed around the
media while handling.
a. Information Owners are responsible for ensuring that all removable media containing non-public data is labeled
with its information classification, owner, contact information and purpose.
HIPAA: 164.310(d)(1), ISO: 7.2.2, PCI: 12.3.4

b. Information Technology Operations and Enterprise Network Architecture Management is responsible for ensuring
that efforts are made to separate confidential information from other information with specific security or control
requirements.

ISO:7.2.2

c. All employees are responsible for ensuring that any electronic information deleted from computer systems and
discarded hard copy documents are destroyed in a manner to protect disclosure of the information to external
parties commensurate with the information's business value or confidentiality.

HIPAA: 164.310(d)(1)(i), ISO: 7.2.2

d. Information Owners or designated Information Custodians are responsible for ensuring that all information with
high criticality, business value, confidentiality, integrity or availability control requirements is secured in one of the
following ways:

I1SO: 7.2.2

¢ hard copy information must be kept in an access-controlled room which is secured when unoccupied or within
locked file cabinets with limited access if a secured room is not available; and

e Private and Secret electronic information must be encrypted using an Information Security Office-approved
method when stored on any media (e.g., hard drive, tape, compact disc, flash drive).

HIPAA: 164.310(a)(1), ISO: 7.2.2

e.  Technical Operations and Enterprise Network Architecture Management or Information Custodians are
responsible for ensuring that removable media containing Confidential and Sensitive data are stored in a locked
container or room designated for the storage of such information (e.g., computer hard drives). As an alternative to
physically securing the media, this information may be protected by approved encryption.

HIPAA: 164.310(a)(1), ISO:7.2.2
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7. Access Control

All City of Chicago (City employees must be positively authenticated and authorized prior to gaining access to assets.
Access controls must be in place to ensure that information access is provided on a minimum necessary, as needed basis.
Appropriate access controls must be implemented commensurate to the sensitivity and risks assumed by the storage of
data.

This policy reviews the following policy areas:
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7.1 Business Requirements for Access Control

Proper access controls must be placed around all City computer assets and limited to only those persons whose jobs require
such access. Asset access must be properly documented and granted only when required. Access to Confidential and
Internal data must be made through a formal request process.

7.1.1 Access Control Policy

Access to information to all City of Chicago system components must be documented and restricted.

a.

Technical Operations and Enterprise Network Architecture is responsible for ensuring that physical and logical access
controls are established, and that access controls are driven by the business and the Information Security Office.
HIPAA: 164.308(a)(1), ISO: 11.1.1, PCI: 7.2.1, 12.5.4

Technical Operations and Enterprise Network Architecture is responsible for ensuring that access rights granted and
revoked from systems are approved using an authorization form signed by Application Owners. Access rights granted
to systems must be limited to the minimum access rights necessary for the user to fulfill their responsibilities as
determined by their role. IT Operations must document user access authorization and approval for requested
privileges via a service ticket or an access request form (ARF), which must be retained in accordance with
organization retention policies.

HIPAA: 164.308(a)(4)(B), 1SO: 11.1.1, PCI: 7.1, 7.1.3

Technical Operations and Enterprise Network Architecture must ensure that each user is authorized to use the
system for which access is granted, and that user IDs & passwords must be implemented in accordance within the
scope of the authorization.

PCIl: 8.5.1

For users with similar duties, groups or role-based access controls (RBAC) must be used to assign access to
individual accounts based on job descriptions, duties or function

HIPAA: 164.312(a)(1), 1SO: 11.1.1, PCI: 7.1.2,7.2.2

The Information Owner must work with Technical Operations and Enterprise Network Architecture to remove access
to information as soon as that access is no longer needed. It is the responsibility of both the Information Owner and
the employee's Manager to see that access privileges are aligned with the needs of the business, assigned on a
need-to-know basis, and the proper access lists of authorized users are communicated.

HIPAA: 164.308(a)(3)(C), ISO: 11.2.2

Technical Operations and Enterprise Network Architecture must ensure that all access to confidential data is
administered via an automated access control system.
PCl: 7.1.4

Technical Operations and Enterprise Network Architecture must ensure that all access to computer systems is
controlled by an authentication method involving a minimum of a username and password combination. The
username and password combination must provide verification of the user’s identity. Based on risk, two-factor
authentication should be implemented.

HIPAA: 164.312(d), ISO: 11.2.3, PCI: 12.3.2,8.1, 8.2

Technical Operations and Enterprise Network Architecture must ensure that an access control mechanism is
established for system components with multiple users that restricts access based on a user’s need to know, and
should be set by default to “deny all” unless specifically allowed.

HIPAA: 164.312(a)(1), ISO: 11.1.1, PCI: 7.2.3
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i. Technical Operations and Enterprise Network Architecture must ensure that there is a default “deny-all” setting on all
technical platforms. Administration accounts or accounts that can override system or application controls must be
based upon job function and necessity. These privileges must only be allocated on a need-to-have basis.

HIPAA: 164.308(a)(4)(C), I1SO: 11.2.2, PCI: 7.1.1

j.  User accounts that have not been used for 90 days may be disabled without warning. After 180 days of inactivity,
these accounts may be deleted without warning.

k. Departments must use the access request process to immediately notify the Department of Innovation and
Technology of a change in employment status (such as when a User takes a leave of absence, transfers departments,
or is terminated). The account of a User on a leave of absence can be retained, suspended, or deleted at the
discretion of the User’s department.
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7.2 User Responsibilities

All City employees must maintain a clear working environment to avoid theft of information or information systems.

7.2.1 Clear Desk and Clear Screen Policy

Special controls for office equipment must be in place (e.g., password-protected screensavers, cable-locks on all portable
desktop equipment).

a. Users must ensure that private hardcopy information is kept in a secure, locked location.
ISO: 11.3.3

b. Users must ensure that all incoming and outgoing mail points, facsimile machines and photocopiers are protected
against unauthorized use or interception.
ISO: 11.3.3

c. Users must ensure that passwords are not written down or stored on information systems in an unprotected form.
Users must not hard code any username/passwords in scripts or clear text files such as system shell scripts, batch
jobs or word processing documents.

HIPAA: 164.308(a)(5)(D), ISO: 11.2.3

7.2.2 Unattended User Equipment
Users must log off of information systems manually or automatically when no longer using the systems.
a. Users must log-off all information processing systems when they are finished using them. This includes:
e Point of Sale Systems (via pin, token, card swipe, etc.)
* servers;
e corporate laptops; and
e networking devices.

HIPAA:164.310(b), 1SO:11.3.2

7.2.3 Password Use

a. All e-mail, network, domain accounts must be password protected. All new accounts will be created with a temporary
password. The temporary password must be changed upon first use.

b. Mobile devices must be password protected; this includes but is not limited to personal digital assistants (PDA), smart
phones, laptops, tablets, handhelds (e.g. Blackberries, smartphones, etc. ) and off-site desktops.

c. Passwords used on the City’s systems and on non-City systems that are authorized for use must have the following
characteristics unless otherwise approved by the Department of Innovation and Technology:

i. Passwords must be a minimum of 8 characters in length;
ii. Passwords must contain both alphabetic and numeric characters;
iii. Passwords must not be the same as the username;

iv. Passwords must not contain proper names or words taken from a dictionary;
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v. Passwords must be changed at minimum every 90 days;

vi. Passwords used for production systems must not be the same as those used for corresponding non-production
system such as the password used during training

vii. Passwords must be unique for each system, site and/or environment.
d. Passwords must not be disclosed to anyone.
e. Group passwords and/or shared passwords are explicitly prohibited.

f.  All passwords are to be treated as Confidential Information.
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7.3 User Identification

All City system users, including third party users, must have a unique identification number and be registered on the systems
they use to conduct business. Additionally, default accounts must be removed from systems to avoid potentially unwanted
access.

7.3.1 User Registration

Users must follow registration procedures (e.g., obtain a user id, change the default password, etc.) prior to accessing a new
system.

a. Technical Operations and Enterprise Network Architecture must ensure that user registration, modification, and
de-registration procedures are implemented for user access rights on all information systems. These procedures
must be documented and include:

e proper authorization from Information Owners to gain access to systems or information resources;
e sign-off and verification that access granted is the same as the access requested;

e aprocess for verifying that the access granted to users is appropriate for the business purpose;

e areconciliation process for verifying which users are valid users;

e aprocess for ensuring that redundant user IDs are identified and corrected;

e aprocess for immediately removing system access following user role changes or users leaving the
organization;

e maintaining a record of all persons provisioned for the service and a history of user registration activities
based on organizational retention requirements.
ISO: 11.2.1, PCI: 8.5.1

b. Technical Operations and Enterprise Network Architecture must ensure the initial passwords are unique. All initial
passwords must meet City password composition standards. The user must be forced to change their password
upon initial logon, and user credentials should never be provided via insecure communication methods (e.g. email,
instant messaging, etc.)

HIPAA: 164.308(a)(5)(D), 1SO: 11.2.1, 11.2.3

c. When new voicemail accounts are created, initial passwords must contain a minimum of five (5) unique numbers.
ISO: 11.2.1

7.3.2 User Identification

Users must provide unique user identification prior to gaining access to City of Chicago information assets.

a. Technical Operations and Enterprise Network Architecture must ensure that all City employees have their own
unique username for access to City network and systems. Individual or group sharing of usernames and
passwords is strictly prohibited.

PCI: 8.1, 8.5.8

b. Technical Operations and Enterprise Network Architecture must ensure that legacy group user IDs may only be
used if there is a clear business case and are approved by both the Information Owners and the Information
Security Office. The Information Owners must be aware of all the risks associated with using group IDs such as the
loss of individual accountability.

HIPAA: 164.312(a)(1)(), ISO: 11.5.2
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c. Technical Operations and Enterprise Network Architecture must ensure the users are limited to only one user
account for each individual information system for non-administrative purposes. Any deviations from this, including
application or special use accounts, must be approved by the Information Security Office.

HIPAA: 164.312(d), ISO: 11.2.3

d. Technical Operations and Enterprise Network Architecture must ensure that all users that have access to privileged
accounts have their own personal accounts for normal business use. Normal user accounts must be used to access
accounts that cannot be tracked, such as shared super user or privileged accounts. Shared super user or privileged
accounts must never be logged into directly if their usage cannot be tracked.

HIPAA: 164.312(a)(1)(), ISO: 11.5.2

7.3.3 Default Accounts
Default, system, and non-user accounts must be safeguarded to prevent unauthorized access to City information assets.

a. Technical Operations and Enterprise Network Architecture must ensure the default vendor passwords are changed
immediately following installation.
HIPAA: 164.312(d) ISO: 11.2.3 PCI: 2.1.1

7.3.4 Third Party Account

Additional security measures must be implemented to monitor the use of contractor or vendor accounts and ensure the
ongoing security of City information assets.

a. Technical Operations and Enterprise Network Architecture must ensure that any accounts used by contractors or
vendors are only activated during the time period needed to complete the current maintenance task.
PCI: 8.5.6
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7.4 Authentication

Authentication to all City information systems must be governed by strong password composition guidelines in addition to
strong session.

7.4.1 Password Standards

Password standards for construction and sharing must be properly documented and enforced.

a. Security awareness training must communicate password procedures and policies to all City of Chicago employees.
PCIl: 8.5.7
b. Technical Operations and Enterprise Network Architecture and Application Development must ensure that specific
procedures are implemented to verify a user’s identity prior to conducting a password reset. Where a user requests a
password reset by phone, email, web, or other non-face-to-face method, appropriate user verification practices will be
employed before the password is reset.
PCI: 8.5.2
c. Technical Operations and Enterprise Network Architecture must ensure that computers, databases, and applications
that store user account and password information restrict access only to authorized operations personnel and that all
password information is rendered unreadable during transmission and storage on all system components using
strong cryptography based on approved standards.
HIPAA: 164.308(a)(5)(D), ISO: 11.5.3, PCI: 8.4
d. Technical Operations and Enterprise Network Architecture is responsible for ensuring that any interactive password
system used employs the following:
e requiring users to be uniquely identified by means of a user ID and password combination;
e allowing users to create and change their own passwords;
e requiring passwords to be confirmed by the user;
e requiring passwords to meet quality and complexity requirements;
e enforcing password changes at regular intervals;
e forcing users to change initial passwords assigned to new accounts at first log-on;
e maintaining a history of previously used passwords for each individual and preventing their re-use;
e concealing passwords as they are entered into systems;
e storing passwords in separate locations from operational information and data; and
e storing and transmitting passwords in a secure fashion.
e User names and passwords must be transmitted in separate channels.
HIPAA: 164.308(a)(5)(D), 1ISO: 11.5.3
e. Technical Operations and Enterprise Network Architecture must ensure that users create passwords that are a
minimum of eight (8) characters in length and also comprised of letters, numbers, and special characters to the extent
possible.
HIPAA: 164.308(a)(5)(D), 1SO: 11.3.1, PCI: 8.5.10
f. Technical Operations and Enterprise Network Architecture must ensure that systems are configured to automatically
lock out a username after 6 invalid login attempts. Lockout duration must be set to 30 minutes, or until an
administrator manually unlocks the account.
PCI: 8.5.13, 8.5.14
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g. Technical Operations and Enterprise Network Architecture must ensure that information systems use password
history techniques to maintain a password history of users. The history file must contain the last 4 passwords of users
and store them in an encrypted form. Users must not be allowed to use a password contained within specific user's
password history.

HIPAA: 164.308(a)(5)(D), ISO: 11.2.3, PCI: 8.5.12

h. Users must be forced to change passwords every ninety (90) days. Technical Operations and Enterprise Network
Architecture must enforce this through technical means by enabling password aging controls on systems. HIPAA:
164.308(a)(5)(D), ISO: 11.2.3, PCI: 8.5.9

7.4.2 Inactive Accounts

The City must implement specific procedures to ensure that inactive accounts are deleted or removed in a timely manner.
Accounts that meet the criteria noted below may be disabled or deleted without warning.

a. Technical Operations and Enterprise Network Architecture must ensure that user accounts that have not been
accessed for 90 days are automatically disabled.

HIPAA: 164.308(a)(8), ISO: 11.2.3, PCI: 8.5.5

b. Technical Operations and Enterprise Network Architecture must ensure that after 180 days of inactivity, accounts are
deleted.

7.4.3 Session Restrictions
Computer sessions that are not being actively used will be automatically terminated or locked.

a. Technical Operations and Enterprise Network Architecture must ensure that systems terminate user sessions or
require the user to reenter their password after 15 minutes of inactivity has been reached.
HIPAA: 164.312(a)(1)(iii), ISO: 11.5.5, PCI: 12.3.8, 8.5.15

7.4.4 Network Access Control
Network access controls must be implemented to ensure only authorized devices are allowed to access the City's network.

a. Technical Operations and Enterprise Network Architecture must implement network access control technologies to
limit access to the City of Chicago Network to only authorized, City-owned systems.
PCI: 9.1.2

7.4.5 Secure System Login

Controls must be in place to ensure the security of user credentials and the identity of the organization are safeguarded
throughout the login process.

a. Prior to a successful login, Technical Operations and Enterprise Network Architecture must ensure that remote
service banners (e.g. SSH, FTP, VNP) do not identify the City, any specific physical location or hostname.
ISO: 11.5.1

b. Technical Operations and Enterprise Network Architecture must ensure the log-on banners for the City's information
processing devices and systems inform the user that:

e the system is to be used only by authorized users;

e by continuing to use the system, the user represents that he or she is an authorized user; and
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e the use of this system constitutes consent to monitoring.
ISO: 11.5.1

c. Technical Operations and Enterprise Network Architecture must ensure that systems do not provide users with any
login information prior to successful login. The login process must not disclose which portion of login sequence (user
ID or password) was incorrect.

HIPAA: 164.308(a)(5)(D), 1SO: 11.5.1

d. Technical Operations and Enterprise Network Architecture must ensure that systems providing authentication
services do not transmit passwords in clear text. Passwords must not be visibly displayed on the system when being
entered into the system.

HIPAA: 164.308(a)(5)(D), ISO: 11.5.1, PCI: 2.3
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7.5 Authorization

All authorized users must be authenticated before granting access to any City system. Information systems must be
reviewed regularly in order to ensure proper authorization for access.

7.5.1 Review of User Access Rights

Information Owners are responsible for reviewing system privileges on a periodic basis and must promptly revoke or amend

privileges no longer required by users.

a.

Technical Operations and Enterprise Network Architecture and Information Owners must ensure that privileges
assigned to employees transferring or changing job responsibilities are reviewed and re-allocated as determined by
their new role.

HIPAA: 164.308(a)(3)(C), ISO: 11.2.4

Technical Operations and Enterprise Network Architecture and Information Owners must ensure that all special or
privileged access to systems (such as administrative or supervisor accounts) are reviewed quarterly. Any changes
made to privileged accounts must be logged and periodically reviewed.

HIPAA: 164.308(a)(4)(C), ISO: 11.2.4

Information Owners are responsible for reviewing system privileges on a periodic basis and must promptly revoke or
amend privileges no longer required by users. Reviews must be performed twice yearly. It is the responsibility of the
Information Security Office to ensure that Information Owners are provided with the proper reports to review current
user access.

HIPAA: 164.308(a)(4)(C), I1SO: 11.2.4

7.5.2 Privileged Access

Additional safeguards must be implemented to protect accounts of elevated or privileged access. All authorized access
must be requested, approved and signed by the Information Owner. The documentation must be retained in compliance to
retention standards.

a. Technical Operations and Enterprise Network Architecture is required to ensure the utilities capable of overriding
system and application controls or used to perform low-level system maintenance must:
e be identified and have procedures in place for authorizing their use;
e make use of authentication processes before allowing user access;
e be segregated from application systems;
e berestricted to a very limited group of authorized users;
e have time restrictions and limitations attached to their use;
e have their authorization levels documented;
e be disabled or removed if they are deemed unnecessary;
e not be used by users who have segregation of duties responsibilities for the related systems or applications;
e be stored off-line if not required on a daily basis; and
¢ include logging facilities to record their use.
HIPAA: 164.312(a)(1), ISO: 11.5.4
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b. Prior to access being given, Information Security Office is responsible for ensuring that the authorization is obtained
from Information Owners.

HIPAA: 164.308(a)(4)(B), 1SO: 11.2.2

City of Chicago Internal
7.0 Access Control
12





7.6 Remote Access

Proper security controls must be placed around all devices providing remote access capabilities to adequately restrict
access to City's network and infrastructure.

Technical Operations and Enterprise Network Architecture must additionally ensure that all remote access into the City
network use two-factor authentication.
HIPAA: 164.312(d), ISO: 11.5.2, PCI: 8.3

7.6.1 Mobile Computing and Remote Access

a. All mobile devices and removable media that contain sensitive or confidential information must have full disk
encryption enabled per the encryption standards laid out in the Communications policy.

b. Personal media devices (for example, MP3 players such as iPods) must not be used as peripheral devices on
City-issued workstations.

c. Remote access is provided by the City as an information conduit to assist in the accomplishment of municipal duties
and goals. Any other use is strictly prohibited. Requests for remote access must have a valid business reason and
be approved by DolT.

d. Allremote access connections must be through a secure, centrally administered point of entry approved by the City.
Authorized remote access connections must be properly configured and secured according to City-approved
standards including the City’s password policy. All remote desktop protocol implementations must be authorized
by DolT. Remote access through unapproved entry points will be terminated when discovered.

e. Non-City owned computer equipment used for remote access must be approved and must also comply with the
City’'s standards. The City will not be responsible for maintenance, repair, upgrades or other support of non-City
owned computer equipment used to access the City’s network and computer resources through remote access
services.

f.  Employees or contractors who utilize workstations that are shared with individuals who have not signed a
Confidentiality Agreement with the City must ensure that the City's data is removed or deleted after each use in
accordance with the policies and standards for disposing confidential information from equipment.

City of Chicago Internal
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7.7 Revision History

Date Version Description Author
01/15/2013 0.5 Initial Draft ISO
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8. Network Security

Network infrastructure must be configured securely in order to protect City of Chicago (City) information assets and maintain
network integrity and availability. All employees and contractors must ensure that specific processes are followed to ensure
that internal networks are not accessible to unauthorized external parties.

This policy reviews the following areas:
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8.1 Network Administration/Security Management

Standards for properly securing network devices must be documented; and, all network devices within the City environment
must be secured in accordance with these standards.

8.1.1 Device Configuration

Firewall and router configuration standards must be in place to ensure consistency in configuration and ensure security of
the City network.

a. Technical Operations and Enterprise Network Architecture management must implement IP masquerading by using
Network Address Translation (NAT) technologies such as Port Address Translation (PAT) to prevent internal network
addresses from being translated and revealed on the Internet.

PCI: 1.3.8

b. Technical Operations and Enterprise Network Architecture must ensure that external firewalls employ stateful
inspection or dynamic packet filtering to allow only established connections into the City network.

PCI: 1.3.6

c. Technical Operations and Enterprise Network Architecture management must ensure that routers are governed by a
router technical configuration standard, and that security hardening of the routers is a component of the standard.

PCI: 1.2.2

d. Technical Operations and Enterprise Network Architecture management must ensure that a common router
configuration file is synchronized across all routers and that routers are not managed in a one-off fashion.

PCI: 1.2.2

8.1.2 Network Documentation

Network configuration and topology must be adequately documented.

a. Technical Operations and Enterprise Network Architecture management must maintain appropriate network
documentation, including a high-level network diagram specifically noting inbound and outbound network connections
into areas containing private data, including wireless network components.

PCI: 1.1.2

b. Application Owners are responsible for maintaining network documentation specific to the confidential and sensitive
data environment, including transaction level detail highlighting the points at which confidential and sensitive data is
transferred throughout the City of Chicago network and to external organizations. This documentation must be kept
current to reflect any changes to network infrastructure or business processes associated with the confidential and
sensitive data environment.

PCI: 1.1.2
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8.2 Networks

All internal networks and connections into and out of the internal network, including the DMZ, must be documented and
managed.

8.2.1 Connection Approval

All devices connected to and any connections, inbound or outbound, must be properly documented by Technical Operations
and Enterprise Network Architecture management and approved by the Information Security Office.

a. Technical Operations and Enterprise Network Architecture management must manage and implement a formal
process for approving new external connections, inbound or outbound, to the City internal network, specifically
requiring approval from the Information Security Office.

b. Technical Operations and Enterprise Network Architecture management must manage and implement a formal
process for testing and approving all changes to external firewalls and routers. This process must clearly define the
steps and requirements for adequate testing of the change and set forth a structure of approvals required to
implement various changes.

PCI:1.1.1

a. Only City managed and approved computer assets may be connected to the City network. Exceptions may only be
granted by Technical Operations and Enterprise Network Architecture or Information Security Office management.
Unapproved devices can be disconnected and confiscated without notification.

8.2.2 Demilitarized Zone

Demilitarized Zones (DMZ) and network segmentation must be used between networks and other untrusted networks.

a. Technical Operations and Enterprise Network Architecture management must ensure that a DMZ has been
implemented in order to limit traffic into the City network to only necessary protocols.

PCI: 1.3.1

b. Technical Operations and Enterprise Network Architecture management must ensure that the DMZ is configured
such that inbound Internet traffic is only allowed into the DMZ, and that no direct inbound or outbound traffic is allowed
between the Internet and the confidential and sensitive data network.

PCI: 1.3.2,1.3.3,1.35

c. Technical Operations and Enterprise Network Architecture must ensure that internal addresses cannot pass through
the Internet into the DMZ.

PCI: 1.3.4

d. Technical Operations and Enterprise Network Architecture management must ensure that any database containing
cardholder data is placed securely on the internal network, properly segmented from the DMZ.

PCI: 1.3.7
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8.3 Firewalls

All firewalls and their associated rules within the City of Chicago network must be documented, approved, and managed.
Firewalls must be installed and firewall configurations must be documented, approved, and maintained to protect
confidential and sensitive data.

8.3.1 Use of Firewalls

Firewalls must be deployed to restrict inbound and outbound connections to the City of Chicago corporate network. Firewall
configuration requirements must be in place that restrict connections between networks that are not managed by DolT and
any system components in the confidential and sensitive data environment

a. Technical Operations and Enterprise Network Architecture must ensure that firewalls are placed at each Internet
connection and between any DMZ and the internal network.

PCI: 1.1.3

b. Technical Operations and Enterprise Network Architecture management must ensure that personal firewalls are
implemented on all laptop or employee-owned computers with direct access to the Internet and the City network.

PCIl: 1.4

c. Technical Operations and Enterprise Network Architecture management must ensure that firewalls are installed and
configured to deny or control all traffic between any wireless networks and systems that store confidential and
sensitive data.

PCI: 1.2.3

8.3.2 Rule Management

Firewall rules must be implemented to prevent unauthorized access to the City of Chicago corporate network and must be
reviewed regularly for adequacy. Requirements must be in place to prohibit direct public access between the Internet and
any system component in the confidential and sensitive data environment

a. Technical Operations and Enterprise Network Architecture management must ensure that all traffic inbound and
outbound to the confidential and sensitive data environment is restricted to those connections required by the
confidential and sensitive environment. All other traffic must be specifically denied. Enterprise Network and
Architecture management must ensure that all restrictions are appropriately documented.

PCIl:1.2.1

b. Technical Operations and Enterprise Network Architecture management must ensure that the use of all services,
protocols, and allowed ports are documented with a specific business justification.

PCI: 1.1.5

c. The Information Security Office must ensure that a review of all firewalls and routers restricting access to the
confidential and sensitive data environment are reviewed every six months. This activity must include a review of the
specific ports/services/protocols allowed into the environment and proper documentation of the review.

PCI: 1.1.6
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8.4 Wireless Security

Proper security controls, such as authentication, logging, and encrypted transmission must be used for all wireless devices.
Additionally, processes must be in place to detect rogue access points, manage users, and monitor access point usage.

8.4.1 Approval & Rogue Access Point Detection

A periodic process must be in place to identify and remove rogue access points connected to the City of Chicago corporate
network.

a. The Information Security Office must approve the implementation of all wireless networks. Ad hoc wireless networks
are not permitted.

b. The Information Security Office must ensure that rogue access points are not deployed anywhere throughout the City
of Chicago network. As such, the Information Security Office must perform quarterly wireless scanning or deploy
appropriate tools to identify rogue wireless access points. All identified rogue access points must be investigated
and disabled.

PCI: 11.1

8.4.2 System Configuration

All new wireless access points must be configured securely and approved by management to avoid unwanted access to the
City of Chicago corporate network.

a. Technical Operations and Enterprise Network Architecture management must ensure that all wireless networks with
access to the City of Chicago internal network implement WPAZ2 to adequately authenticate wireless systems/users
and provide secure transmission of data.

PCI: 4.1.1,4.2

b. Technical Operations and Enterprise Network Architecture management must ensure that system default settings are
reviewed with the Information Security Office before installation to identify potential security holes. Settings that could
potentially comprise security must be changed before the wireless network is placed in a production environment.
Specifically, Enterprise Network and Architecture management must ensure that default SSID's are not used and
public SNMP community strings are changed.

PCl: 2.1.1

c. Technical Operations and Enterprise Network Architecture management must ensure that all-vendor supplied default
accounts (i.e., administrative and user) are changed prior to the system being placed in a production environment.

PCI: 2.1.1

d. Technical Operations and Enterprise Network Architecture management must ensure that proper procedures are
followed to ensure that wireless access point firmware is kept up-to-date. Updates to firmware must be performed by
Enterprise Network and Architecture management.

8.4.3 Physically Securing Access Points

All wireless access points must be set up in a secure, unobtrusive location to avoid tampering.

a. Wireless access points should be positioned away from windows to minimize coverage outside of office premises and
prevent ready access to the physical device (i.e., ceiling-mounted access points).

PCI: 9.1.3
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8.5 Reuvision History

Date Version Description Author
01/15/2013 0.5 Initial Draft ISO
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9. Communications Management

The way that City of Chicago (City) information is communicated must be clearly defined and managed. Employees and
contractors are responsible for safeguarding their communications, no matter the form, to adequately protect the assets of

City.

This policy reviews the following areas:
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9.1 Exchange of Information

Employees and contractors exchanging business information, regardless of the medium (e.g., paper, electronic, verbal,
etc.), must follow proper security procedures.

9.1.1 Information Exchange Policies and Procedures

Procedures must be developed that address the risks involved when exchanging information.

a. The Information Security Office must ensure that policies and procedures outlining the acceptable use of electronic
communication facilities are established that:

protect the exchange of information from interception, copying, modification, and destruction

protect sensitive information included as attachments through the use of cryptography

retain and dispose of business information in accordance with legislation and regulations

remind employees, contractors and business partners of their responsibility to use City systems responsibly

HIPAA: 164.308(b)(4), ISO: 10.8.1

b. All employees, contractors, and other business partners must ensure that any data or media waiting to be distributed
or produced is secured to a level consistent with its sensitivity. This includes:

Printer spools on systems

Printed materials awaiting distribution

Printed materials awaiting pickup for external delivery services
Media, such as backup tapes, awaiting pickup for off-site storage

9.1.2 Exchange Agreements

Business Associate agreements or Memoranda of Understanding must be formalized between the City and external parties
prior to sharing data and establishing network connections to external systems.

a. The Information Security Office must be consulted to make specific considerations prior to interconnecting business
information systems. Specific considerations must be based on the classification of data being shared, however,
may include the following:

Identify risks, threats, vulnerabilities, impacts and associated compensating controls and safeguards

Determine which sensitive information is to be excluded from the system if an appropriate level of protection
cannot be provided

Determine restriction requirements for individuals working on sensitive projects
Identify which users are employees, contractors and business partners

Determine the backup and retention requirements of the system

ISO:10.8.5

b. The Information Security Office, Department of Law, and the contracting business party must ensure that agreements
that include an exchange of private City information must include:

Management responsibilities and procedures for handling transmission, dispatch and receipt
Procedures to ensure traceability and non-repudiation
Packaging and transmission technical standards
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e Responsibilities and liabilities of the contracting party in the event of information security incidents
e Ownership definition ad responsibilities for protecting data, copyrights and licensing
e Special controls for protecting private information.

HIPAA: 164.308(b)(1), ISO: 10.8.2, PCI: 12.8.2

9.1.3 Paper-based Information Transfer

Paper-based transfer of information must be used on an as-needed basis only and must follow proper handling procedures.

a.

Any transfer of paper-based credit card holder data (CHD) or any other City sensitive or confidential data must be
logged as part of a management-approved business process

PCI: 9.7.2

Sensitive or confidential data must be sent to third parties approved by the respective Data Owners by way of
commercial courier, shipping service, or other delivery method that can provide delivery confirmation.

PCI: 9.7.2

Employees must ensure that any media sent via interoffice mail, courier, or other means are clearly labeled with the
appropriate recipient information.

HIPAA: 164.310(d)(1), ISO: 10.7.3

City information must only be generated in hard copy to the extent necessary to complete normal business
operations. Copies of information must be kept to a minimum to better facilitate control and distribution. Sensitive and
confidential information must be stored in locked drawers, cabinets, or rooms specifically designated for that purpose
and accessible only by authorized individuals.

HIPAA: 164.310(b), ISO: 10.7.3

All hard copy information must be disposed of properly by either shredding the information or leaving the information
in secured, designated shredder bins.

9.1.4 Verbal Information Transfer

Employees must take caution when exchanging information verbally to avoid unnecessary transfers.

a. Discussions of or including sensitive or confidential information must not take place in public areas. These areas
include but are not limited to elevators, hallways, public transportation, airplanes, etc.

b. Employees, contractors, and business partners must not leave messages containing sensitive or confidential
information on any type of telephone voice message or answering machine or forward voice messages to an external
destination.

ISO: 10.8.1
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9.1.5 Electronic Information Transfer

The electronic transfer of information must follow information classification guidelines to ensure the confidentiality and
integrity of the information is maintained.

a. Copying, moving, and storing of sensitive or confidential data unto local hard drives or removable electronic media is
prohibited without express permission from the Data Owner and Information Security Office.

PCI: 12.3.10

b. IT Operations Management must ensure that payment card account numbers are masked when displayed on screens
(the first six and last four digits are the maximum number of digits that may be displayed).

PCI: 3.3

c. Employees may not forward email received at or sent from their City mailboxes to personal email accounts, nor may
they use external mail aggregation services to manage their City email.
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9.1.6 Removable Media Information Transfer

Transfer of information via removable media must be used on an as-needed basis only and must follow proper handling
procedures.

a. Any transfer of removable media containing cardholder data or any other City sensitive or confidential data must be
logged and authorized by the Information Owner, be sent in tamper resistant packaging and via a secured courier or
other delivery method that can be tracked.

HIPAA: 164.310(d)(1), ISO: 10.8.3, PCI: 9.8
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9.2 Encryption

A key-based encryption solution must be used by the City to protect sensitive and confidential data from unauthorized
access while stored and in transit. Technical Operations and Enterprise Network Architecture must ensure that
cryptographic key management processes and procedures are fully documented and including the following:

a. Cryptographic keys must be strong keys.
b. Cryptographic keys must be stored securely.
c. Cryptographic keys must be changed no less than annually.

d. Cryptographic keys must be retired securely and Cryptographic keys must be replaced if there is a known or
suspected compromise. When a key is no longer needed, the original key and all of its copies must be destroyed in a
manner such that it cannot be recovered.

9.2.2 Usage of Encryption

Encryption technologies must be approved and used where applicable.

a. The Information Security Office is responsible for validating all encryption software/algorithms used by the City, and
maintaining/distributing an updated list of such technologies.

HIPAA: 164.308(a)(2), ISO: 12.3.1
b. The Information Security Office must perform an annual review of the approved encryption algorithms and protocols.
HIPAA: 164.308(a)(8), ISO: 12.3.1

c. Employees and contractors must not install any encryption software that has not been validated and approved by the
Information Security Office.

ISO:12.3.1

d. Application Development Management and Technical Operations and Enterprise Network Architecture Management
must ensure that only encryption software, algorithms and protocols approved by the Information Security Office are
used to encrypt data in enterprise systems.

ISO: 12.3.1

e. DolT Senior Management reserves the right to request any key or password for encrypted files stored on City
hardware. This includes passwords for files stored on local or network hard drives and portable media.

ISO: 12.3.1
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9.2.3 Key Management

Cryptographic keys used for encryption of sensitive or confidential data, including cardholder data, must be monitored and
protected against both disclosure and misuse.

a. Employees and Contractors must treat keys (passwords or private keys) for encrypted data with the same level of
confidentiality as passwords for systems or applications.

HIPAA: 164.308(a)(5)(D), 1SO: 12.3.1

b. Technical Operations and Enterprise Network Architecture must ensure that all hardware (either housing key
management applications or used for generation of encryption keys) is protected at the highest level of security
controls.

ISO: 12.3.2

c. Any contractual or third party agreements involving encryption or key management must be approved by the
Information Security Office and the Department of Law.

ISO: 12.3.2

d. Technical Operations and Enterprise Network Architecture and the Information Security Office are responsible for
jointly developing key management procedures as necessary for the organization. Procedures must be developed for
the following:

e Generation of keys

¢ Management of public key certificates
e Distribution of keys

e Storage of keys

e Revocation of keys

¢ Rotation of keys (at least annually)
o Key recovery

e Archiving keys

e Destroying keys

¢ Key escrow

ISO: 12.3.2, PCI: 3.6

e. Technical Operations and Enterprise Network Architecture is responsible for implementing monitoring and logging
processes for all key management activities.

ISO: 12.3.2

f. Technical Operations and Enterprise Network Architecture must ensure that access to cryptographic keys must be
restricted to the fewest number of custodians necessary; and, cryptographic keys should be stored securely in the
fewest possible locations and forms.

PCI: 35,3.5.1,35.2

g. Technical Operations and Enterprise Network Architecture must ensure that dual control of cryptographic keys is in
place and that all key management staff sign a form stating they understand and accept their key management
responsibilities.

PCI: 3.6.6, 3.6.8

h. The keys must be stored in an encrypted format and the key encrypting keys must be stored separately from the data
encrypting keys
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9.2.4 Datain Transit

All sensitive or confidential data in transit must be encrypted.

a. All employees and staff must ensure that data classified as sensitive or confidential is encrypted whenever sent over
any network.

HIPAA: 164.312(e)(1)(ii), 1SO: 12.3.1, PCI: 4.1

b. All non-console administrative access must use appropriate encryption techniques/protocols (e.g. SSH, VPN, or
SSL/TLS) to protect the confidentiality of City data.

PCI: 2.3

c. Technical Operations and Enterprise Network Architecture must ensure that strong cryptography and security
protocols such as SSL/TLS or IPSEC are used to safeguard sensitive cardholder data during transmission over open,
public networks.

PCl: 4.1

9.2.5 Data at Rest

Encryption must be used for sensitive and confidential data at rest throughout the City operating environment.

a. Technical Operations and Enterprise Network Architecture must ensure that payment card account numbers are
rendered, at minimum, unreadable anywhere they are stored (including on portable digital media, backup media, in
logs) by using any of the following approaches;

e One-way hashes based on strong cryptography

e Truncation

¢ Index tokens and securely stored pads

e Strong cryptography with associated key management processes and procedures

¢ Disk encryption (Where disk encryption is used, logical access to encrypted file systems should be
implemented via a mechanism that is separate from the native operating systems mechanism (e.g., not using
local user account databases)).

PCI: 3.4
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9.2.6

Symmetric Key Encryption

Keys used for symmetric key encryption, also called secret key encryption, must be protected as they are distributed to all
parties that will use them.

a.

b.

9.2.7

During distribution, the symmetric encryption keys must be encrypted using a stronger algorithm with a key of the
longest authorized key length.

If the keys are for the strongest algorithm, then the key must be split, each portion of the key encrypted with a
different key that is the longest key length authorized and the each encrypted portion is transmitted using different
transmission mechanisms. The goal is to provide more stringent protection to the key than the data that is encrypted
with that encryption key.

Symmetric encryption keys, when at rest, must be protected with security measures at least as stringent as the
measures used for distribution of that key.

Symmetric cryptosystem key lengths must be at least 256 bits. Asymmetric crypto-system keys must be of a length
that yields equivalent strength.

Key length requirements shall be reviewed annually as part of the yearly security review and upgraded as
technology allows.

AES 256 is the City of Chicago's recommended encryption algorithm.
PCI: 3.4

Asymmetric Key Encryption

Asymmetric cryptography, also called public key cryptography, uses public-private key pairs. The public key is passed to the
certificate authority to be included in the digital certificate issued to the end user. The digital certificate is available to
everyone once it issued. The private key should only be available to the end user to whom the corresponding

a.

All certificates used for SSL/TLS and for code signing must have a minimum key length of 2048 bits. All certificates
must be owned and managed by DolT.

PCI: 3.4

9.2.8 Proprietary Encryption Algorithms

The use of proprietary encryption algorithms is not allowed for any purpose, unless reviewed by qualified experts outside of
the vendor in question and approved by the Information Security Office.
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9.3 Reuvision History

Date Version Description Author
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10. Operations

Information systems must be adequately configured, operated, and maintained in order to ensure their confidentiality,
integrity, and availability. Risk assessments assessing the risks associated with confidentiality, integrity, and availability
must be conducted on a regular basis to ensure that appropriate mitigating controls are in place to adequately protect the
City of Chicago information systems and assets. In addition, monitoring capabilities and technical vulnerability analysis
processes must be deployed and managed providing the capability of proactively detecting information risks or incidents
related to the confidentiality, integrity, or availability of the City of Chicago information systems and assets.

This policy reviews the following areas:
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10.1 Operational Procedures and Responsibilities

The development, testing and updating of software must be properly managed to ensure availability, confidentiality
and integrity computer systems.

10.1.1 Documented Operating Procedures

All operating procedures must be documented for system and processes in the technical environment.

a.

Documented operating procedures must be established and available to employees who require access for
the following processes:

e« Change, Patch, Incident and Problem Management
e User administration
e Backup
¢ Equipment maintenance
¢ Data Center Operations
HIPAA: 164.316(b)(1)(), 1ISO: 10.1.1, PCI: 12.2

All System Owners must ensure that all system scheduling jobs and dependencies are documented. This
documentation must include job start times, latest job completion times, delay procedures and handling
procedures in case of failure or error.

HIPAA: 164.316(b)(1)(i), 1SO: 10.1.1

Technical Operations and Enterprise Network Architecture must ensure that all system restart and shutdown
procedures are documented. In case of system failures, restart and shutdown procedures, system validation
or verification procedures and emergency contact information must be available for operations personnel.

HIPAA: 164.316(b)(1)(), 1SO: 10.1.1

All System Owners must maintain contact information for relevant external parties responsible for information
systems.

HIPAA: 164.308(b)(4), ISO: 10.1.1

Changes to the formal operating procedures of the technical infrastructure must be approved by appropriate
City of Chicago technical management.

HIPAA: 164.316(b)(1)(iii), ISO: 10.1.1
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10.1.2 Change

All changes to computer assets must follow appropriate and approved change procedures. Change Control
procedures are designed to reduce the risk of changes in an IT environment by requiring proper documentation of
the change, sign-offs, testing and back out plans.

a. All System Owners must confirm that change controls around information processing systems, software and
procedures ensure that:

e Significant changes and impact are identified and documented

e Change plans are established and tested

e Potential impacts of changes are identified and assessed

e Formal approval for changes is obtained (management sign-off by appropriate parties)
e Change details are communicated to all relevant individuals

o Fallback procedures are established with specific instructions for aborting and recovering from
unsuccessful changes

e Documented back out procedures
ISO: 10.1.2

b. All System Owners must ensure that change requests are documented via an approved change request
method. The change request form must contain the following information:

e Minimum requirements

e The person making the change

e Impact to the customer

e« Time and date of change

e Priority

e The commands executed (if applicable)
e Business justification for the change

e Nature of defect (if applicable)

C. Additionally, the following must be determined and documented by appropriate technical personnel
o Estimated resource requirements necessary to complete the change
e Testing required
e Back-out procedures
e Systems impacted
e User contact information
HIPAA: 164.312(c)(1), 1ISO: 10.1.2, PCI: 6.4.1,6.4.3,6.4.4
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d. All System Owners must ensure that the roles and responsibilities for individuals and involved in the change
process are clearly defined. When defining various roles, properly segregate incompatible responsibilities.

ISO: 10.1.2

e. All changes must be approved by appropriate City of Chicago or the system owner. The requester’s manager
must approve the business justification of the request, while the technical area manager must determine if the
request is technically feasible. Information Owners must approve the request if it involves incorporating data
from a different application or has potential impact to any environment containing private data.

ISO: 10.1.2, PCI: 6.4.2

f. All System Owners must ensure that an audit trail of all changes is maintained via an approved change
method.

HIPAA: 164.308(a)(1), ISO: 10.1.2

g. Technical Operations and Enterprise Network Architecture must ensure that system and application software
is backed-up before system upgrades or maintenance.
ISO: 10.1.2
h. Security-related changes (e.qg., file permissions, identification and authentication, audit and discretionary

access control) impacting environments containing private data must be approved by Information Security
Office. Permanent fixes must be subjected to the normal change standards.

ISO:10.1.2

i. Only those persons authorized by Information Owners or System Owners are allowed to make emergency
changes to City of Chicago networks. These changes must be clearly and completely documented and
approved within 24 hours of resolution of the problem at which time a permanent course of action must be
determined.

HIPAA: 164.312(a)(1)(ii), 1SO: 10.1.2

j- All System Owners must ensure that all emergency requests are documented using the standard change
request forms. An automated audit trail of the emergency activity must also be generated which logs all
activity performed on the system including the user making the change, time and date, the commands
executed, the program and data files affected, etc. The person making the emergency change must also
provide a written description of the operations performed during the emergency to their manager for approval.

HIPAA: 164.312(c)(1), ISO: 10.1.2

K. Applications Development must ensure that production source code is not changed in response to an
emergency change. A controlled temporary version or a patch must be created and executed until the
production source can be changed following the change standards and the executable updated.

ISO: 10.1.2
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10.1.3 Patch

Appropriate patch procedures must be in place for all computer assets.
a. All computer assets will have all Operating System (OS) and relevant Application security patches applied
within the required timeframes as defined per the Patch Deployment Matrix below.
PCIl: 6.1

b. Assets containing PCI, PII or ePHI data will have an Asset Criticality rating of High and all other assets shall
be rated no lower than the highest rated data that either passes through or is contained within the asset as per
the Asset policy.

PCl: 6.1

C. When available, the Common Vulnerability Scoring System (CVSS) will be used to determine patch ratings.
Patches without a CVSS score will be aligned to the Patch Deployment Matrix by the Patch Team and
approved by the Information Security Office.

PCI: 6.2

ASSET CRITICALITY RATING

HIGH MODERATE

@ 8.0-10.0

(O]

ez 5.0-7.9

§ (“Important”) <21d <28d <28d

2 2.0-4.9

5 (“Moderate”) <28d <35d <45d
%) 0.0-1.9

5 (“ Informative”) not required | not required | not required

Patch Deployment Matrix

d. Deployment of all patches must follow established Change processes and be tested before deployment. This
includes but is not limited to the following tests when applicable;
e That functionality has not been impacted in an unacceptable manner
e That security issues are not introduced as part of the implementation
e |nput validation & proper error handling
e Secure cryptographic storage
e Secure communications and proper roll based access controls (RBAC)
PCIl: 6.4

e. All computer assets will be monitored for patch compliance. Assets rated “High” will be evaluated at least
monthly for patch compliance. Violations of compliance will be reported to the Information Security Office,
Technical Operations and Enterprise Network Architecture and System Owner.

PCI: 6.6
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10.1.4 Security of System Documentation

Controls must be in place to protect system documentation from unauthorized access.

a.

Non-Public system documentation must be controlled and protected against unauthorized access. Access to
the documentation must be kept to a minimum and only granted to individuals that require access to perform
their job functions. System documentation stored on or accessed using public networks must be appropriately
protected. The following types of system documentation must be stored securely:

e Data structures

e Authorization processes

e System and application documentation

e Operations and production logs
HIPAA: 164.316(b)(1)(ii), 1ISO:10.7.4

10.1.5 Management of Removable Computer Media

All removable media containing private data must be stored securely and documented appropriately during transit.

a.

Technical Operations and Enterprise Network Architecture must ensure that an authorization list for physical
access to magnetic tape, disk and documentation libraries is maintained. Only employees requiring access to
perform their job functions may be granted physical access to the media. The authorization list must be
reviewed periodically for appropriateness.

HIPAA: 164.310(a)(1)(iii), ISO: 10.7.3

Information Owners must ensure that all media containing confidential data including paper and digital media
are stored in a physically secured and environmentally controlled area. Any computer media leaving City of
Chicago facilities must be authorized by the Information Owner. Media containing confidential data should
be accounted for with an audit log. Media content that is no longer required must be erased prior to removal
from the site.

HIPAA: 164.310(d)(1)(iii), 1SO: 10.7.1, PCI: 9.6

Technical Operations and Enterprise Network Architecture must ensure strict control over media containing
confidential data. Specifically, media inventory logs of all confidential data must be maintained and an
inventory should be taken on a yearly basis.

PCI: 9.9.1

Removable media containing City of Chicago information (e.g., CD's, USB sticks, floppy disk, tapes,
removable hard drives, DVD's and printed media) must be registered with and approved by the Information
Owner.

HIPAA: 164.310(d)(1)(iii), 1SO: 10.7.1
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10.2 Risk Assessment & Risk Acceptance

Risk assessments must be performed periodically across all City of Chicago information systems environment to
determine, address, and mitigate security threats.

Risk Assessment must be performed upon initial acquisition on an information system in the event that the system is
owned/operated by the City, or prior to initial establishment of service agreements if the information system is
owned by a third party on behalf of the City.

10.2.1 Assessing Security Risks

Management must employ risk assessment and analysis techniques to ensure adequate controls are in place for all
areas of responsibility.

a. Risk assessments, under the direction or coordination of Internal Audit or Information Security Office, must be
performed annually.

HIPAA: 164.308(a)(8), ISO: 4.1, PCI: 12.1.2, 11.3

b. Internal Audit or Information Security Office is responsible for defining the risk assessment process. The risk
assessment process must allow for the systematic identification, prioritization and of information security
risks.

HIPAA: 164.308(a)(1)(B), ISO: 4.1
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10.3 System Planning and Acceptance

All information systems must be monitored to identify areas where additional capacity is necessary to continue to
support the business. Any additional systems necessary must follow an approved change process prior to
deployment.

10.3.1 System Acceptance

Technical Operations and Enterprise Network Architecture is responsible to ensure that acceptance criteria for new
systems, upgraded systems and new versions are clearly defined, agreed upon, documented and tested.

a. Acceptance criteria for new systems, upgraded systems and new versions must be clearly defined, agreed
upon, documented and tested. The following must be included in the acceptance criteria:

e  Security controls agreed upon
« Determination of impact to the overall security and technical architecture
e Computer performance and capacity requirements
e Business continuity
e Testing of operating procedures
e Training requirements for operational and user support
ISO: 10.3.2
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10.4 Electronic Commerce Services

All electronic commerce (e-commerce) initiatives must be approved to ensure that customer information collected is
properly secured and done so in a "least information necessary" manner.

10.4.1 Collection of Information and Privacy

City of Chicago must protect customer information and privacy by using appropriate levels of security for the type of
information collected and maintained.

a. All System Owners must ensure that the City of Chicago adopts information practices that treat customers’
personal information with care. All City of Chicago e-commerce sites must post and adhere to a privacy policy
based on fair information principles, adopt appropriate measures to provide adequate security, and respect
customers’ preferences regarding unsolicited e-mail.

ISO: 10.9.1

b. All System Owners must ensure that the e-commerce privacy policy is easy to find and understand. It must be
open, transparent, and meet generally accepted fair information principles. The privacy policy must include
details about the following:

e What personal information is collected, used and disclosed to other parties
e The choices the customer has with regard to the collection, use and disclosure of that information
e The access the customer has to that information
e The security measures taken to protect the information
« Enforcement mechanisms that are in place to remedy any violations of the policy
ISO: 10.9.1

C. All System Owners must ensure that the City of Chicago accurately describes proper business practices with
regard to the use of unsolicited e-mail to customers. The City of Chicago must post and adhere to a “Do Not
Email” policy. This policy must allow customers who do not wish to be contacted online to opt out of future
communications from the City of Chicago.

ISO:10.9.1

10.4.2 Security of Transactions

All online transactions must meet certain requirements in addition to local laws and regulations.

a. Information Security Office must ensure that the level of protection associated with online transactions
corresponds to the risk associated with the transaction and comply with all applicable laws and regulations.
The following requirements must be met for all online transactions:

e Controls are established to ensure the confidentiality and privacy of the transaction and parties
involved

¢ Communication paths are encrypted for all parties involved whenever private information is
transferred over open, public networks

¢ Transaction information is stored outside publicly accessible environments
ISO: 10.9.2, PCI: 4.1
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10.5 Media Disposal

Except as otherwise provided by law or court order, electronic information maintained in a department’s office will be
destroyed when the retention period expires, in compliance with the City’'s implementation of the State of Illinois
Local Records Act. Procedures for handling and disposing of media in any form (including paper, removable media,
and system hardware) must be properly documented and followed by all employees.

10.5.1 Disposal of Hardware and Removable Media

All hardware and removable media containing City of Chicago member information must be disposed of securely.

a.

Technical Operations and Enterprise Network Architecture must ensure that electronic information storage
devices (e.g., hard drives, tapes, USB sticks, removable hard disks, floppy disks, CD's and DVD's) are
disposed of in a manner commensurate with its information classification. All electronic storage devices must
be electronically wiped by a process such that data on the storage device cannot be recovered by individuals
and/or technology.

HIPAA: 164.310(d)(1)(i), ISO: 10.7.2, PCI: 9.10.2

Technical Operations and Enterprise Network Architecture must ensure external firms responsible for
disposing of any type of City of Chicago information are held to the standards of the third party contracts. This
includes confidentiality agreements and adequate security controls.

HIPAA: 164.310(d)(1)(i), ISO: 10.7.2

Information Owners must ensure that media containing sensitive or confidential data is destroyed when it is
no longer needed for business or legal reasons.

PCI: 9.10

Computer storage devices, including hardware and removable devices must be turned over to Technical
Operations and Enterprise Network Architecture for disposal. All electronic storage devices must be
electronically wiped or destroyed by a process such that the data on the storage device cannot be retrieved.

PCI: 9.10

All Information Owners must ensure that a log of all sensitive or confidential items disposed must be kept and
maintained.

ISO: 10.7.2, PCI: 9.10.2

10.5.2 Disposal of Paper

All paper containing City of Chicago sensitive or confidential information must be shredded and disposed of
securely.

a.

All employees must use proper destruction methods when disposing of information. Paper copies of
sensitive or confidential information must be shredded or incinerated. Users of the information are
responsible for disposing of it in secure disposal containers or using another proper destruction method.

ISO: 10.7.2, PCI: 9.10.1
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10.6 Monitoring

Logging must be enabled for all information systems. The logs must be time-synchronized and monitor system use
for all accounts including users, applications, administrators, root, etc.

Users should have no expectation of privacy in their use of Internet services provided by the City. The City reserves
the right to monitor for unauthorized activity the information sent, received, processed or stored on City-provided
network and computer resources, without the consent of the creator(s) or recipient(s). This includes use of the
Internet as well as the City’s e-mail and instant messaging systems.

10.6.1 Monitoring System Use

All City of Chicago systems must follow monitoring and logging requirements based on the risk associated with the

system.

a. Technical Operations and Enterprise Network Architecture must ensure that monitoring for unauthorized

system access capture the following details:

Failed or rejected actions performed by users

Failed or rejected attempts to access data or resources
Anti-malware software alerts

File integrity monitoring system alerts

Intrusion detection and prevention system alerts

HIPAA: 164.312(b), ISO: 10.10.2, PCI: 12.9.5

b. Technical Operations and Enterprise Network Architecture must ensure that monitoring for system alerts and

failures capture the following details:

Alerts or messages from consoles

Exceptions in system logs

Alarms generated by network devices or access control systems
Accessing of audit log information

HIPAA: 164.312(b), 1ISO: 10.10.2, PCI: 10.2.3

C. Technical Operations and Enterprise Network Architecture must use automated logging tools to monitor

events, specifically:

City of Chicago

All individual accesses to confidential data

All actions taken by any individual with root or administrative privileges
Access to all audit trails

Invalid logical access attempts

Use of identification and authentication mechanisms

Initialization of the audit logs

Creation and deletion of system-level objects

Internal

10.0 Operations Management
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PCI: 10.2

d. Information Security Office must ensure that intrusion detection systems and/or intrusion prevention systems
be used to monitor all traffic in the confidential data environment and to alert security personnel to suspected
compromises. These systems must be subject to the patch and update policies.

PCI: 11.4
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10.6.2 Audit Logging

All audit logs must be maintained as determined by business requirements.

a.

Technical Operations and Enterprise Network Architecture must ensure that procedures for managing
audit-trail and system log information are established.

HIPAA: 164.312(b), ISO: 10.1.1, PCI 12.5.5

Technical Operations and Enterprise Network Architecture must ensure that operations logs are reviewed
daily either through manual means or a log parsing tool for consistency and proper documentation. These
reviews must include systems performing security-related functions, including intrusion detection/prevention
systems and identity systems. All identified exceptions identified must be immediately raised to Information
Security Office. Operations logs must be archived and available for independent verification.

HIPAA: 164.308(a)(1)(D), ISO: 10.10.4, PCI: 10.2.2, 10.6

Technical Operations and Enterprise Network Architecture must ensure that intrusion detection systems or
intrusion prevention systems are deployed to monitor all traffic within the confidential data environment.
Such systems must be regularly updated.

PCI: 11.4

Technical Operations and Enterprise Network Architecture must ensure that all audit trail log files for systems
within the confidential data environment are stored for a minimum of 1 year, and that 3 months of data is
readily available.

ISO: 10.10.1, PCI: 10.7

Technical Operations and Enterprise Network Architecture must ensure that where audit trail events are
recorded, system entries include the following information:

e User identification

¢ Type of event

e Date and time

e Success or failure indication

e Origin of event

¢ ldentity or name of affected data, system component, or resource
PCI: 10.3

All System Owners must ensure that open errors or issues remain open until they are satisfactorily resolved.
Resolved events and errors must be reviewed to determine if they have been properly authorized and to
determine if security controls have been compromised.

HIPAA: 164.308(a)(1)(B), ISO: 10.10.5

All System Owners should log all reports of errors or problems with information processing or communication
systems. The log must include the following information, at a minimum:

« Name of person reporting event

e Date/time of event

e Description of error/problem

¢ Name of party responsible for problem resolution

City of Chicago Internal
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o Description of initial operations response
« Name of operations person entering event report
e Description of problem resolution
e Date/time of resolution
HIPAA: 164.308(a)(1)(D), ISO: 10.10.5

10.6.3 Protection of Log Information

All log files must be protected by security controls to prevent unauthorized manipulation.

Technical Operations and Enterprise Network Architecture must ensure that security controls are
implemented to protect against unauthorized log alteration or deletion.

HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.2

Technical Operations and Enterprise Network Architecture must ensure that the viewing of audit trails is
limited to those with a specific job-related need to view those files.

HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.1

Technical Operations and Enterprise Network Architecture must ensure that all audit trail log files, including
those from externally facing systems hosted in the DMZ are promptly backed up to a centralized log server
located within the internal City of Chicago network to prevent manipulation.

HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.3, 10.5.4

Technical Operations and Enterprise Network Architecture must employ capabilities to detect unauthorized
access or changes to log data to ensure that data cannot be changed without generating alerts. Monitoring
must take place on servers that perform security functions like intrusion detection system and authentication,
authorization, and accounting protocol servers.

HIPAA: 164.312(a)(1), 1SO: 10.10.3, PCI: 10.5.5

10.6.4 Clock Synchronization

All information processing devices must synchronize their time with an agreed time source. All server clocks must
be synchronized in a manner approved by the Department of Innovation and Technology in order to provide for
timely administration and accurate auditing of systems

Technical Operations and Enterprise Network Architecture must ensure that information processing devices
be set to an agreed standard and synchronized with an agreed, accurate time source. A procedure must be
established that verifies the accuracy of the system time and provide corrections as needed.

HIPAA: 164.312(c)(1), ISO: 10.10.6, PCI: 10.4
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10.7 Malicious Program Detection

Malicious program detection software must be installed and properly configured and updated on information
systems deemed to be of greater risk for viruses.

10.7.1 Detection Software and Product Configuration

All information systems within the technical environment must utilize anti-malware solution.

a.

Technical Operations and Enterprise Network Architecture must ensure that all systems utilize approved
anti-malware software.

PCI: 5.1

Technical Operations and Enterprise Network Architecture must define and implement an anti-malware
product configuration capable of detecting and removing known malicious software.

PCI:5.1.1

Technical Operations and Enterprise Network Architecture must ensure that all anti-malware mechanisms
are current, actively running, and capable of generating audit logs.

PCI: 5.2

Technical Operations and Enterprise Network Architecture must ensure that anti-malware software programs
are configured in a central location and deployed to end user computers from that location.

Information Security Office must ensure that users do not have access to modify the anti-malware product
configuration

10.7.2 Product and Definition Updates

All anti-malware software updates must be implemented within appropriate timeframes. It is the City’s policy to
conduct virus scanning of its technology resources to protect them from the threat of malicious code. The City will
intercept and/or quarantine any networking and computer resource that poses a virus threat to its information
assets.

a.

Information Security Office must ensure that anti-malware products are updated in a timely manner after the
vendor has released a new definition file.

PCI: 5.2
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10.8 Technical Vulnerability

Roles and responsibilities for managing and addressing technical vulnerabilities must be assigned throughout the
organization.

10.8.1 Roles and Responsibilities

Management must ensure proper documentation, testing and deployment of patch and vulnerability information.

City of Chicago Internal
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a. Information Security Office must establish processes to identify, evaluate, prioritize and resolve security
vulnerabilities.

PCI: 6.2

b. Information Security Office is responsible for identifying and distributing information on incidents, threats, and
vulnerabilities to internal parties related to software. It is the responsibility of Information Security Office to
maintain distribution lists of contacts for each technical platform to facilitate resolution of identified issues. All
operational groups should participate in maintenance of these distribution lists.

HIPAA: 164.308(a)(5)(A), ISO: 12.6.1

C. Information Security Office is responsible for maintaining the documentation of the analysis produced by the
technical vulnerability processes. Information Security Office is also responsible for escalating or
de-escalating vulnerability classifications and communicating changes, as appropriate.

ISO: 12.6.1

d. Technical Operations and Enterprise Network Architecture must ensure that the technical vulnerability
process is reviewed on an annual basis.

HIPAA: 164.308(a)(8), ISO: 12.6.1

e. Information Security Office and Technical Operations and Enterprise Network Architecture are responsible for
developing processes for asset, classification, and prioritization of systems in support of the technical
vulnerability processes. This includes a detailed asset inventory with appropriate documentation to facilitate
prioritization and implementation of vulnerability remediation activities.

HIPAA: 164.308(a)(7)(E), ISO: 12.6.1

f. Information Security Office must establish processes to identify, evaluate, prioritize and resolve security
vulnerabilities.
ISO: 6.2
g. Information Security Office is responsible for identifying and distributing information on incidents, threats, and

vulnerabilities to internal parties related to software. It is the responsibility of Information Security Office to
maintain distribution lists of contacts for each technical platform to facilitate resolution of identified issues. All
operational groups should participate in maintenance of these distribution lists.

HIPAA: 164.308(a)(5)(A), ISO: 12.6.1

h. Information Security Office is responsible for maintaining the documentation of the analysis produced by the
technical vulnerability processes. Information Security Office is also responsible for escalating or
de-escalating vulnerability classifications and communicating changes, as appropriate.

ISO: 12.6.1

i. Information Systems must ensure that the technical vulnerability process is reviewed on an annual basis.
HIPAA: 164.308(a)(8), ISO: 12.6.1

j- Information Security Office and Information Systems are responsible for developing processes for asset
management, classification, and prioritization of systems in support of the technical vulnerability processes.
This includes a detailed asset inventory with appropriate documentation to facilitate prioritization and
implementation of vulnerability remediation activities.
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10.8.2 Addressing Technical Vulnerabilities

All vulnerabilities must be properly classified and remediated according to the City of Chicago change process.

a. Information Security Office must ensure that publicly accessible systems are tested for vulnerabilities prior to
being made available.

HIPAA: 164.308(a)(1)(B), ISO: 10.9.3

b. Technical Operations and Enterprise Network Architecture must ensure that technical vulnerabilities,
including vendor supplied patches, are classified. The CVSS system is to be used to classify technical
vulnerabilities and their associated patches.

HIPAA: 164.308(a)(1)(B), 1SO:12.6.1, PCI 6.1

C. Technical Operations and Enterprise Network Architecture must ensure that vulnerability remediation efforts,
including patch implementations, are coordinated and processed according to the change standards. This
includes meeting all testing and documentation requirements.

HIPAA: 164.308(a)(1)(B), ISO: 12.6.1

d. Information Security Office must perform internal and external network vulnerability scans on a quarterly
basis and after any significant change in the network.
PCI: 11.2
e. Information Security Office must perform internal and external penetration testing on an annual basis and

after any significant infrastructure or application upgrade or modification. These penetration tests must
include network-layer penetration analysis, and application-layer penetration analysis (including associated
databases).

PCI: 11.3

f. Information Security Office must ensure that file integrity monitoring is employed within the confidential data
environment to alert personnel to unauthorized modification of critical system files, configuration files or
content files. Software solutions selected shall be configured to execute critical file comparisons at least
weekly.

PCI: 11.5
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10.9 Backup

Information backup processes must be documented and implemented.

10.9.1 Information Backup

Information backup schedules and procedures must be employed based on information criticality classification.
a. If backups are performed at the server or host level, the backup schedule of the most critical application on
the server must determine the backup frequency of the server.
HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

b. Information Owners or an assigned delegated Information Custodian must develop off-site backup rotation
and retention schedules in conjunction with the Legal Department for each application that they support. This
schedule must reflect the criticality of the information being backed up.

HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

C. Technical Operations and Enterprise Network Architecture must perform an annual review of the off-site tape
backup location to verify that the backup media is stored securely.

PCI: 9.5

d. Each System Owner must have documented backup and recovery procedures.
HIPAA: 164.308(a)(7)(A), 1ISO: 10.5.1

e. Users must backup critical files by transferring or duplicating files onto the local area network, which is backed
up on a scheduled basis. This includes all user data created on City of Chicago PC's (e.g., files created in
Microsoft Office).

HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

f. Technical Operations and Enterprise Network Architecture must ensure that backups of all critical
applications are sent off-site to a remote location on a schedule designed to meet the specific application
recoverability requirements. The remote location must have appropriate security controls in place, including
physical and environmental protection.

HIPAA: 164.308(a)(7)(A), ISO: 10.5.1, PCI: 9.5

g. Information stored on backups classified as Private or higher must be encrypted as defined in 9.2, Encryption.

HIPAA: 164.308(a)(7)(C), ISO: 10.5.1

h. The City will perform regular backups of User files stored on the City’s file servers and storage media that are
centrally managed by the Department of Innovation and Technology. This process will be coordinated in
conjunction with the City’s User departments based on their individual business needs.

i. The City will not back up multimedia files in formats including, but not limited to, .mp3, m4a, m4p .avi and .mov

City of Chicago Internal
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11. Information Security Incident Management

In the event of a specific incident affecting information systems, the City of Chicago (City) must have pre-planned methods
for responding to various threats, including incidents related to data confidentiality, integrity, and application availability. In

addition, reporting mechanisms must be in place to ensure that proper City personnel are informed of all incidents.

Responsibility for incident handling operations must be assigned to an Incident Management Team, whose trained

members will execute the incident response plan.

This policy reviews the following areas:
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11.1 Management of Information Security Incidents

An incident management process must be properly documented and include team responsibilities and data collection
procedures.

11.1.1 Incident Definition

Incidents must be classified based on the risk posed to the City.

a. Priority 1 (P1): An event that is or could become a serious and immediate threat to the confidentiality, integrity or
availability of at least one critical computer assets or data or more than 10 non-critical computer assets. Threatened
devices may include routers, networks, servers, firewalls, network management hosts, attached LANSs, or user hosts.

ISO: 13.2.1

b. Priority 2 (P2): An event that is, or could become, a future threat to the confidentiality, integrity or availability of a
single, non-critical computer asset or data.

ISO: 13.2.1

c. Priority 3 (P3): An event that is, or could become, a minor threat, or which has been determined to be a non-threat
resulting from either authorized or unauthorized network activity.

ISO: 13.2.1

d. Informational: Violations of City of Chicago Security Policy that do not involve an active risk to company resources or
systems.

ISO:13.2.1

11.1.2 Incident Management Team, Roles & Responsibilities

The incident management team must be composed of members responsible for each activity associated with incident
management.

a. An Incident Response Team Leader will be identified for every Incident Response Team. The Leader will be
responsible for:

e Coordinating incident response efforts

e Acting as a point of contact for team

e Acting as liaison between incident response team and management, legal and law enforcement
e Delegating and organizing efforts

ISO: 13.2.1

b. The Management Representative on the Incident Response Team is responsible for the following:

e Providing management support and guidance in response efforts

e Directing or authorizing funding for incident response and recovery efforts

e Determining appropriate time to contact law enforcement or continue the investigation
e Communicating incident information to other management

ISO: 13.2.1
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c. AnIncident Librarian must be a member of any Incident Response Team. The librarian is responsible for recording,
documenting and organizing information from the incident including all intrusion and response activity. The librarian is
also responsible for:

e« Communicating documentation methods to all system administrators for consistency
e Documenting time spent on intrusion along with any monetary losses (e.g., loss due to man-hours)

Coordinating collection of system logs, records, etc. with person responsible for securing evidence
e Maintaining summary reports of all incidents for historical documentation
ISO: 13.2.1

d. Technical Incident Response Team Members are responsible for performing technical analysis, support, and other
technical tasks related to security incidents. This may include, but is not limited to, the following:

e Log analysis

e Collection of technical information

e Technical incident interpretation

e Gathering technical evidence

e Coordinating technical efforts with system administrators
e Coordinating recovery efforts

ISO: 13.2.1

e. A representative from the Legal Department must be identified to assist in computer related incidents. This legal
analyst must be familiar with local, state and federal computer crime statutes, electronic evidence standards,
investigative procedures and civil and criminal litigation processes.

ISO: 13.2.1

f.  Key business unit leaders or analysts must be identified to assist with Red level (i.e., emergency) situations. If a
threat, or potential threat, has been identified to specific systems, data or processes, a business analyst must be
consulted to assist in quantifying the risk in business terms.

ISO: 13.2.1
g. Specific personnel must be designated to be available on a 24/7 basis to respond to alerts.
PCIl: 12.9.3

h. All personnel with responsibilities related to incident management and breach response must undergo training on a
yearly basis specific to responding to potential information security incidents.

PCI: 12.9.4
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11.1.3 Incident Management Procedures

Incident management processes and procedures including escalation, evidence collection, storage of data, and incident
closure must be adequately documented and defined.

a. Information Security Office is responsible for establishing, documenting, maintaining, and distributing security incident
response and escalation procedures to ensure timely and effective resolution of all perceived or real threats that could
impact City of Chicago operations.

PCI: 12.5.3

b. The City of Chicago incident response procedures must, at a minimum, include the following:

¢ Roles, responsibilities, and communication and contact strategies in the event of a compromise, including
notification of the payment brands

e Specific incident response procedures
e Business recovery and continuity procedures
e Data back-up processes
e Analysis of legal requirements for reporting compromises
e Coverage and responses of all critical system components
o Reference or inclusion of incident response procedures from the payment brands
PCI: 12.9,12.9.1
c. The incident response plan must be tested at least annually.

PCI: 12.9.2

d. Once incidents have been reported to the appropriate parties, the incident must be escalated for investigation.
Security incidents will be investigated by Information Security Office to determine the severity of the incident.
Investigative methods and procedures will be used based upon the alert level. Management must take appropriate
corrective actions to follow up on security violations.

HIPAA: 164.308(a)(6), ISO: 13.2.1

e. Information Security Office is responsible for following up on the reported issues in a swift and confidential manner.
Incident handling procedures must be established to handle different types of security incidents including

e System failures or loss of service

e Malicious code and viruses

o Denial of service

e Breach of data confidentiality

e Integrity rules and misuse of corporate information systems resources

f. Information Systems Department personnel (e.g., system administrators, database administrators, network
administrators, and/or end-users) that are included in the investigation of an incident for any reason must follow the
procedures as directed by Information Security Office. These individuals must not divulge any information regarding
the incident to anyone outside the immediate investigation team, including internal employees and anyone external
to City of Chicago.

HIPAA: 164.308(a)(6), ISO: 13.2.1
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11.1.4 Collection of Evidence

Paper and electronic documents being used as evidence must be secured and evidential procedures must be followed while
collecting the evidence.

a.

Information Security Office and the Legal Department are responsible for ensuring that all paper documents
collected as evidence in the investigation of a security incident are secured, and the process of collecting the
evidence is documented with a chain of custody.

HIPAA: 164.308(a)(6), ISO: 13.2.3

For external incidents or threats, action must be taken to ensure evidential integrity is maintained and the
appropriate legal action can be taken. Designated management personnel, appointed by the Legal Department are
the only representatives of City of Chicago that will complete criminal referral procedures to law enforcement or
regulatory authorities.

HIPAA: 164.308(a)(6), ISO: 13.2.3

11.1.5 Learning from Information Security Incidents

Security policy violations and security incidents must be documented and reviewed.

a. Information Security Office must document all reports of security incidents. Information Security Office must also
include a process to review all incidents, document "lessons learned”, and coordinate training and learning sessions
for applicable areas within City of Chicago.

HIPAA: 164.308(a)(6), ISO: 13.2.2, PCI: 12.9.6

b. Information Security Office must maintain a database or records containing information about violations of the
Information Security and Technology Policy and will report on these violations. All records of policy violations must
be accessible to only authorized individuals.

HIPAA: 164.316(b)(1), ISO: 13.2.2
City of Chicago Internal

11.0 Information Security Incident Management





11.2 Incident Reporting

All information technology and security incidents, including suspicious events, shall be reported immediately. A documented
process for reporting and learning from security incidents must be in place.

Reporting Information Security Events and Weaknesses

a.

Violations of the City’s Information Technology and Security Policy or any or all parts or provisions of this Policy must
be reported to Department Management or to the City’s Information Security Office.

Users must ensure that a Service Desk or an Information Security Office representative is notified immediately
whenever a security incident occurs. Examples of security incidents include a virus outbreak, defacement of a
website, interception of email, blocking of firewall ports, and theft of physical files or documents.

All reports of alleged violations of this Policy, or any part or provision hereof, will be investigated by the appropriate
authority. During the course of an investigation, access privileges may be suspended.

11.2.2 Reporting Information Security Events

Incident reporting and escalation processes must be employed to ensure security events are properly documented.

a. Information Security Office is responsible for defining an incident reporting and escalation processes within City of
Chicago and establishing points of contact for security incident reporting. Reporting procedures must include proper
documentation of resolution of security incidents.

HIPAA: 164.308(a)(6), ISO: 13.1.1

b. Information Security Office is responsible for communicating all incident reporting and escalation processes to

employees, contractors and third party users.
HIPAA: 164.308(a)(6), ISO: 13.1.1

c. Disciplinary action resulting from a violation of the Information Security Policy must be consistent with the severity of
the incident, as determined by an investigation. For further information, see the City of Chicago Employee Handbook
and Code of Conduct. Disciplinary actions may include, but are not limited to:

e Loss of access privilege to data processing resources
o Dismissal of consultants
e Cancellation of contracts
e Termination of employment
d. Disciplinary actions must be coordinated through the Human Resources Department.
HIPAA: 164.308(a)(1)(C), ISO: 13.1.1

e. To report a software malfunction or error, users must contact the Support Desk. The user should note any symptoms,
error messages or failures. The Help Desk must notify Information Security Office if the software malfunction is in any
way suspect or indicative of a security vulnerability.

HIPAA: 164.308(a)(5)(C), ISO: 13.1.1

f.  The Legal Department must be contacted in the event of an information security event to determine whether or not

legal requirements dictate the necessity of reporting the security incident publicly or to an external party.
HIPAA: 164.308(a)(5)(C), ISO: 13.1.1, PCI: 12.9.1
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12. Business Continuity Management

Business Continuity Management programs and processes must be in place to ensure the mitigation of unacceptable
business losses in the event of a crisis. Such processes must include the identification of critical business processes and
determination of business process priority, as well as set forth requirements for development of business continuity plans,

adequate recovery strategies, potential work-around procedures, and disaster recovery plans.

The business continuity

and disaster recovery plans must include processes and controls to protect the business, the life and safety of the workforce

and customers and to protect the image, reputation, assets, and resources of the organization.

This policy reviews the following policy areas:
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12.1 Information Security Aspects of Business Continuity Management

City of Chicago must ensure that a robust business continuity management program is in place that performs regular
prioritization of business processes and information systems to determine the implications of a lack of system confidentiality,
integrity, or availability. Risk-reducing controls and application redundancy must be implemented for those systems
resulting in unacceptable business losses in the event of downtime.

12.1.1 Business Continuity Business Impact Analysis

Management must execute a business impact analysis regularly on an appropriate rolling schedule to drive the
determination of business requirements for recoverability.

a. A business continuity plan must be executed on a rolling cycle to identify critical business functions, set forth
requirements for recovery, and determine overall function priority. Information Security Office must assist the
business units and IT Senior Management to identify critical business functions and subsequently identify key
systems supporting those critical functions. The analysis should include identification of threats such as:

e Natural disasters

e Fire

e Loss of critical infrastructure services such as power, communications or water
e Deliberate or accidental damage to equipment or data

e System failures

Security breaches

¢ Deliberate or accidental disclosure of confidential or proprietary information
And consider potential impacts of system/process outage, including:

¢ Customer/Member Impacts

¢ Financial Implications

e Legal & Regulatory Implications

e Broader Reputational Impacts

The plan should clearly indicate each critical function's recovery requirements. The plan must clearly define
recovery time objectives and minimum acceptable recovery resources for each required supporting system.

HIPAA: 164.308(a)(7)(E), ISO: 14.1.2

b. The business impact analysis must prioritize business functions based on the business impacts associated with the
disruption of the process. Processes must be prioritized into criticality tiers. Tier-1 processes being those that have
the least tolerance for outage and highest impact to the organization in the event of incident. Tier-2 processes being
potential dependencies of tier-1 processes, and other important (but not critical) processes of the business. Tier 3
and Tier 4 processes represent those processes that may have high business importance, however, may not be
required for operations or have a high tolerance for outage.
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12.1.2 Business Continuity Planning Framework

Without a properly documented and tested plan, City of Chicago will be unable to ensure that all business units can
re-establish normal and complete business operations in a timely manner. As such, management must ensure that each
business unit develops a business continuity plan consistent with corporate guidelines and allows for the recovery of
business functions before unacceptable losses are incurred (as defined by the Business Impact Analysis).

a.

IT Senior Management must partner with business leaders to create a standard framework for all business continuity
plans. A consistent format must be published and communicated to plan owners.

HIPAA: 164.308(a)(7), ISO: 14.1.4

IT Senior Management must ensure that each business unit develops a business continuity plan consistent with
corporate guidelines.

HIPAA: 164.308(a)(7)(D), ISO: 14.1.4

IT Senior Management must ensure that all business continuity plans have a designated owner. The plan owner is
responsible for the maintenance and testing of the plan, developing execution criteria and requirements, and
determining activation status.

HIPAA: 164.308(a)(7)(D), ISO: 14.1.4

An appropriate business leader must approve all business continuity plans prior to implementation and rollout. The
plan must contain all necessary documentation, have approval by all affected business units, and meet all necessary
requirements as determined by management.

HIPAA: 164.308(a)(7), ISO: 14.1.4

IT Senior Management must ensure that all business continuity and incident response plans have a training and
education schedule and that requirements are set for all affected personnel.

HIPAA: 164.308(a)(7), ISO: 14.1.4, PCI: 12.9.4

All business continuity and incident response plans have a maintenance schedule. Each plan must be reviewed
annually, at a minimum.

HIPAA: 164.308(a)(7)(D), ISO: 14.1.4, PCI: 12.9.6

12.1.3 Developing and Implementing Continuity Plans

All business continuity plans must employ appropriate recovery strategies to restore or maintain business operations in the
required time following any interruption of service or disaster through an appropriate combination of business-process
workaround procedures, technical redundancy, and disaster recovery planning. Management must ensure that all
business continuity plans are updated and distributed appropriately.

a. IT Senior Management must ensure that all business continuity plans restore or maintain business operations in the
required time (as defined by the Business Impact Analysis) following any interruption of service or disaster. Therefore,
the following elements must be included in the plan:

o Failover conditions or requirements necessary to invoke the plan

e Emergency and operational procedures for all essential business processes

e Documentation of all personnel, systems, resources or assets necessary for recovery

« Documentation of all roles, responsibilities, and agreements regarding actions during execution of the plan
including internal personnel or any external party agreements

e Documentation of explicit procedures for restoration of resources (e.g., all major services and systems, manual
backup process documentation, logistics and action plans)

e Documentation of any manual workarounds the business will invoke
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b.

e Training and education schedule for all affected or involved personnel
e Testing and updated schedule for the plan

e Recovery and reporting processes

HIPAA: 164.308(a)(7), ISO: 14.1.4

IT Senior Management must ensure that all business continuity plans are protected and are considered confidential
information. Plans must be stored securely and backups must be stored at off-site locations.

HIPAA: 164.308(a)(7)(C), ISO: 14.1.3

IT Senior Management must ensure all copies of the business continuity plans are distributed appropriately when
plans are updated.

HIPAA: 164.308(a)(7)(D), I1SO: 14.1.1

If alternate temporary locations are used for business continuity planning purposes, security controls must be
consistent with the primary site and approved by Information Security Office.

HIPAA: 164.310(a)(1)(i), 1SO: 14.1.3

12.1.4 Testing, Maintaining and Re-Assessing Business Continuity Plans

All business continuity plans must have a documented testing schedule.

a. IT Senior Management must ensure that all continuity plans have a testing schedule. Business continuity plans
considered critical by management will be tested on an annual basis. The process of testing will be determined by
management, Internal Audit, and the business function owner. This test may include a full execution of the plan
including swap-over of production operations or simulations of the plan to include contingencies and variations.

HIPAA: 164.308(a)(7)(D), ISO: 14.1.5

b. IT Senior Management must ensure that continuity plans for systems supporting tier-1 and tier-2 processes are tested
on an annual basis at a minimum. Significant changes to the business should alter the continuity plan and be reviewed
and tested. Tests must be documented and the results reported to the information owners and any other committee
designated by City of Chicago management.

HIPAA: 164.308(a)(7)(D), ISO: 14.1.5
c. IT Senior Management and/or the owner of the business continuity plan is responsible for coordinating all updates to
the plan including documentation and procedural updates. This includes:
e Current location/contact information for all parties relevant to the plan
e All procedures or processes necessary for execution of the plan
e All third party agreements, as applicable
e All asset inventories or requirements for the plan
e Alltraining, awareness and education materials for participants
e Documentation on security and controls requirements
HIPAA: 164.308(a)(7)(D), ISO: 14.1.5
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13. Compliance

City of Chicago employees, contractors and associated business processes must fully comply with the Information Security
Policy in addition to any other legal or industry-specific regulatory requirements applicable to City of Chicago.

This policy reviews the following policy areas:
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13.1 Compliance with Security Policies, Standards and Technical Compliance

Employees and contractors of City of Chicago must ensure compliance with this information security policy and subsequent
technical standards.

13.1.1 Compliance with Security Policy

Management must verify their security responsibilities are being executed. All escalation processes must be followed when
exceptions to the Information Security Policy are noted.

a. Allincidents of non-compliance or exceptions to the Information Security Policy must be reported to the Information
Security Office.

HIPAA: 164.308(a)(6), ISO: 15.2.1

b.  Alltechnical areas must regularly review processes and procedures within their area of responsibility to ensure
security responsibilities and duties are carried out appropriately. Results of this review and corrective actions must
be documented.

HIPAA: 164.308(a)(8), ISO: 15.2.1

13.1.2 Technical Compliance Verification

Responsibilities to perform audits, attestations, assessments and/or reviews must be assigned to parties to maintain
compliance with security practices.

a. Information Security Office and Internal Audit must assign review activities to parties to maintain compliance with
City of Chicago security practices. Situations resulting in non-compliance to the practices must be reported to the
appropriate function. Review activities should include operational compliance monitoring, individual system
assessments, third party testing, internal compliance testing, and procedural reviews.

HIPAA: 164.308(a)(8), ISO: 15.2.2

b. Information Security Office must ensure that operational systems are checked at regular intervals for their technical
compliance. This includes checking compliance of all technologies, both hardware and software, to security
implementation standards as detailed in the Information Security and Technology Policies.

HIPAA: 164.308(a)(8), ISO: 15.2.2
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13.1.3 Exception

All exceptions to the Information Security and Technology Policy must be appropriately documented and approved per the
Information Security Office Exception Palicy.

a. Operational and procedural exceptions to the requirements outlined in this Information Security and Technology
Policy may only be granted by City of Chicago Information Security Office. All exception requests must be
formally documented and submitted for review by Information Security Officer for review. Documented requests
for policy exceptions must include:

o Reference to the policy objective or requirement for which the exception is sought

e Explanation of the reason why the policy objective or requirement cannot be achieved with the existing
processes or technology solutions

e The anticipated duration of the exception

e Details of compensating controls in place or those to be implemented to mitigate and minimize the risk to
the organization

PCI: 12.5

b. Internal Audit should consider the impact of approved exceptions in its annual risk assessment to ensure potential
threats and vulnerabilities continue to be identified and remediated to ensure confidential information environment
and related business activities are not adversely impacted.

PCl: 12.1.2,12.1.3 HIPAA 164.312(c)2

c. Approval for the requested exception(s) shall be issued in writing and be indexed specifically to the process or
technology in question for the duration of the exception. Itis the responsibility of the Information Security Office to
maintain approval records for approved exceptions.

PCI: 12.5

City of Chicago Internal
13.0 Compliance





13.2 Compliance with Legal Requirements

Obligations must be clearly understood relative to each geography and jurisdiction in which City of Chicago does business
and appropriate sanctions applied against workforce members who fail to comply with the security policies and procedures
in accordance with City Personnel Rules.

13.2.1 Intellectual Property Rights

Intellectual Property that is created for the City by its employees is property of the City unless otherwise agreed upon by
means of third party agreements or contracts.

a. No User may transmit to, or disseminate from, the Internet any material that is protected by copyright, patent,
trademark, service mark, or trade secret, unless such disclosure is properly authorized and bears the appropriate
notations.

13.2.2 Prevention of Misuse of Information Processing Facilities

Users are prohibited from using the City’s processing facilities—including data centers, network cabinets or closets, and
other facilities housing the City’s technology equipment--in any way that violates this Policy, and federal, state, or municipal
law, including, but not limited to, the City’s Municipal Code and Personnel Rules.

13.2.3 Compliance with Security Policies and Standards

All Users must read and sign the City’s Compliance and Acceptable Use Agreement prior to being authorized to access the
City’s information technology and information assets.
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13.2.4 Identification of Applicable Legislation

All applicable material legal regulations must be documented and defined by the City of Chicago Legal Department.

a.

All applicable material legal, statutory, contractual, or regulatory requirements must be documented and defined by
the City of Chicago Legal Department. The appropriate business unit is responsible for defining and implementing
appropriate security controls based on the regulation. It is that business unit's responsibility to ensure compliance
to the identified regulations.

HIPAA: 164.308(a)(2), ISO: 15.1.1

13.2.5 Data Protection and Privacy of Personal Information

A Privacy or Data Protection Officer must be designated by Chief Information Officer or the Legal Department to ensure
compliance to all legal regulations regarding personal information.

HIPAA: 164.308(a)(2), ISO: 15.1. 4

Information Security Office and the Legal Department are responsible for defining compliance requirements for
data protection, privacy, and information security. This includes the gathering, securing and dissemination of
personal information via any media, including information processing systems and physical and verbal
communications.

ISO:15.1.4

13.2.6 Licensing of Software

All software used must be appropriately licensed and in compliance with software copyright agreements.

13.2.7 Record Retention

All documentation must be retained per all legal and regulatory requirements.

a. The Legal Department must ensure that standards for record retention, storage, handling and disposal are
developed for any information covered under legal or regulatory statutes. The retention schedule for this type of
information must be defined and disseminated. The retention schedule should contain, but is not limited to:

e Type of information

e Inventory of sources of this type of information
e Record retention time periods

e Any special requirements

b. Itis the responsibility of Information Owners to work with the Legal Department to determine proper record
retention schedules and procedures and work with Information Security Office to meet any security-related
regulatory requirements.

HIPAA: 164.316(b)(1)(l), 1SO: 15.1.3, PCI: 3.1

c. Information Owners must ensure that application and business processes do not retain sensitive cardholder data
elements after payment authorization has been completed. This includes full contents of any track from the
magnetic stripe of a member's credit card, the card verification/security code (i.e., CVV2) or encrypted pin block.
PCI: 3.2.1,3.2.2,3.2.3
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13.3 System Audit Considerations

System audits must be executed by qualified staff and take place based on perceived regulatory and business risk.

13.3.1 System Audit Controls

Information Security Office must ensure that all system audit activities are properly planned, documented, logged, and
monitored for quality by designated individuals.

a. All audit activities must be performed by individuals independent from the activities being audited.
HIPAA: 164.308(a)(1)(D), 1ISO: 15.3.1

b.  All audit activities must be logged and monitored by authorized individuals as designated by Information Security

Office and/or Internal Audit. Persons performing audit activities must provide documentation of tasks performed,
audit procedures, findings and recommendations.

HIPAA: 164.308(a)(1)(D), 1SO: 15.3.1

c. All audit activities must undergo proper audit planning and execution, including:
e Minimizing any disruption or interruption of business operations
e Agreeing on all audit activities and objectives with

e Limiting scope of assessment to a controlled environment ensuring no improper access is given to
perform the audit tasks

e Identifying resource and skill needs for any technical tasks
HIPAA: 164.312(b), 1ISO: 15.3.1

13.3.2 Protection of System Audit Tools

System audit tools may contain sensitive information. As such, specific measures must be taken to ensure that access to
audit tools and audit results are provided only to those with a specific business requirement.

a. Access to all tools (e.g., software, applications, documentation, work papers) required for system audits must be
restricted to authorized individuals. Any resulting compliance information must be restricted to authorized
individuals.

HIPAA: 164.312(b), 1SO: 15.3.2
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13.4 Revision History

Date Version Description Author
01/15/2013 0.5 Initial Draft ISO
07/26/2013 1.0 Approved & Released CISO
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14. Third Party Security

The City of Chicago often utilizes third parties in support of delivering business services.

When, as a result, these

arrangements extend the City’s information technology enterprise or business processes into the third parties’ computing
environments the third parties must abide by this Policy, as applicable, unless specific additional provisions have been

established through con

tractual agreements.

City of Chicago must ensure that contracted third parties apply equally stringent controls in managing and protecting all City
of Chicago confidential data shared with them. As such, adequate contracts and due diligence processes protecting the

City of Chicago brand and its members must be in place.

to the minimum amount necessary in order to complete the contracted task.

This policy reviews the following policy areas:

14.1 External Parties

14.1.1 Identification of Risks Related to External Parties
14.1.2 Addressing Security in Third Party Agreements

14.2 Revision History
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In addition, information shared with third parties must be limited
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14.1 External Parties

Risk identification steps must take place to determine and ensure understanding of the risks associated with specific third
parties. Standard contractual language must exist specifically ensuring that third party vendors place the same or more
rigorous controls around City of Chicago information assets and systems.

14.1.1 Identification of Risks Related to External Parties

All inbound and outbound connections to external parties should be managed to ensure adequate security controls are in
place. Additionally, appropriate risk assessment activities should take place for all inbound and outbound connections to
City of Chicago.

a. Where there is a business need for a direct connection between City of Chicago and a third party network, Information
Security Office must be involved to determine security implications and control requirements. An adequate control
strategy must be agreed upon and defined in a contract with the third party.

HIPAA: 164.308(b)(4), ISO: 6.2.1

b. Information Security Office must ensure that all inbound connections from external organizations are limited to
specific hosts and specific applications on those hosts. If possible, each specific host and application must be
physically or logically segmented from production networks. External parties must not be granted unlimited access to
City of Chicago computers or networks.

HIPAA: 164.312(e)(1), ISO: 6.2.1

c. Information Security Office and the HR Department must ensure that all contract personnel sign a Non-Disclosure
agreement including a statement indicating that they understand the importance of information security. For third
party service providers, a blanket confidentiality agreement must be signed and retained. The Business Owner
representative responsible for the contract must ensure that vendors sign Non-Disclosure and/or Confidentiality
Agreements.

1ISO: 6.2.1

d. Information Security Office must ensure that all third party personnel who require access to information resources
have a manager sponsoring them. Access will not be granted until formal authorization is obtained from the sponsor.

1ISO: 6.2.1

e. Information Security Office must set a minimum requirement that third party service providers adhere to the same
access restrictions as internal users. Access to information must be limited according to the principle of least privilege.
Access restrictions must include both physical access to the City of Chicago facilities and logical access to its
information systems.

f.  Information Security Office must ensure that vendors requiring remote access to City of Chicago information systems
have access based on the principle of least privilege. Access must be disabled until they are required for use and
disabled after they are no longer needed. If a vendor requires access for maintenance purposes, any opened ports
must be disabled upon completion of service. Business owners are responsible for providing notification when
access is no longer needed.

HIPAA: 164.308(a)(4), ISO: 6.2.1, PCI: 12.3.9

g. Information Security Office must maintain a program to monitor service providers’ PCI DSS compliance status. As a
component of this program, a list of current third-party vendors and their specific roles must be maintained.

PCl. 12.8.4
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14.1.2 Addressing Security in Third Party Agreements

All contracts between City of Chicago and vendors or third parties must include specific Information Security provisions and
the right to audit.

City of Chicago Internal
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a. Third parties with whom cardholder data is shared are subject to all applicable PCI-DSS Requirements for third party
service providers, which include:

e Identification on a list of City service providers with whom confidential and sensitive data is shared
PCl12.8.1

e A written agreement acknowledging responsibility for securing confidential and sensitive data
PCl12.8.2

e Complying with any and all due diligence procedures prior to engagement
PCl12.8.3

e Complying on an annual basis with PCI DSS and other regulatory requirements
PCl12.8.4

b. If athird party is managing any non-public data, maintain a written agreement that includes an acknowledgement that
the service providers are responsible for the security of the private data they possess.

PCI: 12.8.2

c. To the extent possible, all contracts must include a "Right to Audit" clause ensuring that Management and/or an
authorized representative may physically and logically evaluate a third party’s control environment at any time.

1ISO: 6.2.3

d. Anyvendor or third party working under contract for City of Chicago must immediately notify the manager responsible
for the contract if a security incident occurs. A security incident is any event that has the potential to impact the
confidentiality, integrity or availability of City of Chicago data or computing resources. Additionally, any employee who
is aware of security violations by vendors must report them to Information Security Office and the Legal Department.

HIPAA: 164.314(a)(1)())(C), ISO: 6.2.3

e. All outsourcing contracts must include an agreement on acceptable security controls and a requirement that the
outsourcer provide a SAS70 or equivalent document on an annual basis.

HIPAA: 164.314(a)(1)(i)(A), 1SO: 6.2.3

f. Depending on the sensitivity and criticality of the services or data provided, City of Chicago must consider
commissioning or requesting an independent review of the service provider’s internal control structure.

ISO: 6.2.3
g. Ownership of software developed by third parties must be defined in the contract agreement.
ISO: 6.2.3

h. The department responsible for the selection and approval of third party services and a representative from the Legal
Department must review all contracted information services agreements. Approval from City of Chicago Compliance
Office must also be obtained if the services provided affect the security or integrity of City of Chicago networks or
information, such as the sharing of information classified as confidential or above, or network connectivity for third
party employees.

HIPAA: 164.314(a)(1)(i), ISO: 6.2.3

i. Users must not copy, alter, modify, disassemble, or reverse engineer the City’s authorized software or other
intellectual property in violation of licenses provided to or by the City. Additionally, Users must not download, upload,
or share files in violation of U.S. patent, trademark, or copyright laws. Intellectual property that is created for the City
by its employees, vendors, consultants and others is property of the City unless otherwise agreed upon by means of
third party agreements or contracts.
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		1. Policy Responsibilities & Oversight

		1.1 Roles and Responsibilities

		1.1.1 Management Commitment to Information Security & Sponsorship

		a. Ultimately, the Chief Information Officer will be responsible for compliance and enforcement activities associated with this Information Technology and Security Policy.  The Information Security Office will be responsible for driving day to day act...

		b. The Information Security Office is the internal group responsible for managing and directing a city-wide information protection program. Specific responsibilities include:



		1.1.2 Allocation of Information Security Responsibilities

		a. The City’s Chief Information Officer is responsible for overall security of information assets and technology at the City. The CIO may delegate specific responsibilities related to information security to others within the City based on their job f...

		b. The Information Security Office is responsible for coordinating the review of risks and security implications associated with the use of all technologies within the City’s operating environment. PCI: 12.3.1

		c. An Information User is any City employee, vendor, contractor, or other authorized person who uses City information in the course of their daily work. Information User responsibilities include:

		d. An Information Owner is a manager responsible for the City information assets. Individual business units or departments, not the Department of Innovation and Technology, own information.  Information Owner responsibilities include:

		e. An Information Custodian is any the City employee, vendor, contractor, or other authorized person who has the responsibility for maintaining and/or supporting information.  Information Owners have the right to delegate data maintenance and ownershi...

		f. System Administrators are required to maintain, operate and implement technology solutions for the City in accordance with the security policy. Access to servers is restricted to authorized System Administrators who are responsible for deploying, i...

		g. The Information Security Office or a designated Internal Audit group is responsible for monitoring compliance with the standards and guidelines outlined by the security policy. If an Internal Audit group is designated, frequent communication betwee...

		h. Technical Operations and Enterprise Network Architecture is responsible for the day-to-day data center operations.  This includes the management of the Uninterruptible Power Supply (UPS) and all other environmental controls, in addition to racking ...

		i. Technical Operations and Enterprise Network Architecture is responsible for configuring and maintaining the City network. This includes implementing specific logical controls for segmenting the network and providing network access control.



		1.1.3 Independent Review of Information Security

		a. The City's security policy, standards and security environment must be reviewed annually. Any recommendations from this review must be resolved and considered for incorporation into the security policy and implemented as applicable.  Determining th...





		1.2 Information Technology and Security Policy Maintenance

		1.2.1 Security Policy Approval

		a. The Information Security Office is responsible for creating, reviewing and coordinating the approval and implementation of any security practices, policies, and standards. HIPAA: 164.308(a)(2), ISO: 5.1, PCI: 12.5.1

		b. The Information Security Office is responsible for ensuring that all security practices and standards are reviewed and approved on an annual basis. ISO: 5.1



		1.2.2 Additions & Changes to Policy

		a. Any business unit, group or department may initiate practice or standards development with the Information Security Office. The Information Security Office will analyze requests and address each at their discretion based upon this analysis. ISO: 5.1

		b. The Information Security Office is responsible for ensuring that all new information security policies and standards follow the existing practice structure and format of the information security policy or as deemed appropriate by the Chief Informat...



		1.2.3 Review of the Information Security Policy

		a. The Information Security Office is responsible for initiating an annual review of the information security policy. HIPAA: 164.308(a)(8), ISO: 5.2, PCI: 12.1.3

		b. The Information Security Office must perform a technical review to ensure standards remain in sync with business requirements, vendor- and industry-recommended practices and current technology and regulatory requirements. HIPAA: 164.308(a)(8), ISO:...

		c. The annual review must include a review of any impacting legal changes to ensure practice compliance with all applicable municipal, state and federal laws. HIPAA: 164.308(a)(8), ISO: 5.2

		d. The annual review results must be presented to the City’s Chief Information Officer. All comments and requests made must be addressed and any modifications must be made via the Information Security Policy Change Procedures processes outlined by the...





		1.3 Revision History



		Policy 02 - Physical and Environmental Security.pdf

		2. Physical and Environmental Security

		2.1 Equipment Security

		2.1.1 Network Jacks and Cabling Security

		a. Technical Operations and Enterprise Architecture must restrict access to all publicly accessible network jacks or implement network access control to restrict access to network resources to unauthorized systems. HIPAA: 164.310(a)(1)(ii), ISO: 9.2.3...

		b. Technical Operations and Enterprise Architecture must ensure additional cabling security for critical systems and may include one or more of the following:

		c. Technical Operations and Enterprise Architecture must ensure that all power and telecommunications equipment and cabling coming into information processing facilities from external sources are protected against deliberate or accidental interruption...

		d. Technical Operations and Enterprise Architecture must ensure that conduits for network cabling are protected against interference or interruption. This includes avoiding routes through public areas, segregation from power cabling to eliminate inter...

		e. Technical Operations and Enterprise Architecture must ensure that all City network connections are removed and/or deactivated when a site is being vacated. HIPAA: 164.310(a)(1)(iv), ISO: 9.2.3



		2.1.2 Equipment Maintenance

		a. Technical Operations and Enterprise Architecture must ensure that all utilities (e.g. Uninterruptible Power Supply [UPS], generator) equipment is monitored in accordance with manufacturer specification and correctly maintained to ensure the availab...

		b. Technical Operations and Enterprise Architecture must ensure that only authorized maintenance personnel are allowed to perform repairs and that all repairs or service work is documented. HIPAA: 164.310(d)(1)(iii), ISO: 9.2.4



		2.1.3 Data Center Environmentalism

		a. Technical Operations and Enterprise Architecture must ensure that smoking, drinking and eating in computer processing rooms is strictly prohibited. HIPAA: 164.310(b), ISO: 9.2.1

		b. Technical Operations and Enterprise Architecture must ensure that rooms adjacent to the data center do not pose a high risk to the data center itself. HIPAA: 164.310(a)(1)(ii), ISO: 9.2.1

		c. Technical Operations and Enterprise Architecture must ensure that walls surrounding computer facilities are non-combustible and resistant to fire for at least one hour. All openings to these walls (e.g., doors, ventilation ducts, etc.) must be self...

		d. Technical Operations and Enterprise Architecture must ensure that all computer equipment operates in a climate-controlled atmosphere at all times. Redundant ventilation must be provided in the event that air conditioning systems in data center faci...

		e. Technical Operations and Enterprise Architecture must ensure that computer equipment is housed in an environment equipped with fire detection and suppression measures. ISO: 9.2.1

		f. Technical Operations and Enterprise Architecture must ensure that procedures exist for facilities management to test fire suppression system equipment at least once every 6 months.  The test results must be documented. HIPAA: 164.308(a)(7)(D), ISO:...

		g. Technical Operations and Enterprise Architecture must ensure that all computer room personnel are trained in the use of any automatic fire suppression systems, the use of portable fire extinguishers and in the proper response to smoke and fire alar...



		2.1.4 Data Center Supporting Utilities

		a. Technical Operations and Enterprise Architecture must ensure that a suitable, redundant electrical power supply is in place to avoid power failures.  Based on business criticality, the use of a back-up generator must be considered. HIPAA: 164.308(a...

		b. Technical Operations and Enterprise Architecture must ensure that UPSes are used for equipment supporting critical business operations to facilitate system availability or orderly system shutdown. UPS equipment must be checked on a regular basis to...

		c. Emergency power switches must be located in equipment rooms and other locations as necessary. HIPAA: 164.308(a)(7)(C), ISO: 9.2.2

		d. Technical Operations and Enterprise Architecture must ensure that a suitable, redundant telecommunications infrastructure is in place to avoid communication failures and single points of failure. Based on business criticality, the use of backup com...

		e. All utilities, (e.g., water, electricity, sewage and heating/ventilation) must be adequate for all systems they are supporting and must be inspected on a regular basis. HIPAA: 164.308(a)(7), ISO: 9.2.2

		f. Disaster Recovery procedures must be documented to ensure proper fallback or fail-over processes for the following supporting utilities:



		2.1.5 Removal of Property

		a. Employees or contractors must not remove property from the City data center premises without prior authorization from Technical Operations and Enterprise Architecture.  All individuals must be aware that spot checks may take place when leaving data...

		b. Technical Operations and Enterprise Architecture must ensure that an inventory of all computing equipment (excluding employee laptops) removed from the City data center premises is logged out when removed and logged back in when returned. HIPAA: 16...



		2.1.6 Security of Off-Site Equipment

		a. Security standards documented within the security policy apply to all City equipment and information regardless of physical location. HIPAA: 164.310(b), ISO: 9.2.5

		b. Employees that travel with a laptop or other equipment with sensitive information, including briefcases, personal digital assistants (PDAs) and portable hard drives, must be cautious and keep the items with them at all times.  These items should no...

		HIPAA: 164.310(b), ISO: 9.2.5





		2.2 Secure Areas

		2.2.1 Physical Security Perimeter

		a. Facility Management personnel must ensure that a security perimeter is established for City facilities. The strength of the security perimeter will be determined by an assessment of the risks and threats to the physical environment.  The Technical ...

		b. The security perimeter for all of City’s sensitive facilities should have a staffed reception area to control access to the main entry of the facility and appropriate controls to secondary entrances. For facilities without a staffed reception area,...

		c. Technical Operations and Enterprise Architecture must ensure that all City buildings are separated into secure areas based on sensitivity. Based on the sensitivity of the secure area, additional physical security measures must be implemented to pro...

		d. For all City facilities, Facility Management personnel must ensure that the security perimeter has alarmed fire control doors in accordance with local and organizational safety requirements. ISO: 9.1.1



		2.2.2 Physical Entry Controls

		a. Information Security Office must ensure that access rights to all data center facilities are reviewed, quarterly, and approved by an appropriate party. Those identified as having separated from the City or no longer have a business need to access t...

		b. Technical Operations and Enterprise Architecture must ensure that physical access to all secure areas is tightly controlled. Doors must be secured at all times and only authorized personnel may have access. HIPAA: 164.310(a)(1), ISO: 9.1.2

		c. Badges must be worn by all employees, contractors, third party users and visitors and must clearly distinguish between visitors and employees. Temporary badges must expire after a set period of time. Badges must be visible at all times while in Cit...

		d. All employees, contractors, vendors and visitors must report any lost identification badges immediately. ISO: 9.1.2

		e. All employees, contractors, vendors, and visitors must be authorized by an authorized member of the Technical Operations and Enterprise Architecture, Information Security Office, Human Resources or an appropriate approving party for physical entry ...

		f. Authorized employees must not allow unknown or unauthorized individuals into restricted areas without an escort. Employees must notify Human Resources, Building Security and/or the Information Security Office of any unrecognized and unescorted pers...

		HIPAA: 164.310(a)(1)(iii), ISO: 9.1.2

		g. Visitor log information must be retained for a minimum of 90 days, and reviewed by the Information Security Office. HIPAA: 164.310(a)(1)(iii), ISO: 9.1.1, PCI: 9.4

		h. Employees hosting visitors must ensure that their visitors are escorted when on a premises containing secure facilities. HIPAA: 164.310(a)(1)(iii), ISO: 9.1.1



		2.2.3 Securing Data Center Facilities

		a. Technical Operations and Enterprise Architecture must ensure that Data Center access is limited to only those people with a valid business reason for access. Access must be reviewed quarterly and revoked immediately once it is no longer needed. HIP...

		b. Information Owners must ensure that directories and internal documents identifying locations of City’s information processing facilities or any other sensitive or secure area are not accessible by the public. ISO: 9.1.3

		c. Technical Operations and Enterprise Architecture must ensure that all critical computer rooms and data centers, including those operated by third parties, are monitored 24 hours per day.  This monitoring must include video surveillance and secured ...

		d. Technical Operations and Enterprise Architecture must ensure that unauthorized users are not permitted unsupervised access to the data center. HIPAA: 164.310(a)(1), ISO: 9.1.3

		e. Technical Operations and Enterprise Architecture must ensure that data centers are not used for printing, faxing, storage of computers, or any other purpose other than to support City computer hardware and information assets. ISO: 9.1.3

		f. Technical Operations and Enterprise Architecture must ensure that computer facility rooms are equipped with doors that automatically close immediately after they have been opened, and that set off an audible alarm when they have been kept open beyo...

		g. Facility Management personnel must ensure that rooms containing network, wiring or communications equipment (e.g., wiring closets, etc.) are locked at all times with access restricted to authorized personnel only. Signs are not to be posted on wiri...



		2.2.4 Working in Secure Areas

		a. Technical Operations and Enterprise Architecture with responsibility for a secure area are responsible for any person working in or having access to the secure area. The managers of secure areas must inform personnel that they are working in a secu...

		b. Facility Management personnel must ensure that any third party granted access to a secure area, including support services such as cleaning and waste removal, is strictly controlled and monitored. All parties with access to the area must be authori...

		c. Recording equipment such as photo, video and audio is not permitted within a secure area unless specifically authorized by Information Security Office. HIPAA:164.310(b), ISO: 9.1.5

		d. During any relocation of an employee's workspace, the relocating employee must ensure that all information assets are protected during the moving process. This includes, but is not limited to, computer and hard copy files. HIPAA: 164.310(d)(1)(iv),...

		e. Employees must collect all printed documents (e.g., printouts, faxes, and photocopies) in a timely manner. Printers, faxes and photocopiers in secure work areas must be checked regularly (at least every day after business hours) for prints which ar...

		f. Employees must ensure that all information on whiteboards or work boards is wiped after use. ISO: 9.1.5



		2.2.5 Protecting Against External and Environmental Threats

		a. Facility Management personnel must ensure that any hazardous or combustible materials are stored at a safe distance from any secure area in accordance with local safety regulations and manufacturer specifications. ISO: 9.1.4

		b. Facility Management personnel must ensure that appropriate firefighting equipment is available at all sites. Equipment must be checked periodically. All firefighting equipment location and maintenance must be in compliance with local fire regulatio...

		c. Technical Operations and Enterprise Architecture must ensure that backup and recovery media and facilities are located at a safe distance from main facilities. The backup facilities must be at a distance that would protect them from damage from any...





		2.3 Auditing, Review, Certification and Termination of Access

		2.3.1 Data Center Access Levels

		a. Escorted Access Escorted Access is granted to individuals that have an infrequent need for Data Center access. Individuals with Escorted Access be accompanied by a person with Authorized Access, and must sign in and out, in the Data Center access l...

		b. Authorized Access Employees that work inside the Data Center and other individuals that have been granted the access based a demonstrated business need have 24/7 access to the Data Center. Persons requesting Authorized Access must complete a Data C...

		c. Vendor Access  Approved vendors with HID Cards may be granted unescorted access to the Data Center to perform scheduled maintenance or repair work. Vendors not approved for Authorized access may be granted escorted access.

		d. Data Center Tours Tours must be pre-approved by Technical Operations and Enterprise Architecture, or the Information Security Office. All visitors must sign in and out and must be escorted while touring the Data Centers.

		e. Maintenance and Custodial Access Custodial staff access is limited to the times they are assigned to work in the Data Center. All Custodial Staff must sign the access log upon entering and leaving the Data Center. Maintenance staff must inform the ...



		2.3.2 Audits, Certification and Termination of Access



		2.4 Revision History





		Policy 03 - Personnel Security.pdf

		3. Personnel Security

		3.1 Acceptable Use

		3.1.1 Obligations



		3.2 Current Employees and Contractors

		3.2.1 Employee and Contractor Responsibilities

		a. All employees, contractors, vendors, and persons with access to City facilities and information must abide by the standards as documented in the security policy and include security as one of their core job responsibilities. HIPAA: 164.308(a)(1)(C)...

		b. All employees, contractors, vendors, and persons with access to City of Chicago facilities are required to protect City of Chicago assets, both physical and logical, from any compromise of confidentiality, integrity or availability. ISO: 8.1.1

		c. Employees must maintain confidentiality of information outside of work and in remote access situations. HIPAA: 164.310(b), ISO: 8.1.3

		d. Employees must report any security incidents, potential security risks or vulnerabilities to the Information Security Office. HIPAA: 164.308(a)(5)(C), ISO: 8.1.1

		e. User information stored on or passed through City computer communications hardware is not considered private. Users of this equipment must not have expectations of privacy of any data or information, including electronic mail and voice mail.  ISO: ...

		f. Human Resources must provide a copy of the information security policies and/or security awareness materials to new employees appropriate for their position and role within City of Chicago.   New employees must acknowledge in writing that they unde...

		g. Employees and contractors are responsible for all actions taken by them or through their assigned access accounts. HIPAA: 164.312(a)(1)(i), ISO: 8.1.1



		3.2.2 Disciplinary Process

		a. For City employees or contractors, disciplinary action as a result of the Information Security and Technology Policy violations must be consistent with the severity of the incident, as determined by an investigation. Disciplinary actions may includ...





		3.3 Prospective Employees

		3.3.1 Screening

		a. Human Resources must perform a pre-employment screening for all potential employees, including a background check to determine or validate a potential employee’s qualification, past performance and appropriateness for a particular position..  If th...

		b. Information gathered on potential employees or contractors must be secured in accordance with all laws and regulations and be limited to a 'need to know' basis. ISO: 8.1.2



		3.3.2 Terms and Conditions of Employment

		a. Contract staff, contractors, vendors or other third parties must be covered under a non-disclosure agreement under the third party contract. If persons under a third party's responsibility are to access confidential information, an individual confi...

		b. Human Resources must ensure that all employees and relevant non-employees meet Information Security and Technology Policy requirements prior to accessing any City facilities that house confidential information. ISO: 8.1.3

		c. Before gaining access to City information systems, all employees must:





		3.4 Termination or Change of Employment

		3.4.1 Removal of Access Rights

		a. Employee Managers must immediately notify Human Resources upon the resignation or termination of any employee. HIPAA: 164.308(a)(3)(C), ISO: 8.3.1

		b. Upon notification of termination, user provisioning processes must ensure that the terminated employee's user ID access is revoked or modified and any employee access badges are collected.  Any access to confidential data must be removed immediatel...

		c. Upon termination of an employee or contractor, the person who requested access to technology resources must request the termination of that access using the City’s access request procedure.  In the event that the requestor is not available, the res...



		3.4.2 Return of Assets

		a. Any items issued to an employee or contractor such as laptop computers, keys, ID cards, software, data, documentation, manuals, etc. must be returned to their manager or Human Resources as appropriate, immediately upon termination. HIPAA: 164.308(a...

		b. When an employee or contractor leaves the City, all Information Assets remain the property of the City. The employee or contractor must not take away such information or take away a copy of such information when he or she leaves the City without th...





		3.5 User Training

		3.5.1 Information Security Awareness, Education, and Training

		a. The Information Security Office must create a security awareness, education, and training program to promote constant security awareness to all employees. The security awareness program must consist of training and continuous awareness briefings. H...

		b. Upon permanent or contract employment at City, all new employees must be briefed on the Information Security Policy and related procedures.  A written summary of the basic information security measures must be provided to new employees and contract...

		c. The Information Security Office is responsible for the development of security materials. These materials must define security requirements and expectations, legal responsibilities, and provide training in the proper use of City resources. HIPAA: 1...

		d. The Information Security Office is responsible for posting security advisories for all system users who may be affected by security issues. Security advisories should include warnings about viruses, social engineering, new technical vulnerabilities...

		e. All employees and contractors must be briefed on information security awareness annually. HIPAA: 164.308(a)(5)(A), ISO: 8.2.2, PCI: 12.6.1, 12.6.2





		3.6 Revision History





		Policy 04 - Device Build and Configuration Management.pdf

		4. Device Build and Configuration Management

		4.1 Security Requirements of Systems

		4.1.1 Security Requirements Analysis and Specification

		a. Software Development must ensure that security requirements are determined prior to the application development phase for all systems. Application Development Management must ensure that these requirements are implemented during testing. System req...

		ISO: 12.1.1

		b. Software Development must ensure that a security assessment is conducted and control requirements are documented.

		ISO: 12.1.1

		c. The Information Security Office must ensure that security requirements are defined and documented for all external software products purchased by the City. The Application Owner must ensure these guidelines are considered during product evaluation.

		ISO: 12.1.1



		4.1.2 Platform/Device Build Standards

		a. IT Operations must ensure that technical build standards exist for all critical platforms and contain clearly defined, required security parameters. Such build standards must ensure that the platform requirements set forth in this information secur...

		 each server in the cardholder data environment is allocated only one primary function;

		 unnecessary functionality, such as scripts, drivers, features, subsystems, file systems, and unnecessary web servers are removed from systems prior to use, and;

		 all unnecessary and insecure services and are disabled.

		PCI: 2.2.1, 2.2.2, 2.2.3, 2.2.4

		 Technical Operations and Enterprise Network Architecture Management, and Software Development must ensure that a common configuration management standard, which complies with the requirements set forth in this information security policy, is enforce...





		4.2 Revision History





		Policy 05 - Application Development.pdf

		5. Application Development

		5.1 Security in Development and Support Processes

		5.1.1 Separation of Development and Production Environments

		a. Technical Operations and Enterprise Network Architecture must ensure that the production, test, and development environments are physically separated.

		ISO: 10.1.4, PCI: 6.3.2

		b. Technical Operations and Enterprise Network Architecture must ensure that test environments emulate the production environment as closely as possible, including the use of a common operating system, database, web application server, and similar har...

		ISO: 10.1.4

		c. Technical Operations and Enterprise Network Architecture must ensure that only authorized release managers and system administrators have access to the production environment where the production executable code for an application resides. Applicat...

		HIPAA: 164.310(a)(1)(iii), ISO: 10.1.4



		5.1.2 Segregation of Duties

		a. Application Development Management must ensure that specific segregation of duties controls are in place and that distinct, separate roles exist for developers, release managers, and testers.

		PCI: 6.3.2

		b. Application Development Management must ensure that developers, release managers, and testers are restricted in the activities they can perform, as defined in the table below.

		PCI: 6.3.2

		c. Separation of duties must exist between personnel assigned to the development/test environments and those assigned to the production environment.

		PCI: 6.3.3

		d. Application Development Management and Information Security Office must ensure that directories or repositories containing application source code are secured from unauthorized access.

		HIPAA: 164.310(a)(1)(iii), ISO: 12.4.3

		e. Application Development Management must ensure that access controls are developed to prevent unauthorized parties from gaining access to source code in an uncontrolled manner. This includes restricted access for developers to production systems and...

		HIPAA: 164.310(a)(1)(iii), ISO: 12.4.3

		f. Source code must not be stored on production systems when possible.

		ISO: 12.4.3

		g. Application Development Management must ensure that access levels restrict developers from making changes to the code maintained in the test environment during acceptance testing. When appropriate, a change control software tool must be utilized to...

		HIPAA: 164.310(a)(1)(iii), ISO: 12.4.3

		h. Application Development Management must ensure that all changes to code are logged in a central version control solution.  To the extent possible, this solution should also log all access to source code files.

		ISO: 12.4.3

		i. Application Development Management must ensure that access and modification access is properly assigned. During acceptance and system testing, logical access restrictions must ensure that developers have no update access and that the code being tes...

		HIPAA: 164.310(a)(1)(iii), ISO: 12.5.1



		5.1.3 Information Leakage

		a. Application Development Management must ensure that system information provided through error messages does not provide any information about an application's architecture or the City network.

		HIPAA: 164.310(a)(1)(iii), ISO: 12.5.4, PCI: 6.5.6



		5.1.4 Outsourced Software Development

		a. All contracts for outsourced development must be reviewed by the Department of Law and Application Development Management.

		ISO: 12.5.5

		b. All code, software, or infrastructure provided by an outsourced development contractor must be reviewed and accepted in writing by the Application Development Management in conjunction with Information Security Office.

		ISO: 12.5.5

		c. The Department of Law must ensure that all outsourced software development contracts provide protections for the City including the following:

		ISO: 12.5.5

		d. Application Development Management is responsible for monitoring all activity performed by software development firms engaged by the City.

		ISO: 12.5.5

		e. Application Development Management or any business unit seeking to contract for outsourced software development must notify the Information Security Office prior to the release of any requests for proposal or information.

		ISO: 12.5.5



		5.1.5 Technical Review of Applications after Changes

		a. After changes (e.g., patches, upgrades, or new versions), Application Development Management must ensure that applications and support processes are reviewed and tested as deemed necessary. These processes include but are not limited to the following

		b. Application Development Management must ensure that all new or modified software, including the application of patches, is adequately tested, approved, and consistent with change and management standards before being deployed to the City’s producti...

		ISO: 12.5.1, PCI: 6.3.1

		c. Code changes must be reviewed by individuals (other than the originating code author) educated in the execution of code review techniques and secure coding practices, or by an automated code review tool approved by Application Development Managemen...

		PCI: 6.5, 6.3.7

		d. Application Development Management must ensure that all significant modifications, major enhancements, and new systems undergo system testing prior to installation of the software in production. System stress testing, volume testing, and parallel t...

		ISO: 12.5.1

		e. Application Development Management must ensure that all significant modifications, major enhancements, and new systems undergo acceptance testing by the appropriate Application Owners prior to installation of the software in production. The user ac...

		ISO: 12.5.1





		5.2 Secure Coding Standards

		5.2.1 Secure Coding Requirements

		a. All web-based applications must be developed based on a current version of the OWASP secure code guidelines, and must account for the following:

		PCI: 6.5.1, 6.5.2, 6.5.3, 6.5.4, 6.5.5, 6.5.6, 6.5.7, 6.5.8, 6.5.9, 6.5.10



		5.2.2 Input Data Validation

		a. Application Development Management must implement data checks within information systems and applications to validate business transactions, standing/master data or parameter tables. Dual input checks, such as boundary checking or limiting fields t...

		b. Application development Management must ensure that all data input fields properly validate the input in order to minimize the threat of cross site scripting and SQL injection.

		HIPAA: 164.312(c)(1), ISO: 12.2.1, PCI: 6.3.1.1

		c. Application Development Management must ensure that data being entered into City application systems is validated where possible to increase information quality.

		HIPAA: 164.312(c)(2), ISO: 12.2.1

		d. An application firewall must be configured and placed in front of all externally facing web applications containing private data to detect and prevent external web-based attacks.  Application Development Management must be involved in the configura...

		PCI: 6.6



		5.2.3 Developer Training

		a. The City must ensure its developers are adequately trained in secure coding techniques, based on best practice guidance.

		PCI: 6.5





		5.3 Security of System Files

		5.3.1 Control of Operational Software

		a. Application Development Management must ensure that operational systems only hold/store approved code. Development code or compilers must not be stored on production systems.

		HIPAA: 164.310(a)(1)(iii), ISO: 10.1.4, 12.4.1

		b. Application Development Management must ensure that vendor-supplied software is maintained at a version supported by the vendor.

		ISO: 12.4.1

		c. An audit log of all program updates must be maintained and a library of previous source code versions must be retained.

		HIPAA: 164.310(a)(1)(iii), ISO: 12.4.1

		d. Application Development Management is responsible for archiving old versions of software along with configurations, parameters, procedures and other supporting documentation, as deemed appropriate.

		ISO: 12.4.1

		e. Application Development Management must ensure that updates to operational software, applications and program libraries are performed by designated, trained personnel.

		HIPAA: 164.308(a)(1), ISO: 12.4.1

		f. Application Development Management must ensure that all vendor-supplied default passwords are changed prior to the system being placed in a production environment.

		HIPAA: 164.308(a)(5)(D), ISO: 12.4.1, PCI: 2.1

		g. Application Development Management must ensure that system default settings are reviewed prior to installation to determine potential security holes. Settings that could potentially compromise security must be changed prior to the system being plac...

		HIPAA: 164.308(a)(1), ISO: 12.4.1, PCI: 2.1



		5.3.2 Protection of Live Data in Test Environments

		a. Any unaltered production data used for test purposes in nonproduction environments must be approved by Information Owners and the Information Security Office.  In the case where production data contains private data elements, the Department of Law ...

		HIPAA: 164.310(a)(1)(iii), ISO: 12.4.2

		b. Production data consisting of payment card data must not be used for testing or development.

		PCI: 6.3.4

		c. Application developers must ensure that test data, test accounts, custom application accounts, user IDs and/or passwords are removed before a system is implemented into production.

		PCI: 6.3.5, 6.3.6

		d. Where production data is copied to a test system, Application Development Management must ensure that the data is subject to a similar level of control as the production version including all legal, regulatory, or security requirements. The control...

		HIPAA: 164.308(a)(4)(B), ISO: 12.4.2





		5.4 Revision History





		Policy 06 - Data and Asset Management.pdf

		6. Data and Asset Management

		6.1 Responsibility for Assets

		6.1.1 Acceptable Use of Assets

		a. The Information Security Office is responsible for defining acceptable use of resources, information and assets including appropriate labeling and handling procedures.  In the absence of specific guidance, Information Owners and Department Manageme...

		b. An up-to-date list of all technologies as approved/coordinated by Technical Operations and Enterprise Network Architecture must be maintained and readily available. PCI: 12.3.7



		6.1.2 Inventory of Assets

		a. Technical Operations and Enterprise Network Architecture must compile and maintain a data repository catalog on all third party software-related assets (e.g., application software, development tools and all third party purchased software). This cat...

		b. Technical Operations and Enterprise Network Architecture must compile and maintain a data repository catalog of all physical assets owned by the City. This catalog must be reviewed and updated annually. The catalog must contain descriptive asset in...



		6.1.3 Ownership of Assets

		a. All physical computing assets must have an assigned Asset Owner.

		b. All production information possessed or used by a particular organization or business unit within the organization must have a designated Information Owner.  Ownership and custodianship of assets must be documented. HIPAA: 164.310(d)(1)(iii), ISO: ...





		6.2 Information Classification

		6.2.1 Information Classification Guidelines

		a. The Information Security Office is responsible for defining the Information Data Classification scheme.

		b. Information Technology Operations and Enterprise Network Architecture is responsible for management oversight of all IT assets and must define procedures for proper data identification and handling.  HIPAA: 164.308(a)(7)(E), ISO: 7.2.1, PCI: 9.7.1

		c. Information Owners or an assigned Information Custodian is responsible for defining the classification of an information asset. ISO: 7.2.1

		d. It is the Information Owner or delegated Information Custodian's responsibility to monitor information assets and continuously review the information's classification.  The Information Owner or delegated Information Custodian must sponsor a formal ...

		e. Employees, contractors, and vendors must protect all of the City's information in any format (e.g., hard copy, disk, tape, flash drive) at the level commensurate with its value as determined by its information classification. These standards mitiga...



		6.2.2 Information Classification Scheme

		a. Public Information is defined as information that is intended for unrestricted public disclosure and is not exempt from disclosure under the Illinois Freedom of Information Act (FOIA).

		Examples include open datasets, announcements, press releases and marketing materials, and employment advertisements.

		b. Internal Information is defined as information that is related to the day to day operations of City departments and services.  All internal data is subject to the Illinois Freedom of Information Act (FOIA) and if disclosed would have minimal to no ...

		Examples include most business documents, minutes of meetings, emails and data related to how City services are developed and delivered.

		c. Sensitive information is defined as information that in isolation may not present any specific risk to the confidentiality, integrity or availability of City operations, resources or constituents but if combined with other data could represent inap...

		Examples include network diagrams, internet protocol (IP) addresses of computer assets, design documents, user manuals, procedure documents,

		d. Confidential information is defined as information that if lost, disclosed, or inappropriately modified could cause significant impact to the confidentiality, integrity, availability of City operations, resources or constituents.  Prior to designat...

		Examples include information related to the City’s Information Security controls, means and methods all passwords and data defined as Card Holder Data (CHD-PCIDSS), Personal Health Information (PHI-HIPAA/) and Personally Identifiable Information (PII).



		6.2.3 Information Labeling and Handling

		a. Information Owners are responsible for ensuring that all removable media containing non-public data is labeled with its information classification, owner, contact information and purpose. HIPAA: 164.310(d)(1), ISO: 7.2.2, PCI: 12.3.4

		b. Information Technology Operations and Enterprise Network Architecture Management is responsible for ensuring that efforts are made to separate confidential information from other information with specific security or control requirements. ISO: 7.2.2

		c. All employees are responsible for ensuring that any electronic information deleted from computer systems and discarded hard copy documents are destroyed in a manner to protect disclosure of the information to external parties commensurate with the ...

		d. Information Owners or designated Information Custodians are responsible for ensuring that all information with high criticality, business value, confidentiality, integrity or availability control requirements is secured in one of the following ways...

		HIPAA: 164.310(a)(1), ISO: 7.2.2

		e. Technical Operations and Enterprise Network Architecture Management or Information Custodians are responsible for ensuring that removable media containing Confidential and Sensitive data are stored in a locked container or room designated for the s...





		6.3 Revision History





		Policy 07 - Access Control.pdf

		7. Access Control

		7.1 Business Requirements for Access Control

		7.1.1 Access Control Policy

		a. Technical Operations and Enterprise Network Architecture is responsible for ensuring that physical and logical access controls are established, and that access controls are driven by the business and the Information Security Office.   HIPAA: 164.30...

		b. Technical Operations and Enterprise Network Architecture is responsible for ensuring that access rights granted and revoked from systems are approved using an authorization form signed by Application Owners. Access rights granted to systems must be...

		c. Technical Operations and Enterprise Network Architecture must ensure that each user is authorized to use the system for which access is granted, and that user IDs & passwords must be implemented in accordance within the scope of the authorization. ...

		d. For users with similar duties, groups or role-based access controls (RBAC) must be used to assign access to individual accounts based on job descriptions, duties or function

		HIPAA: 164.312(a)(1), ISO: 11.1.1, PCI: 7.1.2, 7.2.2

		e. The Information Owner must work with Technical Operations and Enterprise Network Architecture to remove access to information as soon as that access is no longer needed. It is the responsibility of both the Information Owner and the employee's Mana...

		f. Technical Operations and Enterprise Network Architecture must ensure that all access to confidential data is administered via an automated access control system. PCI: 7.1.4

		g. Technical Operations and Enterprise Network Architecture must ensure that all access to computer systems is controlled by an authentication method involving a minimum of a username and password combination. The username and password combination mus...

		h. Technical Operations and Enterprise Network Architecture must ensure that an access control mechanism is established for system components with multiple users that restricts access based on a user’s need to know, and should be set by default to “de...

		i. Technical Operations and Enterprise Network Architecture must ensure that there is a default “deny-all” setting on all technical platforms. Administration accounts or accounts that can override system or application controls must be based upon job ...

		j. User accounts that have not been used for 90 days may be disabled without warning. After 180 days of inactivity, these accounts may be deleted without warning.

		k. Departments must use the access request process to immediately notify the Department of Innovation and Technology of a change in employment status (such as when a User takes a leave of absence, transfers departments, or is terminated).  The account...





		7.2 User Responsibilities

		7.2.1 Clear Desk and Clear Screen Policy

		a. Users must ensure that private hardcopy information is kept in a secure, locked location. ISO: 11.3.3

		b. Users must ensure that all incoming and outgoing mail points, facsimile machines and photocopiers are protected against unauthorized use or interception. ISO: 11.3.3

		c. Users must ensure that passwords are not written down or stored on information systems in an unprotected form. Users must not hard code any username/passwords in scripts or clear text files such as system shell scripts, batch jobs or word processin...



		7.2.2 Unattended User Equipment

		a. Users must log-off all information processing systems when they are finished using them. This includes:



		7.2.3 Password Use



		7.3 User Identification

		7.3.1 User Registration

		a. Technical Operations and Enterprise Network Architecture must ensure that user registration, modification, and de-registration procedures are implemented for user access rights on all information systems. These procedures must be documented and inc...

		b. Technical Operations and Enterprise Network Architecture must ensure the initial passwords are unique.  All initial passwords must meet City password composition standards.  The user must be forced to change their password upon initial logon, and u...

		c. When new voicemail accounts are created, initial passwords must contain a minimum of five (5) unique numbers.  ISO: 11.2.1



		7.3.2 User Identification

		a. Technical Operations and Enterprise Network Architecture must ensure that all City employees have their own unique username for access to City network and systems.  Individual or group sharing of usernames and passwords is strictly prohibited. PCI:...

		b. Technical Operations and Enterprise Network Architecture must ensure that legacy group user IDs may only be used if there is a clear business case and are approved by both the Information Owners and the Information Security Office. The Information ...

		c. Technical Operations and Enterprise Network Architecture must ensure the users are limited to only one user account for each individual information system for non-administrative purposes.  Any deviations from this, including application or special ...

		d. Technical Operations and Enterprise Network Architecture must ensure that all users that have access to privileged accounts have their own personal accounts for normal business use. Normal user accounts must be used to access accounts that cannot b...



		7.3.3 Default Accounts

		a. Technical Operations and Enterprise Network Architecture must ensure the default vendor passwords are changed immediately following installation. HIPAA: 164.312(d) ISO: 11.2.3 PCI: 2.1.1



		7.3.4 Third Party Account

		a. Technical Operations and Enterprise Network Architecture must ensure that any accounts used by contractors or vendors are only activated during the time period needed to complete the current maintenance task. PCI: 8.5.6





		7.4 Authentication

		7.4.1 Password Standards

		a. Security awareness training must communicate password procedures and policies to all City of Chicago employees. PCI: 8.5.7

		b. Technical Operations and Enterprise Network Architecture and Application Development must ensure that specific procedures are implemented to verify a user’s identity prior to conducting a password reset. Where a user requests a password reset by ph...

		c. Technical Operations and Enterprise Network Architecture must ensure that computers, databases, and applications that store user account and password information restrict access only to authorized operations personnel and that all password informat...

		d. Technical Operations and Enterprise Network Architecture is responsible for ensuring that any interactive password system used employs the following:

		e. Technical Operations and Enterprise Network Architecture must ensure that users create passwords that are a minimum of eight (8) characters in length and also comprised of letters, numbers, and special characters to the extent possible. HIPAA: 164....

		f. Technical Operations and Enterprise Network Architecture must ensure that systems are configured to automatically lock out a username after 6 invalid login attempts.  Lockout duration must be set to 30 minutes, or until an administrator manually un...

		g. Technical Operations and Enterprise Network Architecture must ensure that information systems use password history techniques to maintain a password history of users. The history file must contain the last 4 passwords of users and store them in an ...

		h. Users must be forced to change passwords every ninety (90) days. Technical Operations and Enterprise Network Architecture must enforce this through technical means by enabling password aging controls on systems. HIPAA: 164.308(a)(5)(D), ISO: 11.2.3...



		7.4.2 Inactive Accounts

		a. Technical Operations and Enterprise Network Architecture must ensure that user accounts that have not been accessed for 90 days are automatically disabled. HIPAA: 164.308(a)(8), ISO: 11.2.3, PCI: 8.5.5

		b. Technical Operations and Enterprise Network Architecture must ensure that after 180 days of inactivity, accounts are deleted.



		7.4.3 Session Restrictions

		a. Technical Operations and Enterprise Network Architecture must ensure that systems terminate user sessions or require the user to reenter their password after 15 minutes of inactivity has been reached. HIPAA: 164.312(a)(1)(iii), ISO: 11.5.5, PCI: 12...



		7.4.4 Network Access Control

		a. Technical Operations and Enterprise Network Architecture must implement network access control technologies to limit access to the City of Chicago Network to only authorized, City-owned systems. PCI: 9.1.2



		7.4.5 Secure System Login

		a. Prior to a successful login, Technical Operations and Enterprise Network Architecture must ensure that remote service banners (e.g. SSH, FTP, VNP) do not identify the City, any specific physical location or hostname. ISO: 11.5.1

		b. Technical Operations and Enterprise Network Architecture must ensure the log-on banners for the City's information processing devices and systems inform the user that:

		c. Technical Operations and Enterprise Network Architecture must ensure that systems do not provide users with any login information prior to successful login. The login process must not disclose which portion of login sequence (user ID or password) w...

		d. Technical Operations and Enterprise Network Architecture must ensure that systems providing authentication services do not transmit passwords in clear text. Passwords must not be visibly displayed on the system when being entered into the system. H...





		7.5 Authorization

		7.5.1 Review of User Access Rights

		a. Technical Operations and Enterprise Network Architecture and Information Owners must ensure that privileges assigned to employees transferring or changing job responsibilities are reviewed and re-allocated as determined by their new role. HIPAA: 16...

		b. Technical Operations and Enterprise Network Architecture and Information Owners must ensure that all special or privileged access to systems (such as administrative or supervisor accounts) are reviewed quarterly. Any changes made to privileged acco...

		c. Information Owners are responsible for reviewing system privileges on a periodic basis and must promptly revoke or amend privileges no longer required by users. Reviews must be performed twice yearly. It is the responsibility of the Information Sec...



		7.5.2 Privileged Access

		a. Technical Operations and Enterprise Network Architecture is required to ensure the utilities capable of overriding system and application controls or used to perform low-level system maintenance must:

		b. Prior to access being given, Information Security Office is responsible for ensuring that the authorization is obtained from Information Owners. HIPAA: 164.308(a)(4)(B), ISO: 11.2.2





		7.6 Remote Access

		7.6.1 Mobile Computing and Remote Access

		a. All mobile devices and removable media that contain sensitive or confidential information must have full disk encryption enabled per the encryption standards laid out in the Communications policy.

		b. Personal media devices (for example, MP3 players such as iPods) must not be used as peripheral devices on City-issued workstations.

		c. Remote access is provided by the City as an information conduit to assist in the accomplishment of municipal duties and goals. Any other use is strictly prohibited.  Requests for remote access must have a valid business reason and be approved by Do...

		d. All remote access connections must be through a secure, centrally administered point of entry approved by the City.  Authorized remote access connections must be properly configured and secured according to City-approved standards including the Cit...

		e. Non-City owned computer equipment used for remote access must be approved and must also comply with the City’s standards. The City will not be responsible for maintenance, repair, upgrades or other support of non-City owned computer equipment used ...

		f. Employees or contractors who utilize workstations that are shared with individuals who have not signed a Confidentiality Agreement with the City must ensure that the City’s data is removed or deleted after each use in accordance with the policies a...





		7.7 Revision History
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		8. Network Security

		8.1 Network Administration/Security Management

		8.1.1 Device Configuration

		a. Technical Operations and Enterprise Network Architecture management must implement IP masquerading by using Network Address Translation (NAT) technologies such as Port Address Translation (PAT) to prevent internal network addresses from being trans...

		PCI: 1.3.8

		b. Technical Operations and Enterprise Network Architecture must ensure that external firewalls employ stateful inspection or dynamic packet filtering to allow only established connections into the City network.

		PCI: 1.3.6

		c. Technical Operations and Enterprise Network Architecture management must ensure that routers are governed by a router technical configuration standard, and that security hardening of the routers is a component of the standard.

		PCI: 1.2.2

		d. Technical Operations and Enterprise Network Architecture management must ensure that a common router configuration file is synchronized across all routers and that routers are not managed in a one-off fashion.

		PCI: 1.2.2



		8.1.2 Network Documentation

		a. Technical Operations and Enterprise Network Architecture management must maintain appropriate network documentation, including a high-level network diagram specifically noting inbound and outbound network connections into areas containing private d...

		PCI: 1.1.2

		b. Application Owners are responsible for maintaining network documentation specific to the confidential and sensitive data environment, including transaction level detail highlighting the points at which confidential and sensitive data is transferred...

		PCI: 1.1.2





		8.2 Networks

		8.2.1 Connection Approval

		a. Technical Operations and Enterprise Network Architecture management must manage and implement a formal process for approving new external connections, inbound or outbound, to the City internal network, specifically requiring approval from the Infor...

		b. Technical Operations and Enterprise Network Architecture management must manage and implement a formal process for testing and approving all changes to external firewalls and routers.  This process must clearly define the steps and requirements for...

		PCI: 1.1.1



		8.2.2 Demilitarized Zone

		a. Technical Operations and Enterprise Network Architecture management must ensure that a DMZ has been implemented in order to limit traffic into the City network to only necessary protocols.

		PCI: 1.3.1

		b. Technical Operations and Enterprise Network Architecture management must ensure that the DMZ is configured such that inbound Internet traffic is only allowed into the DMZ, and that no direct inbound or outbound traffic is allowed between the Intern...

		PCI: 1.3.2, 1.3.3, 1.3.5

		c. Technical Operations and Enterprise Network Architecture must ensure that internal addresses cannot pass through the Internet into the DMZ.

		PCI: 1.3.4

		d. Technical Operations and Enterprise Network Architecture management must ensure that any database containing cardholder data is placed securely on the internal network, properly segmented from the DMZ.

		PCI: 1.3.7





		8.3 Firewalls

		8.3.1 Use of Firewalls

		a. Technical Operations and Enterprise Network Architecture must ensure that firewalls are placed at each Internet connection and between any DMZ and the internal network.

		PCI: 1.1.3

		b. Technical Operations and Enterprise Network Architecture management must ensure that personal firewalls are implemented on all laptop or employee-owned computers with direct access to the Internet and the City network.

		PCI: 1.4

		c. Technical Operations and Enterprise Network Architecture management must ensure that firewalls  are installed and configured to deny or control all traffic between any wireless networks and systems that store confidential and sensitive data.

		PCI: 1.2.3



		8.3.2 Rule Management

		a. Technical Operations and Enterprise Network Architecture management must ensure that all traffic inbound and outbound to the confidential and sensitive data environment is restricted to those connections required by the confidential and sensitive e...

		PCI: 1.2.1

		b. Technical Operations and Enterprise Network Architecture management must ensure that the use of all services, protocols, and allowed ports are documented with a specific business justification.

		PCI: 1.1.5

		c. The Information Security Office must ensure that a review of all firewalls and routers restricting access to the confidential and sensitive data environment are reviewed every six months.  This activity must include a review of the specific ports/s...

		PCI: 1.1.6





		8.4 Wireless Security

		8.4.1 Approval & Rogue Access Point Detection

		a. The Information Security Office must approve the implementation of all wireless networks. Ad hoc wireless networks are not permitted.

		b. The Information Security Office must ensure that rogue access points are not deployed anywhere throughout the City of Chicago network.  As such, the Information Security Office must perform quarterly wireless scanning or deploy appropriate tools to...

		PCI: 11.1



		8.4.2 System Configuration

		a. Technical Operations and Enterprise Network Architecture management must ensure that all wireless networks with access to the City of Chicago internal network implement WPA2 to adequately authenticate wireless systems/users and provide secure trans...

		PCI:  4.1.1, 4.2

		b. Technical Operations and Enterprise Network Architecture management must ensure that system default settings are reviewed with the Information Security Office before installation to identify potential security holes. Settings that could potentially...

		PCI: 2.1.1

		c. Technical Operations and Enterprise Network Architecture management must ensure that all-vendor supplied default accounts (i.e., administrative and user) are changed prior to the system being placed in a production environment.

		PCI: 2.1.1

		d. Technical Operations and Enterprise Network Architecture management must ensure that proper procedures are followed to ensure that wireless access point firmware is kept up-to-date. Updates to firmware must be performed by Enterprise Network and Ar...



		8.4.3 Physically Securing Access Points

		a. Wireless access points should be positioned away from windows to minimize coverage outside of office premises and prevent ready access to the physical device (i.e., ceiling-mounted access points).

		PCI: 9.1.3





		8.5 Revision History
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		9. Communications Management

		9.1 Exchange of Information

		9.1.1 Information Exchange Policies and Procedures

		a. The Information Security Office must ensure that policies and procedures outlining the acceptable use of electronic communication facilities are established that:

		HIPAA: 164.308(b)(4), ISO: 10.8.1

		b. All employees, contractors, and other business partners must ensure that any data or media waiting to be distributed or produced is secured to a level consistent with its sensitivity. This includes:



		9.1.2 Exchange Agreements

		a. The Information Security Office must be consulted to make specific considerations prior to interconnecting business information systems.  Specific considerations must be based on the classification of data being shared, however, may include the fol...

		ISO: 10.8.5

		b. The Information Security Office, Department of Law, and the contracting business party must ensure that agreements that include an exchange of private City information must include:



		9.1.3 Paper-based Information Transfer

		a. Any transfer of paper-based credit card holder data (CHD) or any other City sensitive or confidential data must be logged as part of a management-approved business process

		PCI: 9.7.2

		b. Sensitive or confidential data must be sent to third parties approved by the respective Data Owners by way of commercial courier, shipping service, or other delivery method that can provide delivery confirmation.

		PCI: 9.7.2

		c. Employees must ensure that any media sent via interoffice mail, courier, or other means are clearly labeled with the appropriate recipient information.

		HIPAA: 164.310(d)(1), ISO: 10.7.3

		d. City information must only be generated in hard copy to the extent necessary to complete normal business operations. Copies of information must be kept to a minimum to better facilitate control and distribution. Sensitive and confidential informati...

		HIPAA: 164.310(b), ISO: 10.7.3

		e. All hard copy information must be disposed of properly by either shredding the information or leaving the information in secured, designated shredder bins.



		9.1.4 Verbal Information Transfer

		a. Discussions of or including sensitive or confidential information must not take place in public areas.  These areas include but are not limited to elevators, hallways, public transportation, airplanes, etc.

		b. Employees, contractors, and business partners must not leave messages containing sensitive or confidential information on any type of telephone voice message or answering machine or forward voice messages to an external destination.

		ISO: 10.8.1



		9.1.5 Electronic Information Transfer

		a. Copying, moving, and storing of sensitive or confidential data unto local hard drives or removable electronic media is prohibited without express permission from the Data Owner and Information Security Office.

		PCI: 12.3.10

		b. IT Operations Management must ensure that payment card account numbers are masked when displayed on screens (the first six and last four digits are the maximum number of digits that may be displayed).

		PCI: 3.3

		c. Employees may not forward email received at or sent from their City mailboxes to personal email accounts, nor may they use external mail aggregation services to manage their City email.



		9.1.6 Removable Media Information Transfer

		a. Any transfer of removable media containing cardholder data or any other City sensitive or confidential data must be logged and authorized by the Information Owner, be sent in tamper resistant packaging and via a secured courier or other delivery me...

		HIPAA: 164.310(d)(1), ISO: 10.8.3, PCI: 9.8





		9.2 Encryption

		a. Cryptographic keys must be strong keys.

		b. Cryptographic keys must be stored securely.

		c. Cryptographic keys must be changed no less than annually.

		d. Cryptographic keys must be retired securely and Cryptographic keys must be replaced if there is a known or suspected compromise. When a key is no longer needed, the original key and all of its copies must be destroyed in a manner such that it canno...

		9.2.2 Usage of Encryption

		a. The Information Security Office is responsible for validating all encryption software/algorithms used by the City, and maintaining/distributing an updated list of such technologies.

		HIPAA: 164.308(a)(2), ISO: 12.3.1

		b. The Information Security Office must perform an annual review of the approved encryption algorithms and protocols.

		HIPAA: 164.308(a)(8), ISO: 12.3.1

		c. Employees and contractors must not install any encryption software that has not been validated and approved by the Information Security Office.

		ISO: 12.3.1

		d. Application Development Management and Technical Operations and Enterprise Network Architecture Management must ensure that only encryption software, algorithms and protocols approved by the Information Security Office are used to encrypt data in e...

		ISO: 12.3.1

		e. DoIT Senior Management reserves the right to request any key or password for encrypted files stored on City hardware. This includes passwords for files stored on local or network hard drives and portable media.

		ISO: 12.3.1



		9.2.3 Key Management

		a. Employees and Contractors must treat keys (passwords or private keys) for encrypted data with the same level of confidentiality as passwords for systems or applications.

		HIPAA: 164.308(a)(5)(D), ISO: 12.3.1

		b. Technical Operations and Enterprise Network Architecture must ensure that all hardware (either housing key management applications or used for generation of encryption keys) is protected at the highest level of security controls.

		ISO: 12.3.2

		c. Any contractual or third party agreements involving encryption or key management must be approved by the Information Security Office and the Department of Law.

		ISO: 12.3.2

		d. Technical Operations and Enterprise Network Architecture and the Information Security Office are responsible for jointly developing key management procedures as necessary for the organization. Procedures must be developed for the following:

		ISO: 12.3.2, PCI: 3.6

		e. Technical Operations and Enterprise Network Architecture is responsible for implementing monitoring and logging processes for all key management activities.

		ISO: 12.3.2

		f. Technical Operations and Enterprise Network Architecture must ensure that access to cryptographic keys must be restricted to the fewest number of custodians necessary; and, cryptographic keys should be stored securely in the fewest possible locatio...

		PCI: 3.5, 3.5.1, 3.5.2

		g. Technical Operations and Enterprise Network Architecture must ensure that dual control of cryptographic keys is in place and that all key management staff sign a form stating they understand and accept their key management responsibilities.



		9.2.4 Data in Transit

		a. All employees and staff must ensure that data classified as sensitive or confidential is encrypted whenever sent over any network.

		HIPAA: 164.312(e)(1)(ii), ISO: 12.3.1, PCI: 4.1

		b. All non-console administrative access must use appropriate encryption techniques/protocols (e.g. SSH, VPN, or SSL/TLS) to protect the confidentiality of City data.

		PCI: 2.3

		c. Technical Operations and Enterprise Network Architecture must ensure that strong cryptography and security protocols such as SSL/TLS or IPSEC are used to safeguard sensitive cardholder data during transmission over open, public networks.

		PCI: 4.1



		9.2.5 Data at Rest

		a. Technical Operations and Enterprise Network Architecture must ensure that payment card account numbers are rendered, at minimum, unreadable anywhere they are stored (including on portable digital media, backup media, in logs) by using any of the fo...

		PCI: 3.4



		9.2.6 Symmetric Key Encryption

		PCI: 3.4



		9.2.7 Asymmetric Key Encryption

		PCI: 3.4



		9.2.8 Proprietary Encryption Algorithms



		9.3 Revision History





		Policy 10 - Operations Management.pdf

		10. Operations

		10.1 Operational Procedures and Responsibilities

		10.1.1 Documented Operating Procedures

		a. Documented operating procedures must be established and available to employees who require access for the following processes:

		HIPAA: 164.316(b)(1)(i), ISO: 10.1.1, PCI: 12.2

		b. All System Owners must ensure that all system scheduling jobs and dependencies are documented. This documentation must include job start times, latest job completion times, delay procedures and handling procedures in case of failure or error.

		HIPAA: 164.316(b)(1)(i), ISO: 10.1.1

		c. Technical Operations and Enterprise Network Architecture must ensure that all system restart and shutdown procedures are documented. In case of system failures, restart and shutdown procedures, system validation or verification procedures and emerg...

		HIPAA: 164.316(b)(1)(i), ISO: 10.1.1

		d. All System Owners must maintain contact information for relevant external parties responsible for information systems.

		HIPAA: 164.308(b)(4), ISO: 10.1.1

		e. Changes to the formal operating procedures of the technical infrastructure must be approved by appropriate City of Chicago technical management.

		HIPAA: 164.316(b)(1)(iii), ISO: 10.1.1



		10.1.2 Change

		a. All System Owners must confirm that change controls around information processing systems, software and procedures ensure that:

		b. All System Owners must ensure that change requests are documented via an approved change request method. The change request form must contain the following information:

		c. Additionally, the following must be determined and documented by appropriate technical personnel

		d. All System Owners must ensure that the roles and responsibilities for individuals and involved in the change process are clearly defined. When defining various roles, properly segregate incompatible responsibilities.

		ISO: 10.1.2

		e. All changes must be approved by appropriate City of Chicago or the system owner. The requester’s manager must approve the business justification of the request, while the technical area manager must determine if the request is technically feasible....

		ISO: 10.1.2, PCI: 6.4.2

		f. All System Owners must ensure that an audit trail of all changes is maintained via an approved change method.

		HIPAA: 164.308(a)(1), ISO: 10.1.2

		g. Technical Operations and Enterprise Network Architecture must ensure that system and application software is backed-up before system upgrades or maintenance.

		ISO: 10.1.2

		h. Security-related changes (e.g., file permissions, identification and authentication, audit and discretionary access control) impacting environments containing private data must be approved by Information Security Office. Permanent fixes must be sub...

		ISO: 10.1.2

		i. Only those persons authorized by Information Owners or System Owners are allowed to make emergency changes to City of Chicago networks. These changes must be clearly and completely documented and approved within 24 hours of resolution of the proble...

		HIPAA: 164.312(a)(1)(ii), ISO: 10.1.2

		j. All System Owners must ensure that all emergency requests are documented using the standard change request forms. An automated audit trail of the emergency activity must also be generated which logs all activity performed on the system including th...

		HIPAA: 164.312(c)(1), ISO: 10.1.2

		k. Applications Development must ensure that production source code is not changed in response to an emergency change. A controlled temporary version or a patch must be created and executed until the production source can be changed following the chan...

		ISO: 10.1.2



		10.1.3 Patch

		a. All computer assets will have all Operating System (OS) and relevant Application security patches applied within the required timeframes as defined per the Patch Deployment Matrix below.

		PCI: 6.1

		b. Assets containing PCI, PII or ePHI data will have an Asset Criticality rating of High and all other assets shall be rated no lower than the highest rated data that either passes through or is contained within the asset as per the Asset policy.

		PCI: 6.1

		c. When available, the Common Vulnerability Scoring System (CVSS) will be used to determine patch ratings.  Patches without a CVSS score will be aligned to the Patch Deployment Matrix by the Patch Team and approved by the Information Security Office.

		PCI: 6.2

		Patch Deployment Matrix

		d. Deployment of all patches must follow established Change processes and be tested before deployment. This includes but is not limited to the following tests when applicable;

		 That functionality has not been impacted in an unacceptable manner

		 That security issues are not introduced as part of the implementation

		 Input validation & proper error handling

		 Secure cryptographic storage

		 Secure communications and proper roll based access controls (RBAC)



		PCI: 6.4

		e. All computer assets will be monitored for patch compliance.  Assets rated “High” will be evaluated at least monthly for patch compliance. Violations of compliance will be reported to the Information Security Office, Technical Operations and Enterpr...

		PCI: 6.6



		10.1.4 Security of System Documentation

		a. Non-Public system documentation must be controlled and protected against unauthorized access. Access to the documentation must be kept to a minimum and only granted to individuals that require access to perform their job functions. System documenta...

		HIPAA: 164.316(b)(1)(ii), ISO:10.7.4



		10.1.5 Management of Removable Computer Media

		a. Technical Operations and Enterprise Network Architecture must ensure that an authorization list for physical access to magnetic tape, disk and documentation libraries is maintained. Only employees requiring access to perform their job functions may...

		HIPAA: 164.310(a)(1)(iii), ISO: 10.7.3

		b. Information Owners must ensure that all media containing confidential data including paper and digital media are stored in a physically secured and environmentally controlled area. Any computer media leaving City of Chicago facilities must be autho...

		HIPAA: 164.310(d)(1)(iii), ISO: 10.7.1, PCI: 9.6

		c. Technical Operations and Enterprise Network Architecture must ensure strict control over media containing confidential data.  Specifically, media inventory logs of all confidential data must be maintained and an inventory should be taken on a yearl...

		PCI: 9.9.1

		d. Removable media containing City of Chicago information (e.g., CD's, USB sticks, floppy disk, tapes, removable hard drives, DVD's and printed media) must be registered with and approved by the Information Owner.

		HIPAA: 164.310(d)(1)(iii), ISO: 10.7.1





		10.2 Risk Assessment & Risk Acceptance

		10.2.1 Assessing Security Risks

		a. Risk assessments, under the direction or coordination of Internal Audit or Information Security Office, must be performed annually.

		HIPAA: 164.308(a)(8), ISO: 4.1, PCI: 12.1.2, 11.3

		b. Internal Audit or Information Security Office is responsible for defining the risk assessment process. The risk assessment process must allow for the systematic identification, prioritization and of information security risks.

		HIPAA: 164.308(a)(1)(B), ISO: 4.1





		10.3 System Planning and Acceptance

		10.3.1 System Acceptance

		a. Acceptance criteria for new systems, upgraded systems and new versions must be clearly defined, agreed upon, documented and tested. The following must be included in the acceptance criteria:

		ISO: 10.3.2





		10.4 Electronic Commerce Services

		10.4.1 Collection of Information and Privacy

		a. All System Owners must ensure that the City of Chicago adopts information practices that treat customers’ personal information with care. All City of Chicago e-commerce sites must post and adhere to a privacy policy based on fair information princi...

		ISO: 10.9.1

		b. All System Owners must ensure that the e-commerce privacy policy is easy to find and understand. It must be open, transparent, and meet generally accepted fair information principles. The privacy policy must include details about the following:

		ISO: 10.9.1

		c. All System Owners must ensure that the City of Chicago accurately describes proper business practices with regard to the use of unsolicited e-mail to customers. The City of Chicago must post and adhere to a “Do Not Email” policy. This policy must a...

		ISO: 10.9.1



		10.4.2 Security of Transactions

		a. Information Security Office must ensure that the level of protection associated with online transactions corresponds to the risk associated with the transaction and comply with all applicable laws and regulations. The following requirements must be...

		ISO: 10.9.2, PCI: 4.1





		10.5 Media Disposal

		10.5.1 Disposal of Hardware and Removable Media

		a. Technical Operations and Enterprise Network Architecture must ensure that electronic information storage devices (e.g., hard drives, tapes, USB sticks, removable hard disks, floppy disks, CD's and DVD's) are disposed of in a manner commensurate wit...

		HIPAA: 164.310(d)(1)(i), ISO: 10.7.2, PCI: 9.10.2

		b. Technical Operations and Enterprise Network Architecture must ensure external firms responsible for disposing of any type of City of Chicago information are held to the standards of the third party contracts. This includes confidentiality agreement...

		HIPAA: 164.310(d)(1)(i), ISO: 10.7.2

		c. Information Owners must ensure that media containing sensitive or confidential data is destroyed when it is no longer needed for business or legal reasons.

		PCI: 9.10

		d. Computer storage devices, including hardware and removable devices must be turned over to Technical Operations and Enterprise Network Architecture for disposal.  All electronic storage devices must be electronically wiped or destroyed by a process ...

		PCI: 9.10

		e. All Information Owners must ensure that a log of all sensitive or confidential items disposed must be kept and maintained.

		ISO: 10.7.2, PCI: 9.10.2



		10.5.2 Disposal of Paper

		a. All employees must use proper destruction methods when disposing of information.  Paper copies of sensitive or confidential information must be shredded or incinerated. Users of the information are responsible for disposing of it in secure disposal...

		ISO: 10.7.2, PCI: 9.10.1





		10.6 Monitoring

		10.6.1 Monitoring System Use

		a. Technical Operations and Enterprise Network Architecture must ensure that monitoring for unauthorized system access capture the following details:

		HIPAA: 164.312(b), ISO: 10.10.2, PCI: 12.9.5

		b. Technical Operations and Enterprise Network Architecture must ensure that monitoring for system alerts and failures capture the following details:

		HIPAA: 164.312(b), ISO: 10.10.2, PCI: 10.2.3

		c. Technical Operations and Enterprise Network Architecture must use automated logging tools to monitor events, specifically:

		PCI: 10.2

		d. Information Security Office must ensure that intrusion detection systems and/or intrusion prevention systems be used to monitor all traffic in the confidential data environment and to alert security personnel to suspected compromises. These systems...

		PCI: 11.4



		10.6.2 Audit Logging

		a. Technical Operations and Enterprise Network Architecture must ensure that procedures for managing audit-trail and system log information are established.

		HIPAA: 164.312(b), ISO: 10.1.1, PCI 12.5.5

		b. Technical Operations and Enterprise Network Architecture must ensure that operations logs are reviewed daily either through manual means or a log parsing tool for consistency and proper documentation. These reviews must include systems performing s...

		HIPAA: 164.308(a)(1)(D), ISO: 10.10.4, PCI: 10.2.2, 10.6

		c. Technical Operations and Enterprise Network Architecture must ensure that intrusion detection systems or intrusion prevention systems are deployed to monitor all traffic within the confidential data environment.  Such systems must be regularly upda...

		PCI: 11.4

		d. Technical Operations and Enterprise Network Architecture must ensure that all audit trail log files for systems within the confidential data environment are stored for a minimum of 1 year, and that 3 months of data is readily available.

		ISO: 10.10.1, PCI: 10.7

		e. Technical Operations and Enterprise Network Architecture must ensure that where audit trail events are recorded, system entries include the following information:

		PCI: 10.3

		f. All System Owners must ensure that open errors or issues remain open until they are satisfactorily resolved. Resolved events and errors must be reviewed to determine if they have been properly authorized and to determine if security controls have b...

		HIPAA: 164.308(a)(1)(B), ISO: 10.10.5

		g. All System Owners should log all reports of errors or problems with information processing or communication systems. The log must include the following information, at a minimum:

		HIPAA: 164.308(a)(1)(D), ISO: 10.10.5



		10.6.3 Protection of Log Information

		a. Technical Operations and Enterprise Network Architecture must ensure that security controls are implemented to protect against unauthorized log alteration or deletion.

		HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.2

		b. Technical Operations and Enterprise Network Architecture must ensure that the viewing of audit trails is limited to those with a specific job-related need to view those files.

		HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.1

		c. Technical Operations and Enterprise Network Architecture must ensure that all audit trail log files, including those from externally facing systems hosted in the DMZ are promptly backed up to a centralized log server located within the internal Cit...

		HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.3, 10.5.4

		d. Technical Operations and Enterprise Network Architecture must employ capabilities to detect unauthorized access or changes to log data to ensure that data cannot be changed without generating alerts.  Monitoring must take place on servers that perf...

		HIPAA: 164.312(a)(1), ISO: 10.10.3, PCI: 10.5.5



		10.6.4 Clock Synchronization

		a. Technical Operations and Enterprise Network Architecture must ensure that information processing devices be set to an agreed standard and synchronized with an agreed, accurate time source. A procedure must be established that verifies the accuracy ...

		HIPAA: 164.312(c)(1), ISO: 10.10.6, PCI: 10.4





		10.7 Malicious Program Detection

		10.7.1 Detection Software and Product Configuration

		a. Technical Operations and Enterprise Network Architecture must ensure that all systems utilize approved anti-malware software.

		PCI: 5.1

		b. Technical Operations and Enterprise Network Architecture must define and implement an anti-malware product configuration capable of detecting and removing known malicious software.

		PCI: 5.1.1

		c. Technical Operations and Enterprise Network Architecture must ensure that all anti-malware mechanisms are current, actively running, and capable of generating audit logs.

		PCI: 5.2

		d. Technical Operations and Enterprise Network Architecture must ensure that anti-malware software programs are configured in a central location and deployed to end user computers from that location.

		e. Information Security Office must ensure that users do not have access to modify the anti-malware product configuration



		10.7.2 Product and Definition Updates

		a. Information Security Office must ensure that anti-malware products are updated in a timely manner after the vendor has released a new definition file.

		PCI: 5.2





		10.8 Technical Vulnerability

		10.8.1 Roles and Responsibilities

		a. Information Security Office must establish processes to identify, evaluate, prioritize and resolve security vulnerabilities.

		PCI: 6.2

		b. Information Security Office is responsible for identifying and distributing information on incidents, threats, and vulnerabilities to internal parties related to software. It is the responsibility of Information Security Office to maintain distribu...

		HIPAA: 164.308(a)(5)(A), ISO: 12.6.1

		c. Information Security Office is responsible for maintaining the documentation of the analysis produced by the technical vulnerability processes. Information Security Office is also responsible for escalating or de-escalating vulnerability classifica...

		ISO: 12.6.1

		d. Technical Operations and Enterprise Network Architecture must ensure that the technical vulnerability process is reviewed on an annual basis.

		HIPAA: 164.308(a)(8), ISO: 12.6.1

		e. Information Security Office and Technical Operations and Enterprise Network Architecture are responsible for developing processes for asset, classification, and prioritization of systems in support of the technical vulnerability processes. This inc...

		HIPAA: 164.308(a)(7)(E), ISO: 12.6.1

		f. Information Security Office must establish processes to identify, evaluate, prioritize and resolve security vulnerabilities.

		ISO: 6.2

		g. Information Security Office is responsible for identifying and distributing information on incidents, threats, and vulnerabilities to internal parties related to software. It is the responsibility of Information Security Office to maintain distribu...

		HIPAA: 164.308(a)(5)(A), ISO: 12.6.1

		h. Information Security Office is responsible for maintaining the documentation of the analysis produced by the technical vulnerability processes. Information Security Office is also responsible for escalating or de-escalating vulnerability classifica...

		ISO: 12.6.1

		i. Information Systems must ensure that the technical vulnerability process is reviewed on an annual basis.

		HIPAA: 164.308(a)(8), ISO: 12.6.1

		j. Information Security Office and Information Systems are responsible for developing processes for asset management, classification, and prioritization of systems in support of the technical vulnerability processes. This includes a detailed asset inv...

		k.



		10.8.2 Addressing Technical Vulnerabilities

		a. Information Security Office must ensure that publicly accessible systems are tested for vulnerabilities prior to being made available.

		HIPAA: 164.308(a)(1)(B), ISO: 10.9.3

		b. Technical Operations and Enterprise Network Architecture must ensure that technical vulnerabilities, including vendor supplied patches, are classified.  The CVSS system is to be used to classify technical vulnerabilities and their associated patches.

		HIPAA: 164.308(a)(1)(B), ISO:12.6.1, PCI 6.1

		c. Technical Operations and Enterprise Network Architecture must ensure that vulnerability remediation efforts, including patch implementations, are coordinated and processed according to the change standards. This includes meeting all testing and doc...

		HIPAA: 164.308(a)(1)(B), ISO: 12.6.1

		d. Information Security Office must perform internal and external network vulnerability scans on a quarterly basis and after any significant change in the network.

		PCI: 11.2

		e. Information Security Office must perform internal and external penetration testing on an annual basis and after any significant infrastructure or application upgrade or modification. These penetration tests must include network-layer penetration an...

		PCI: 11.3

		f. Information Security Office must ensure that file integrity monitoring is employed within the confidential data environment to alert personnel to unauthorized modification of critical system files, configuration files or content files.  Software so...

		PCI: 11.5





		10.9  Backup

		10.9.1 Information Backup

		a. If backups are performed at the server or host level, the backup schedule of the most critical application on the server must determine the backup frequency of the server.

		HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

		b. Information Owners or an assigned delegated Information Custodian must develop off-site backup rotation and retention schedules in conjunction with the Legal Department for each application that they support. This schedule must reflect the critical...

		HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

		c. Technical Operations and Enterprise Network Architecture must perform an annual review of the off-site tape backup location to verify that the backup media is stored securely.

		PCI: 9.5

		d. Each System Owner must have documented backup and recovery procedures.

		HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

		e. Users must backup critical files by transferring or duplicating files onto the local area network, which is backed up on a scheduled basis. This includes all user data created on City of Chicago PC's (e.g., files created in Microsoft Office).

		HIPAA: 164.308(a)(7)(A), ISO: 10.5.1

		f. Technical Operations and Enterprise Network Architecture must ensure that backups of all critical applications are sent off-site to a remote location on a schedule designed to meet the specific application recoverability requirements.  The remote l...

		HIPAA: 164.308(a)(7)(A), ISO: 10.5.1, PCI: 9.5

		g. Information stored on backups classified as Private or higher must be encrypted as defined in 9.2, Encryption.

		HIPAA: 164.308(a)(7)(C), ISO: 10.5.1

		h. The City will perform regular backups of User files stored on the City’s file servers and storage media that are centrally managed by the Department of Innovation and Technology. This process will be coordinated in conjunction with the City’s User ...

		i. The City will not back up multimedia files in formats including, but not limited to, .mp3, m4a, m4p .avi and .mov





		10.10 Revision History
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		11. Information Security Incident Management

		11.1 Management of Information Security Incidents

		11.1.1 Incident Definition

		a. Priority 1 (P1): An event that is or could become a serious and immediate threat to the confidentiality, integrity or availability of at least one critical computer assets or data or more than 10 non-critical computer assets.  Threatened devices ma...

		ISO: 13.2.1

		b. Priority 2 (P2): An event that is, or could become, a future threat to the confidentiality, integrity or availability of a single, non-critical computer asset or data.

		ISO: 13.2.1

		c. Priority 3 (P3): An event that is, or could become, a minor threat, or which has been determined to be a non-threat resulting from either authorized or unauthorized network activity.

		ISO: 13.2.1

		d. Informational: Violations of City of Chicago Security Policy that do not involve an active risk to company resources or systems.

		ISO: 13.2.1



		11.1.2 Incident Management Team, Roles & Responsibilities

		a. An Incident Response Team Leader will be identified for every Incident Response Team. The Leader will be responsible for:

		ISO: 13.2.1

		b. The Management Representative on the Incident Response Team is responsible for the following:

		ISO: 13.2.1

		c. An Incident Librarian must be a member of any Incident Response Team. The librarian is responsible for recording, documenting and organizing information from the incident including all intrusion and response activity. The librarian is also responsi...

		ISO: 13.2.1

		d. Technical Incident Response Team Members are responsible for performing technical analysis, support, and other technical tasks related to security incidents. This may include, but is not limited to, the following:

		ISO: 13.2.1

		e. A representative from the Legal Department must be identified to assist in computer related incidents. This legal analyst must be familiar with local, state and federal computer crime statutes, electronic evidence standards, investigative procedure...

		ISO: 13.2.1

		f. Key business unit leaders or analysts must be identified to assist with Red level (i.e., emergency) situations. If a threat, or potential threat, has been identified to specific systems, data or processes, a business analyst must be consulted to as...

		ISO: 13.2.1

		g. Specific personnel must be designated to be available on a 24/7 basis to respond to alerts.

		PCI: 12.9.3

		h. All personnel with responsibilities related to incident management and breach response must undergo training on a yearly basis specific to responding to potential information security incidents.

		PCI: 12.9.4



		11.1.3 Incident Management Procedures

		a. Information Security Office is responsible for establishing, documenting, maintaining, and distributing security incident response and escalation procedures to ensure timely and effective resolution of all perceived or real threats that could impac...

		PCI: 12.5.3

		b. The City of Chicago incident response procedures must, at a minimum, include the following:

		PCI: 12.9, 12.9.1

		c. The incident response plan must be tested at least annually.

		PCI: 12.9.2

		d. Once incidents have been reported to the appropriate parties, the incident must be escalated for investigation. Security incidents will be investigated by Information Security Office to determine the severity of the incident. Investigative methods ...

		HIPAA: 164.308(a)(6), ISO: 13.2.1

		e. Information Security Office is responsible for following up on the reported issues in a swift and confidential manner. Incident handling procedures must be established to handle different types of security incidents including

		f. Information Systems Department personnel (e.g., system administrators, database administrators, network administrators, and/or end-users) that are included in the investigation of an incident for any reason must follow the procedures as directed by...

		HIPAA: 164.308(a)(6), ISO: 13.2.1



		11.1.4 Collection of Evidence

		a. Information Security Office and the Legal Department are responsible for ensuring that all paper documents collected as evidence in the investigation of a security incident are secured, and the process of collecting the evidence is documented with ...

		HIPAA: 164.308(a)(6), ISO: 13.2.3

		b. For external incidents or threats, action must be taken to ensure evidential integrity is maintained and the appropriate legal action can be taken. Designated management personnel, appointed by the Legal Department are the only representatives of C...

		HIPAA: 164.308(a)(6), ISO: 13.2.3



		11.1.5 Learning from Information Security Incidents

		a. Information Security Office must document all reports of security incidents. Information Security Office must also include a process to review all incidents, document "lessons learned", and coordinate training and learning sessions for applicable a...

		HIPAA: 164.308(a)(6), ISO: 13.2.2, PCI: 12.9.6

		b. Information Security Office must maintain a database or records containing information about violations of the Information Security and Technology Policy and will report on these violations. All records of policy violations must be accessible to on...

		HIPAA: 164.316(b)(1), ISO: 13.2.2





		11.2 Incident Reporting

		a. Violations of the City’s Information Technology and Security Policy or any or all parts or provisions of this Policy must be reported to Department Management or to the City’s Information Security Office.

		b. Users must ensure that a Service Desk or an Information Security Office representative is notified immediately whenever a security incident occurs.  Examples of security incidents include a virus outbreak, defacement of a website, interception of e...

		c. All reports of alleged violations of this Policy, or any part or provision hereof, will be investigated by the appropriate authority.  During the course of an investigation, access privileges may be suspended.

		11.2.2 Reporting Information Security Events

		a. Information Security Office is responsible for defining an incident reporting and escalation processes within City of Chicago and establishing points of contact for security incident reporting. Reporting procedures must include proper documentation...

		HIPAA: 164.308(a)(6), ISO: 13.1.1

		b. Information Security Office is responsible for communicating all incident reporting and escalation processes to employees, contractors and third party users.

		HIPAA: 164.308(a)(6), ISO: 13.1.1

		c. Disciplinary action resulting from a violation of the Information Security Policy must be consistent with the severity of the incident, as determined by an investigation.  For further information, see the City of Chicago Employee Handbook and Code ...

		d. Disciplinary actions must be coordinated through the Human Resources Department.

		HIPAA: 164.308(a)(1)(C), ISO: 13.1.1

		e. To report a software malfunction or error, users must contact the Support Desk. The user should note any symptoms, error messages or failures. The Help Desk must notify Information Security Office if the software malfunction is in any way suspect o...

		HIPAA: 164.308(a)(5)(C), ISO: 13.1.1

		f. The Legal Department must be contacted in the event of an information security event to determine whether or not legal requirements dictate the necessity of reporting the security incident publicly or to an external party.

		HIPAA: 164.308(a)(5)(C), ISO: 13.1.1, PCI: 12.9.1
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		12. Business Continuity Management

		12.1 Information Security Aspects of Business Continuity Management

		12.1.1 Business Continuity Business Impact Analysis

		a. A business continuity plan must be executed on a rolling cycle to identify critical business functions, set forth requirements for recovery, and determine overall function priority. Information Security Office must assist the business units and IT ...

		The plan should clearly indicate each critical function's recovery requirements. The plan must clearly define recovery time objectives and minimum acceptable recovery resources for each required supporting system.

		HIPAA: 164.308(a)(7)(E), ISO: 14.1.2

		b. The business impact analysis must prioritize business functions based on the business impacts associated with the disruption of the process.  Processes must be prioritized into criticality tiers.  Tier-1 processes being those that have the least to...



		12.1.2 Business Continuity Planning Framework

		a. IT Senior Management must partner with business leaders to create a standard framework for all business continuity plans.  A consistent format must be published and communicated to plan owners.

		HIPAA: 164.308(a)(7), ISO: 14.1.4

		b. IT Senior Management must ensure that each business unit develops a business continuity plan consistent with corporate guidelines.

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.4

		c. IT Senior Management must ensure that all business continuity plans have a designated owner.  The plan owner is responsible for the maintenance and testing of the plan, developing execution criteria and requirements, and determining activation status.

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.4

		d. An appropriate business leader must approve all business continuity plans prior to implementation and rollout. The plan must contain all necessary documentation, have approval by all affected business units, and meet all necessary requirements as d...

		HIPAA: 164.308(a)(7), ISO: 14.1.4

		e. IT Senior Management must ensure that all business continuity and incident response plans have a training and education schedule and that requirements are set for all affected personnel.

		HIPAA: 164.308(a)(7), ISO: 14.1.4, PCI: 12.9.4

		f. All business continuity and incident response plans have a maintenance schedule. Each plan must be reviewed annually, at a minimum.

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.4, PCI: 12.9.6



		12.1.3 Developing and Implementing Continuity Plans

		a. IT Senior Management must ensure that all business continuity plans restore or maintain business operations in the required time (as defined by the Business Impact Analysis) following any interruption of service or disaster. Therefore, the followin...

		b. IT Senior Management must ensure that all business continuity plans are protected and are considered confidential information. Plans must be stored securely and backups must be stored at off-site locations.

		HIPAA: 164.308(a)(7)(C), ISO: 14.1.3

		c. IT Senior Management must ensure all copies of the business continuity plans are distributed appropriately when plans are updated.

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.1

		d. If alternate temporary locations are used for business continuity planning purposes, security controls must be consistent with the primary site and approved by Information Security Office.

		HIPAA: 164.310(a)(1)(i), ISO: 14.1.3



		12.1.4 Testing, Maintaining and Re-Assessing Business Continuity Plans

		a. IT Senior Management must ensure that all continuity plans have a testing schedule. Business continuity plans considered critical by management will be tested on an annual basis. The process of testing will be determined by management, Internal Aud...

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.5

		b. IT Senior Management must ensure that continuity plans for systems supporting tier-1 and tier-2 processes are tested on an annual basis at a minimum. Significant changes to the business should alter the continuity plan and be reviewed and tested. T...

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.5

		c. IT Senior Management and/or the owner of the business continuity plan is responsible for coordinating all updates to the plan including documentation and procedural updates. This includes:

		HIPAA: 164.308(a)(7)(D), ISO: 14.1.5
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		13. Compliance

		13.1 Compliance with Security Policies, Standards and Technical Compliance

		13.1.1 Compliance with Security Policy

		a. All incidents of non-compliance or exceptions to the Information Security Policy must be reported to the Information Security Office.

		HIPAA: 164.308(a)(6), ISO: 15.2.1

		b. All technical areas must regularly review processes and procedures within their area of responsibility to ensure security responsibilities and duties are carried out appropriately. Results of this review and corrective actions must be documented.

		HIPAA: 164.308(a)(8), ISO: 15.2.1



		13.1.2 Technical Compliance Verification

		a. Information Security Office and Internal Audit must assign review activities to parties to maintain compliance with City of Chicago security practices. Situations resulting in non-compliance to the practices must be reported to the appropriate func...

		HIPAA: 164.308(a)(8), ISO: 15.2.2

		b. Information Security Office must ensure that operational systems are checked at regular intervals for their technical compliance. This includes checking compliance of all technologies, both hardware and software, to security implementation standard...

		HIPAA: 164.308(a)(8), ISO: 15.2.2



		13.1.3 Exception

		a. Operational and procedural exceptions to the requirements outlined in this Information Security and Technology Policy may only be granted by City of Chicago Information Security Office.  All exception requests must be formally documented and submit...

		PCI: 12.5

		b. Internal Audit should consider the impact of approved exceptions in its annual risk assessment to ensure potential threats and vulnerabilities continue to be identified and remediated to ensure confidential information environment and related busin...

		PCI: 12.1.2, 12.1.3  HIPAA 164.312(c)2

		c. Approval for the requested exception(s) shall be issued in writing and be indexed specifically to the process or technology in question for the duration of the exception.  It is the responsibility of the Information Security Office to maintain appr...

		PCI: 12.5





		13.2 Compliance with Legal Requirements

		13.2.1 Intellectual Property Rights

		a. No User may transmit to, or disseminate from, the Internet any material that is protected by copyright, patent, trademark, service mark, or trade secret, unless such disclosure is properly authorized and bears the appropriate notations.



		13.2.2 Prevention of Misuse of Information Processing Facilities

		13.2.3 Compliance with Security Policies and Standards

		13.2.4 Identification of Applicable Legislation

		a. All applicable material legal, statutory, contractual, or regulatory requirements must be documented and defined by the City of Chicago Legal Department. The appropriate business unit is responsible for defining and implementing appropriate securit...

		HIPAA: 164.308(a)(2), ISO: 15.1.1



		13.2.5 Data Protection and Privacy of Personal Information

		HIPAA: 164.308(a)(2), ISO: 15.1. 4

		a. Information Security Office and the Legal Department are responsible for defining compliance requirements for data protection, privacy, and information security. This includes the gathering, securing and dissemination of personal information via an...

		ISO: 15.1.4



		13.2.6 Licensing of Software

		13.2.7 Record Retention

		a. The Legal Department must ensure that standards for record retention, storage, handling and disposal are developed for any information covered under legal or regulatory statutes. The retention schedule for this type of information must be defined a...

		b. It is the responsibility of Information Owners to work with the Legal Department to determine proper record retention schedules and procedures and work with Information Security Office to meet any security-related regulatory requirements.

		HIPAA: 164.316(b)(1)(I), ISO: 15.1.3, PCI: 3.1

		c. Information Owners must ensure that application and business processes do not retain sensitive cardholder data elements after payment authorization has been completed.  This includes full contents of any track from the magnetic stripe of a member's...

		PCI: 3.2.1, 3.2.2, 3.2.3





		13.3 System Audit Considerations

		13.3.1 System Audit Controls

		a. All audit activities must be performed by individuals independent from the activities being audited.

		HIPAA: 164.308(a)(1)(D), ISO: 15.3.1

		b. All audit activities must be logged and monitored by authorized individuals as designated by Information Security Office and/or Internal Audit. Persons performing audit activities must provide documentation of tasks performed, audit procedures, fin...

		HIPAA: 164.308(a)(1)(D), ISO: 15.3.1

		c. All audit activities must undergo proper audit planning and execution, including:

		HIPAA: 164.312(b), ISO: 15.3.1



		13.3.2 Protection of System Audit Tools

		a. Access to all tools (e.g., software, applications, documentation, work papers) required for system audits must be restricted to authorized individuals. Any resulting compliance information must be restricted to authorized individuals.

		HIPAA: 164.312(b), ISO: 15.3.2
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		14. Third Party Security

		14.1 External Parties

		14.1.1 Identification of Risks Related to External Parties

		a. Where there is a business need for a direct connection between City of Chicago and a third party network, Information Security Office must be involved to determine security implications and control requirements. An adequate control strategy must be...

		HIPAA: 164.308(b)(4), ISO: 6.2.1

		b. Information Security Office must ensure that all inbound connections from external organizations are limited to specific hosts and specific applications on those hosts. If possible, each specific host and application must be physically or logically...

		HIPAA: 164.312(e)(1), ISO: 6.2.1

		c. Information Security Office and the HR Department must ensure that all contract personnel sign a Non-Disclosure agreement including a statement indicating that they understand the importance of information security. For third party service provider...

		ISO: 6.2.1

		d. Information Security Office must ensure that all third party personnel who require access to information resources have a manager sponsoring them. Access will not be granted until formal authorization is obtained from the sponsor.

		ISO: 6.2.1

		e. Information Security Office must set a minimum requirement that third party service providers adhere to the same access restrictions as internal users. Access to information must be limited according to the principle of least privilege. Access rest...

		f. Information Security Office must ensure that vendors requiring remote access to City of Chicago information systems have access based on the principle of least privilege. Access must be disabled until they are required for use and disabled after th...

		HIPAA: 164.308(a)(4), ISO: 6.2.1, PCI: 12.3.9

		g. Information Security Office must maintain a program to monitor service providers’ PCI DSS compliance status.  As a component of this program, a list of current third-party vendors and their specific roles must be maintained.

		PCI: 12.8.4



		14.1.2 Addressing Security in Third Party Agreements

		a. Third parties with whom cardholder data is shared are subject to all applicable PCI-DSS Requirements for third party service providers, which include:

		 Identification on a list of City service providers with whom confidential and sensitive data is shared

		PCI 12.8.1

		 A written agreement acknowledging responsibility for securing confidential and sensitive data

		PCI 12.8.2

		 Complying with any and all due diligence procedures prior to engagement

		PCI 12.8.3

		 Complying on an annual basis with PCI DSS and other regulatory requirements

		PCI 12.8.4



		b. If a third party is managing any non-public data, maintain a written agreement that includes an acknowledgement that the service providers are responsible for the security of the private data they possess.

		PCI: 12.8.2

		c. To the extent possible, all contracts must include a "Right to Audit" clause ensuring that Management and/or an authorized representative may physically and logically evaluate a third party’s control environment at any time.

		ISO: 6.2.3

		d. Any vendor or third party working under contract for City of Chicago must immediately notify the manager responsible for the contract if a security incident occurs. A security incident is any event that has the potential to impact the confidentiali...

		HIPAA: 164.314(a)(1)(i)(C), ISO: 6.2.3

		e. All outsourcing contracts must include an agreement on acceptable security controls and a requirement that the outsourcer provide a SAS70 or equivalent document on an annual basis.

		HIPAA: 164.314(a)(1)(i)(A), ISO: 6.2.3

		f. Depending on the sensitivity and criticality of the services or data provided, City of Chicago must consider commissioning or requesting an independent review of the service provider’s internal control structure.

		ISO: 6.2.3

		g. Ownership of software developed by third parties must be defined in the contract agreement.

		ISO: 6.2.3

		h. The department responsible for the selection and approval of third party services and a representative from the Legal Department must review all contracted information services agreements. Approval from City of Chicago Compliance Office must also b...

		HIPAA: 164.314(a)(1)(i), ISO: 6.2.3

		i. Users must not copy, alter, modify, disassemble, or reverse engineer the City’s authorized software or other intellectual property in violation of licenses provided to or by the City.  Additionally, Users must not download, upload, or share files i...





		14.2 Revision History








image3.png




